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PE®EPAT

PoGoTta obGcsirom 72 cTOpiHKM MICTUTH 24 imtoctpari, 8 Tabmumbs ta 20
JITepaTypHUX MOCHIIAHb.

Mertoro 1 3aBHaHHSAM JOCHIIPKEHHS TUIJIOMHOI poOOTH € 3aXHUILECHHS BeO-
3aCTOCYHKIB Ha OCHOB1 CTBOPEHHS I1HCTPYMEHTY, IO MOKE BBOJUTH Bapialii
Bpa3JIMBOCTEH y ICHYIOUMM CalT 4YM 3aCTOCYHOK. Lleii 1HCTpyMEeHT MOBHHEH MaTu
MOXIJIMBICTh BOYJOBYBAaTH Ypa3dUBOCTI, $KI CKIAQJHO BHUABUTH CKaHEpaMu
ypa3auBOCTEH (1110 pO3MIIIEHI Y BUIBHOMY JOCTYTII).

O0’eKTOM JOCHIPKEHHSI € Ypa3JduBOCTI, CKAHEpU ypa3IMBOCTEH Ta
1H(opMaIliiiHI Tpolecd NpHU MOTOLl JAaHUX Ta iX oOpoOKa Jyisl 3HAXOJKCHHS HE
3aXMIIEHUX MICIlb Y KO/l TPOrpam.

B saxocTi mpeaMeTy MOCHIKEHHS PO3TIISIAl0ThCs 3aXHINEHICTh php KOy y
3aCTOCYHKax Ta BeO-cailTax. Pesynbrat poOOTH BUKJIAACHI y BUIJISAAl TaOIUI Ta
METO.Y.

PesynpTrat  pobOTM  MOXYTh OyTM BHUKOPUCTaHI JUIS  T1JBUCHHS
pe3ynbratuBHOCTI po6oTH QA TecTyBanbHUKIB. JlaHa poO0Ta MOXKE OYTH TEOPETHIHO
MOCIOHMKOM JUIsi TIEH-TeCTepiB 1 OyTH BKIIOUEHOIO y TMporpamMy HaBYaHHS Ha
peaNbHUX BPA3JIMBUX MPHUKJIagaX BeO-3aCTOCYHKIB 13 BPA3JIMBOCTSMHU 1 JOTIOMAaraiu

iM y iX nmpodeciiHOMy HaBYaHH.

BEB-3ACTOCYHOK, JAVASCRIPT, PHP, XSS/CSRF YPA3JIMBOCTI,
BE3IEKA THOOPMAIIMHO I KOMVYHIKAIIMHIX CUCTEM



PE®EPAT

PoGoTta obsemoMm 72 cTpanull comaepxut 24 wuoctpaiui, 8§ tabmui u 20
JUTEPATYPHBIX CCBHUIOK.

[lynbio 1 3a1aHUEM HCCIIEIOBAaHUSL JAHHOW JUIUIOMHOM paOOThl €CTh 3alluTa
BEO-TIPUJIOKEHUIT Ha OCHOBE CO3/IaHWS HWHCTPYMEHTA-TIPOTPAMKH, YTO MOXKET
CO3[1aBaTh W BBOJWTH BapUALMM YSI3BUMOCTEH Yy CYIIECTBYMIOIIMM CaWT WA
OPUJIO)KEHUE. ODTOT HHCTPYMEHT [JOJUKEH HMETh BO3MOXHOCTh BCTpPauWBaTh
YS3BUMOCTH, YTO CJIOKO HAWTH CKaHEPOM YSA3BUMOCTEH (YTO MOYKHO HAalTH B
CBOOOJIHOM JIOCTYIIE).

OObeKT ucciieJoBaHUs — 00bEKTOM HCCIIEIOBAHUS €CTh YSA3BUMOCTHU, CKAaHEPHI
ySI3BUMOCTEH ¥ HHPOPMAIIMOHHBIE TIOTOKU JAHHBIX, UX 00pa0O0TKa AJIs HaXOXACHUS
HE 3aIIMILIEHHBIX MECT.

B kadecTBe mpenMera MCCIIEOBAaHHUS PACCMaTPUBAETHCA 3AIIUIIICHHOCTH php
KOJa B MPUJIOKCHUSX Ta BeO-caiiTax.

Pe3ynbTarhl BBUIOKEHBI B KaueCTBE TAOJUI[ M METOJAA, YTO JAEMOHCTPUPYET
3alUIIEHHOCTH BRIOPAHBIX /ISl aHAIM3A MTPUIIOKESHUH.

PesynbraTtel  paboOThl  MOTYT OBITH HWCIIOJNB30BAaHBI  JIJII  TOBBIMICHUS
pesynbratuBHOCTH QA TecTHpOBIIMKOB. JlaHHas paboTa MOKET OBITh TEOPEUUECKUM
0COOHEM /ISl TIEH-TECTEPOB U OBITh BKIIFOUEHOW B MPOTPaMMy Y4eHsl Ha peallbHbIX
YSI3BUMBIX TNpPUMEPAX BEO-MPUIIOKEHUN C YSI3BUMOCTSIMH, UTO CJIO)KHO HAlTH U

oMarathb UM B UX TPO(PECCHOHATIEHOM 00YUEHHIO.

BEB-TTPUJIOXEHUE, JAVASCRIPT, PHP, XSS/CSRF VA3BUMOCTU,
BE3OITACHOCTb HMH®OPMAILIMOHHBIX W KOMYHUKALIMOHHbBIX
CUCTEM



ABSTRACT

The work includes 72 pages, 24 figures, 8 tables and 20 literary references.

The aim of this qualification is to secure web-applications by creating a tool
that may create and eject variety of vulnerabilities in existing site or application. This
tool has to inject vulnerabilitis wich are hard to detect, using vulnerability free
scanners.

The object of researches is vulnerabilities, vulnerability scanners, and
information data-flows, their processing in order to spot vulnerable places.

The subject of research is a security of php code in applications and web-sites.

The results are presented in the form of a table and method that demonstrates
how chosen for analysis applications are secured. The results can be used in the
improvement of QA testers’ skills.

The results can be used as a manual for penetration testers to develop their
revealing methods. This works can be used as a manual for penetration testers and can
be included in teaching methods with real vulnerable web-applications and help them

in their professional study.

FRAMEWORK, JAVASCRIPT, SINGLEPAGE APPLICATION,
SECURITY OF INFORMATION AND COMMUNICATION SYSTEMS
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HNEPEJIK YMOBHUX TIO3HAYEHBb, CUMBOJIIB, OANHUILb,
CKOPOUYEHbD I TEPMIHIB

JavaScript — nomynsapHUit MOBa porpaMyBaHHS CIICHAPIIB, TKa BUKOHYETHCS
y BeO-Opay3epi Ha CTOPOHI KJIl€EHTAa. BUKOPUCTOBYETHCS 1711 CTBOPEHHS TUHAMIYHOTO
BMICTY B€O-CTOPIHKHU

Cross-Site Scripting (XSS) — aTaka, 1110 3MyIIIy€e Be0-3aCTOCYHKH B3a€EMOTISITH
3 HaJlaHUMU KOPHCTYBa4YeM JIaHUMU K 3 BAUKOHYBaHUMH CKpUIITAMH B BeO-Opay3epi
KopucTyBada. [Ipw ycminmHOMY BHUKOHAHHI aTaKd 3JIO0BMHCHHK MOXKE€ OTPHUMATH
JOCTYIl JI0O BChOTO KOHTEHTY BeO-Opayszepa (Cookie, icropiro, Bepcis mporpamu
TOIIIO).

CSRF (Cross Site Request Forgery) — Bum artakd, CHOpsSMOBaHUN Ha
BIJIB1lyBauiB B€0-3aCTOCYHKY, 1110 BUKOpUCTOBYE Henomiku HT TP mpotokoamy.
CkaHep Be0-3aCTOCYHKIB — II€ 3aCOOM MOHITOPUHIY Ta KOHTPOJIO, 32 JOMOMOTOIO
SKOT0 MOKHA MEPEBIPUTH KOMIT FOTEPHI CET1, OKPEMi KOMIT FOT€pHU 1 BCTAHOBJIEH] Ha
HUX MPOTPaMHI 3aCO0M Ha HASIBHICTh Y HUX MPOOJIEM 3 3aXUINEHICTIO.

Cookie — HeBenmka KUIBKICTh TaHKX, IEPEIaHuX BeO-CepBEpOM, Ha CTOPOHY
BEO-KIIIEHTA, AKI MOXKYTh OyTH 30epekeHi 1 oTpuMaHi Mi3Himie. 3a3Buyaii COOKie
BUKOPUCTOBYIOTHCS JIJIsI BIACTEXKEHHsSI CTaHY KOPHCTyBaua IMiJi 4ac KOPUCTYBAaHHS
Be0-3aCTOCYHKY.

ATaka — JeTanbpHO Miaiopanuii Habip JiH, sKi, B pa3l ycmixy, Ipu3BeIyTh 00

JI0 TIOIIKO/IKEHHST PECYpCiB Be0-3aCTOCYHKY a00 /10 HeOaxaHO1 omnepartii.
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BCTYII

CporojiHi iCHye BeJIMKa KUIbKICTh BE€0-3aCTOCYHKIB, OUIBIIICTH JIIOACH Y
PO3BUHEHHX KpaiHaX IOIHS BUKOPHUCTOBYIOTh BEIUKY iX KUIbKICTh. OTHaK 6araThbomM
po3poOHHKaM OpaKye HAaBUYOK HaIMCaHHA O€3Me4YHOro Kojy 0e3 ypaslMBOCTEH.
Yepes 1e, Oarato cyyaliCHMX CalTIB 1 3aCTOCYHKIB MICTSTh ypa3nuBOCTi. BoHH
JI03BOJISIIOTH 3JTOBMHUCHUKAM BUKpaJaTH KOH(DIICHIIHI JaHil BiJ] KOPUCTYyBadiB BeO-
3acTocyHKIB. 1100 3MEHIIMTH KUIBKICTh Yypa3dMBOCTEH, MOXKHA 3I1HCHUTH
TECTYBaHHS, III00 CIIpOOYBaTH BUSIBUTH, a TIOTIM BUIPABUTH BPA3JIUBOCTI 10 TOTO, SIK
i gipu y Oy3meni koay OyayTh BUKOpHCTaHI. AJie mepil 3a Bce, o0 TecTep Mir
BUSIBJISITH MO>KJIMB1 BPA3JIMBOCTI B B€0-3aCTOCYHKAX, BIH MOBUHEH 3HATH, IO IITYKATH.
ToMy BiH MOBHHEH OyTH HaBYEHUM PI3HUM METOAAM, JUIsl MOIIYKY BpPa3JIMBOCTEM.
3aragpHUM METOJIOM € TECTYBaHHS Ha MPOHUKHEHHS.

TectyBaHHS MPOHUKHEHHSI y B€0-3aCTOCYHKaX 31HCHIOETHCS IIITXOM CIIPOOH
aTaKkyBaTH 1 3HalTH Bpa3nusi Miclst. OuH 13 cIOCOO0IB MIITOTOBKHU MEH-TECTEPIB - 1€
MPEACTaBUTH TECTyBauy BEO-CAMT YW 3aCTOCYHOK 1 TMOBIJIOMHUTH TPO TMOMIYK 1
BUSIBJICHHS BPA3JIUBOCTEH Y HHOMY.

BaxxnuBo, 11100 Be06-3aCTOCYHKH, SIKI BUKOPUCTOBYIOTHCS JJISI HABYAHHs, OyiH
JENI0 PEATICTUYHUMU 3 TOYKUA 30pY (YHKIIIOHATBHOCTI 1 CTPYKTYpH, TOMY
Bpa3JMBOCTI B PE3yNbTYIOUMX TIPOraMMax aBTOMAaTUYHOTO TIEPETBOPIOBAYA
Bpa3JIMBOCTEN MPHUXOBaHI B PEaNiCTUYHUX MICIiX. Beb-mporpamu Takox MOBHHHI
OyTH PI3HUMHU 3 TOUKH 30PY TOTO, SIKI YPa3JIUBOCTI MICTSTh, 1 IK BOHH MOXKYTh OyTH
BUKOpHCTaHi. ToMy 110 SIKIIO OJHA ¥ Ta K BeO-TIporpamMa BUKOPUCTOBYETHCS JIBiYI,
TEeCTepH MPOHUKHEHHS, SKI MPOWIUIM HAaBYAaHHS Ha I[bOMY Be0-3aCTOCYHKY, BXKE
3HAIOTh, SIK BUKOPHUCTOBYBAaTH B HBOMY YpaszIWBOCTI. TakuM YHHOM, IIi TECTEpH
HIYOTO HOBOTO HE HABYATHCS. 3 IMi€1 MPUYUHU HEOOXITHO MaTH BEJIMKE CXOBHIIEC
pI3HUX BeO-3aCTOCYHKIB 1 iX Bapialiid, IO MICTSITh PI3HI TUIU BPa3IUBOCTEH.
[ToOynoBa Ta miaTpUMKa BeO-3aCTOCYHKIB Ta iX Bapiallii Bpy4YyHy € JOpOTrolo Ta

TPYAOMICTKOIO.
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TecTyBaHHSI Ha MPOHUKHEHHS TaKOXX MOXe OyTH BUKOHAaHE aBTOMATHYHO 3a
JIOTIOMOTOI0 CKaHEpiB ypa3NuBOCTe. BUKopuCTaHHS CKaHEpiB ypa3IMBOCTEU - 1€
HIBUIKUN CIIOC1O BUSIBIICHHS BPA3JIMBOCTEHN 1 MOYKE BUKOPHUCTOBYBATHUCS Y MOETHAHHI
3 pyYHUM TECTYBaHHSIM Ha MPOHUKHEHHs. YacTo TeCTBYBaJbHUKH BUKOPUCTOBYIOTH
Taki IHCTpyMEeHTH. JloKJaHilIe Mpo CKaHEPH YPa3JIMBOCTI Be0-3aCTOCYHKIB UM TANTe
B po3aui 2. Illo6 nmi3Hatucs Ha Kl TUIH YPa3JIMBOCTEH MOTPIOHO 30CepeauTHCs
TECTyBaJIbHUKaM, Tpeba 3HaTH, SIKI TUMU CKaHEp ypa3IUBOCTI HE MOXKE BUSBUTH. Y
po3auii 2 6yne o0roBopeHo, SIKi TUIH BPA3JIMBOCTEH CKaHEPy Ypas3IUBOCTEH BaXKO
MOMITUTH.

AKTYaJIbHICTb PO0OOTH 3yMOBJIIOETHCSA THUM, 11O B HAIIl YaC BUKOPUCTaHHS BEO-
3aCTOCYHKIB € HEBIJJEMHOIO YaCTHUHOIO, ajle BaXKJIMBO MaM'ATaTH 110 iX HE JTOCTATHS
3aXMIIEHICTh Ta YPa3JIMBOCTI MOKYTh IPU3BECTH 10 BTPATH KOH(PIAEHIINHUX TaHHUX
Ta KOIITIB. Y AaHl poOOTI MPEACTABISIETHCS CIIOCIO IMABUINEHHS PE3yJbTaTUBHOCTI
po6otu QA TecTyBaIbHHUKIB Ha 3HAXOKCHHSI YPA3JIMUBOCTEHN Y BEO-3aCTOCYHKAX.

Meroro i 3aBJaHHSIM POOOTH € CTBOPEHHS 1HCTPYMEHTY, 1[0 MOYKE BBOAUTH
Bapiallii Bpa3IMBOCTEHN y ICHYIOUM CAalT YM 3aCTOCYHOK. L[eif iHCTpyMEeHT MOBHHEH
MaTH MOXJIMBICTh BOYIOBYBAaTH YPa3jauBOCTI, SIKI CKJIQJHO BUSIBUTU CKaHEpamH BeO-
3aCTOCYHKIB (1110 PO3MIIIIEH] Y BUTBHOMY JIOCTYTI1).

06’exkmom  OocniddcenHsi € ypa3dUBOCTI, CKAaHEpU Ypa3IUBOCTEH Ta
1H(pOopMaIliiiHl Npouecu MpU MOTOLl AAHMX Ta iX OOpoOKa AJid 3HAXOJKEHHS He
3aXUIIEHUX MICIIb.

Ilpeomem OocniodcenHss — B AKOCTI IPEAMETY OCTIHKEHHS PO3TIISAAI0THCS
3axMIIEeHICTh PNP KOy Y 3aCTOCYHKax Ta BeO-caiTax.

Metoau pociailzkeHHss — y poOOTI BUKOPHCTOBYBAaBCS METOJl CTATHUYHOTO
aHalli3y Ha YUCTOTY Ta MOOYAOBH aOCTPAKTHOTO CHHTAaKCHYHOTO JIEPEBa.

IIpakTu4yHe 3acTOCYyBAaHHSA POOOTH TMOJIATAaE y BAOCKOHAJICHHI CHOCOOIB
HaBYaHHs TeCTyBalbHUKIB. [laHa poOoTa MOXe OyTH TEOPETHUHO MOCIOHUKOM MJIst

NEH-TECTEPIB 1 OyTH BKIIIOUEHOKO Yy MPOrpaMy HaBUaHHS HA peajbHUX BPA3IMBHUX
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MPUKJIaaax BeO-3aCTOCYHKIB 13 BPa3IUBOCTSIMU, sIKI CKJIQAHO 3HAUTH 1 TIOTIOMArajy iM
y ix mpodeciiHoMy HaBYaHHI.

HaykoBa HoOBH3HA oJep:KaHHUX pe3yJabTaTiB — B JaHId poOOTI
MIPOAHANI30BaHO JBI HAWOLIBII PO3MOBCIOKEHI YPa3IUBOCTI BeO 3aCTOCYHKIB Ha
JaHUW Yac Ta po3poOJEHO METOJUKY 1 IHCTPYMEHT MO iX aBTOMATHUYHOMY
BIPOBAPKCHHI 1 CTBOPEHHI MPUOJIMIKEHUX J0 PeaJbHUX CUTYaIlld BPa3JIMBOTO KOy
10 YJOCKOHAIUTh CIIOCOOM HaBYAHHS Ta MPAKTHKH KBajdidikaiii CremiaiicTiB mo
TECTYBAHHIO MPOTPaAMHOI0 3a0€3MeYeHHsI Ta HOro MOAAIBIINM 3aXHUCT.

IIpakTHYHUM 3HAYEHHAM MOXXYTh OyTH BHKOPHUCTAHHS B Mi3HABAIBHHUX Ta
TPEHYBAJIBHUX IUISIX, 110 HECYTh BUKIIFOUHO 1HPOPMALIIITHO TO3UTUBHUN XapaKTep Ta
PO3BUTOK NMPOGeCiHHUX HABUYOK HAITUCAHHS 3aXHUIIEHOTO SIKICHOTO KOJY.

Oo0mekeHH:

e Cepen yciXx MOXIMBUX BeO-Bpa3zauBocTel, numie MixcaiToBui
ckpuntuHr(XSS) Ta MixcaiitoBa migpoOka 3anuTiB(CSRF) OyayTth
PO3IIISIHYTI.

e [HcTpyMeHT Oyae MiATPUMYBATH 1H'€KIIAHI YPa3JIUBOCTI Y BUXIIHHUX

daiinax PHP. a1 MoBu HE OyyTh PO3IIISIHYTI.
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1 ATAKU HA BEB-3ACTOCYHKH

Beb-3acTocyHok - 11e mporpama, sika 3amycKaeThesl y BeO-Opaysepi. 3a3Buuait
JUKEpeNlo Be0-3aCTOCYHKY PO3MIIIYEThCS Ha BeO-cepBepi Ta BeO-Opaysep poOUTh
3aIuT Ha HbOT0. BeO-cepBep BiAMOBIa€e HA 3aMUT BeO-CTOPiHKOIO. BeO-cTopinKa, sika
BIJIIPABIIIETHCSL HA3aJ, 3alUCYE€TbCA Yy MIATPUMYyBaHI Opay3epoM MOBH, Taki SK
HTML, CSS i JavaScript.

[IpoTe cepBep MOkKE CTBOPUTH BEO-CTOPIHKY, BUKOPUCTOBYIOYH 1 1HIIII MOBHU Ha
CTOpOHI cepBepa. HaiiOuibim momupeHow cepBepHoo Moo € PHP, saxuii
BianoBigHO a0 Kommanii W3Techs BukopucroByeThes Outbin HikK 80% Bcix BeO-
caiitiB, ki W3Techs mpoananizyBamu [19]. IIpu BuKOpHcTaHHI BeO-3aCTOCYHKY,
yacTo Tpeba Tpeba nepeaaBatu Aesiki JaHH1, OJUH 13 C1oco01B 11e BB1J 1HPopMmaIlii B
nojs input uu B psanky 3anuty URL-aapecu (ITapamerpu GET), 3a mapamerpamu
POST a6o B cookies [20] [11]. I1le oauu crioci6 mepemadi JaHUX y BeO-3aCTOCYHOK
3MIMCHIOEThCS HUIIXOM  HajacuiaHHa Qaimie  [15]. Jlani, mo HagaroTbCs
KOPUCTYBa4€M, 4YacTO BHKOPHUCTOBYIOTHCSI BE0-3aCTOCYHKOM [IJIi CTBOPEHHS
JUHAMIYHUX CTOPIHOK, 1 iX BIJ0Opa)k€HH1 KOpucTyBaueBi. Hanmpukiaza, y nourykosiid
CUCTEMi, KOPUCTYBa4 BBOJITH MOUTYKOBUH 3anuT. [lomrykoBa cuctema BioOpa3uTh
pe3yTaTu TIOIIYKy pa3oM 13 BeO-CTOpIHKaMH, SIKI TOB'SI3aHI 3 IHM IOUTYKOBHM
3anuToM. OHaK Be0-3aCTOCYHKH YacTO MICTSATh BPA3JMBOCTI, 1 €W pO3JLT OMUCYE

pi3HI iX TUTIH 1 T€, SIK Il YPa3JIUBOCTI MOXKYTh OyTH €KCIIITyaTOBaHi

1.1 MiskcaiitoBuii ckpunTuHr (XSS)

Axmo Be6-3aCTOCYHOK MICTUTh XSS-ypa3nuBOCTi, 3JIOBMUCHHK MOXKE
BUBOJMTH IIKIJJIMBI JaHHI Ha BEO-CTOpIHIN. 3JOBMHUCHO BBEJCHI JaHI MOXYTh
Mmictutu JavaScript, sSIKHii BUKOHYETHCS, KOJIM XTOCh BiABIAye BeO-cTopiHKy. lle
O3Hayae, 1110 3JIOBMUCHHUK MO>K€ BUKOHYBATH JOBUIbHUMN JavaScript Ha BeO-Opay3epi

KEPTBH, SIKIIO HOMY BAACTHCS 3MYCHUTH ii BiJIBIIaTH 3apa’K€Hy CTOPIHKY.
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[ximmBuit JavaScript MaTuMe Ti K cami MpuUBiIEl, MmO 1 Oyab-IKU 1HIIAN
JavaScript kon BeO-3acToCcyHKY. [HIIIME ciioBamu, 1€ KOJ MaTUMe JTOCTYI 0 BCiX
JTAaHUX, TOB'S3aHUX 3 Ypa3JIMBUM JIOMEHOM Be0-3aCTOCYHKA, Hampukiaa, ¢aiau
cookie Ta koH(pineHuiHa iHpopmaris. Pe3ynpTaT ycminmHoi aTaku MoKe MPU3BECTH
JI0 TOTO, IO 3JJOBMUCHHUK BKpaJie UYyTJIMBI JIaHHI, i Oyl MaHIyJIFOBaTH BMICTOM
BeO-cTopiHku[16]. ¥V 2012 poii koMmaHis o po3poOIil NpOrpaMHOro 3a0e3neyeHHs
Symantec BusBmiia, mo XSS € HaOUIBII MOMTUPEHOIO BPa3IMBICTIO, 3HANICHOIO Ha
BeO-caiiTax [12], ssky MmoxkHa ycmimHo excrutyaryBatd, a CWE / SANS nocraBuia
XSS nHa 4 Miciie 31 CIUCKY CBOIX 235 Hauinebe3neyHiuux npocpamuux 8pasiueocmei
[1].

[IpoGiema momsirae B TOMy, IO BEO-3aCTOCYOK IpHiMae BXiAHI JaHHI BIJ
KOPUCTYyBaya, sIKI MI3HIIIE BUKOPUCTOBYE SIK y BHUXIJHUX Ha BeO-cTOpiHLI, 0€3
HAJIE)KHOT'O OYMILEHHS BBEJICHOIO0 KOPUCTYBaueM BXITHOTO TekcTy. [Ipu ¢inbTparii
BXIJTHUX JJaHUX, B1IOYBA€THCS MEPEBIPKA HA T€, YU OE3MEYHO BUKOPHUCTOBYBATHU IO
1H(popMallio y noaansmomMy BuBoi. Lle Moxxe Oyt 3po0ieHO0 IUISAXOM MEPEeBIPKU
TOTO, 1110 1110 Ha BX1Jl OYJIM MOJjaHl TPUIHATHI 3HAYEHHS 00 MaHIMYJIIOI0YU BXOJIOM.
Input mosieM MoOXXHa MaHIMyJIOBATA TAaKUM YWHOM, 110 HABITh SKIIO BX1J MICTUTh
mkigmuBui JavaScript kox, To BiH He Oyne BuUKOHaHWH. Hampukman, BBeneHi
CUMBOJIM MOXK€ OyTH 3aKojoBal, TaK IO KOJH KOJOBAaHWH BXiJT BUBOJAUTHCS Ha
CTOpIHKY, Opay3ep Oyzae oOpoOisSTH BUXIIHI JaHl SIK TEKCT, HaBITh SIKIIO BXI1JHI
mictunmu HTML Tteru, mo 3matHi 3MIHUTH CTPYKTYpY BeO-ctopinku.llpukiamom
TAKOTO KOJyBaHHS € KOIyBaHHS CHEIlialbHUX CHMBOJIB Yy BXiJ KOPHUCTyBada J0
o6'extie HTML [13].

Po3risiHEMO HACTYITHUM IPUKJIIAL:
<script>alert(’XSS’)</script>

ITpu koxayBaHHi 3a gonomoror ¢yukimii htmlispecialchars i pmary ENT_QUOTES

Ha BUXOJIl OTPUMAEMO:
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script alert( XSS ) /script

3ako/loBaHe MPEACTABICHHS NaHHUX IIJIKOM OE€3MeYHO BUKOPHCTOBYBaTH y BeO-
3aCTOCYHKY MiCIisl IX OTpUMaHHS BiJl KOPUCTyBaya, 60 Opay3ep He Oyae po3riasaaTu
iX SIK TET CKPHUITA, JIUIIE TEKCT 110 Tpeba BimoOpa3uTu. [nmmm criocobom dimpTparii
Bxoay € Bukopuctanus Blacklist uu Whitelist ¢insrpis [13].

XSS mpeacTaBisieTbesl YoTUPMA pi3HUMU Buaamu: Binoopaxeni, 30epexeni,
DOM ta Ha ocuoBi myramii [16][9]. Lli Buau onmcani B 1.1.1-1.1.4 Huxue.
BaxmBo mam'sitaTé 10 ACsIKi MPUKIAAH Y EOMY PO3JIUTI MOXKYTh HE MPAIFOBaTH B
Cy4acHUX Opay3epax yepe3 METOIU 3aXUcTy, sk Hanpukiag Reflective XSS Protection
1 kpamy Meroau QinbTpartii 31 ctoponu kiieHTy [3]. OnHa, Be0-3aCTOCYHKH BCE IIIE

3aJMIIAI0THCS Bpa3MUBUMU 10 XSS aTak, 3a1eKHO Bl Opay3epa >KepTBH.
BinoOpaxeni ataku
Be6-3acrocyHok, BpaznuBuii 10 XSS BHKOpHUCTAaE BX1IHI JaHHI, OTPUMaH1 BiJ

KOpHUCTyBaya, 0e3 MmornepeHbpo1 epeBipKu Ha JOCTOBIpHICTH Ta ¢inbTparnii [16]. Ha

pucysky 1.1 300paxeHi KpoKHU BiIOOPaKEHOTO TUITY aTaKH.
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Victim

Pucynok 1.1 - Kpoku BigoOpaxeHoi XSS aTaku

’KepTBa 3amoBHE 10151, BBOASIUM JaH1, Ipu 3anuTi cTopiHkH. [ToTiM, BeO-3aCTOCYHOK
(bopMyII0€ BUXITHUM 3aMIAT HA3a/1 XKEPTBI, SIKUA MICTUTh T1 K BX1JHI IaHl 1 BiICHIIa€
1X.

3JI0BMUCHHMK MOK€ BUKOHATH BiJOOpakeHy aTaky XSS Ha BeO-CTOPIHIII KOJIU
npuitmatotbes nani B mapametpl GET nnst ctBopennst URL-aapecy, 1m0 MicTUTB
mkianuei gadi. Y URL-aapeci 310BMUCHUK MOYKe JI01aBaTH CTPOYKHU KOJIa, 110
Mmictath JavaScript y mapametpi GET, a motiM 3mynye ii nepeitu no
HoBocTBOpeHoMYy URL-3anuti. [Tpu BinBimyBanHi boro URL, BUKOHY€eThCS 3amuT
JI0 Bpa3JIMBOi BEO-CTOPIHKK OTPUMATHU JJaHH1, BOHA BIJMIOBIJIA€ 31 BCTPOEHUM
IIK1IJIMBUM KOJIOM, 1110 Oy/ie BUKOHAHO Ha CTOPOH1 KJIIEHTY.

Ha pucynky 1.2 moka3zaHo CTOPIHKY, 1110 € BPA3JIUBOIO JI0 BiAOOpaKeHOT aTaku
XSS. 3nauenns napamerpa GET username BUBOAUTHCS Ha CTOPIHKY

6e3 ¢inpTparii. SAk6u 3moBmMucHuk ctBopuB URL-anpecy:
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http://target.com/?username=<script>alert ("XSS")</script>

Toni BiH oxypauuB 6u >xkepTBy nepeiitu mo URL, 3HaueHHs 3MiHHO1T USername
(<script>alert(”XSS”)</script>) nmepenanocs 6 B 3aCTOCYHOK, a BiH OU B CBOIO
Yepry BiJAMOBIB O 31 CTOPIHKOIO, 110 Ma€ 3HAYEHHS USErName i CKpumnT-KOAOM, KU
Opay3ep moTepmiBIIOro 000B’sI3K0BO BUKOHAB. JavaScript ¢pyukiris alert
BUKOHAETHCS 1 BIIOOPA3UTh MOJIaTIbHE BIKOHIIE 3 TEKCTOM «XSSy.

AuJte HacTipaBIi, M)KHA BUKOHATH He uiie alert , a i Oyap-sakuii TOBUTBHUN

CKPHIIT.

if (isset($_GET["username"])) {
echo "Welcome ", $_GET["username"];
} else {
echo "<form>":
echo "<input name=’username’>";
echo "<input type=’submit’>";
echo "</form>";

}

Pucynox 1.2 - [lpukian cTOpiHKH, BPa3IuBoi 10 BigoOpaxeHoro Tuimy XSS ataku

30epexeni XSS araku

Axmo BeO-3acTOCYHOK BpazmmBHil 10 30epekeHnX XSS arak, 3JTOBMHUCHUK
MOKe 30eperTy 3J0BMHCHI JaHi, KOTpi Mi3HiIIe OyayTh BUKOPUCTAHI SIK BUXIJHI B
Be0-3aCTOCYHKY.

JlaH1 MOXyTh 30epiratucs B OyJp-IKOMY MICIl IpOrpaMu, HampukKiai, B 0asi
naHux. BeO-mporpama MICTHTBH CTOPIHKY, 1€ 30epiraroThCsi Ii 30epekeHl aaHi.
30epexeni AaHi He (UIBTPYIOThCS, Mepll HIK OyayTh 30€pekeHi 10 TOro, sk
BUKOpHUCTaTUCA Ha cTopiHul. Komu kopucTtyBad poOHUTH 3amuT, CTOPIHKA, IO
BUKOPHCTOBYE 30epexkeH] AaHl sIK BUXIJHI JaHi B 3aCTOCYHKY, IOBEpPHE HOMY iX y
BiAnoBias [16]. Ha pucynky 1.3 mokazano 30epexeny XSS-ataky. 3T0BMUCHUK HAJa€

JaH1 B€0-3aCTOCYHKY a BiH 30epirae ix B 0a3i qanux. Ko sxepTBa BiBiIy€E 3apaxeHy
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CTOPIHKY, JaH1 BUTATYIOThCS 3 0a3U JaHUX 1 BUBOJATHCS Y BIAMOBIIb KOPUCTYBady Ta
BUKOHYIOTHCS.

[[lo6 3po3ymiTH MOMJIMBI HACTIAKM TaKoi ypa3jduBOCTI, MOJAYMaMTe Ipo
onnaiiH-popyM. Ha dopymi koprcTyBadi MOXKYTh 3apeecTpyBaTUCS 1 BUOpaTH iM's
KOpPHUCTYyBayda. 3apeecTpoBaHe iM'st KopucTyBaua 30epiraerbes B 0a3l nanux. Gopym
OyJile MaTu CTOPIHKY, Jie BIOOpaKaroThCs BC1 3apeecTpoBaHi kopuctyBaul. [Ipukiasn
TaKO1 CTOPIHKH NOKa3aHUi Ha pUCYHKY 1.4. SIKio iM'ss KOpUCTyBaya MoAaeThCs, KOJIH
peecTpallisi He € HAJICKHUM YUHOM BinduIbTpoBaHa, mepes 30epexeHHsM B 0asi
JaHUX. 3JIOBMACHHUK MO€E BHOpaTH iM'st KOpHUCTyBada, SKE MPU3BEAC 10 BUKOHAHHS
JavaScriptkomy, KoXeH pa3 KOJM BOHO BHBOJWTBHCS Ha CTOpiHKY. Hampukian,
HACTyMHE 1M's KopucTyBaua: <script>alert(”XSS”)</script>. Koau BoHO mi3HiIe
BUTSATYEThCSI 3 0a3u JTaHMX 1 BUBOJMTHCA HA CTOPIHIN LW KOj OyJie BUKOHAHO 1
B1IOOpa3UThCs J1aJlorOBE BIKHO CIOBIIIEHHS 11 KOpPUCTyBaya. B peanbHUX
CUTYallisIX BCTPAKOETHCS JOBUIBHUI JavaScript 3aMICTh B1JI0Opa)KE€HHS /11aJI0TOBOTO

BIKHA CIOBIILICHHS.



19

Victim

=3

Attacker

Pucynox 1.3 - Kpoku B 30epexeniit XSS arairi

$users = [users from database];

echo "All users: ";

foreach ($users as Puser) {
echo $user["username"], ",";

}

Pucynok 1.4 - [Ipuknaa cTopiHKH, Bpa3auBoi 10 30epekeHOro THIy XSS aTaku

O06'exTHa Moaeb TokyMeHTa (DOM)

ATaku Ha OCHOB1 00’ €KTHOT MOJIeTi JOKYMEHTA € Ty’K€ CXO0XK1 J10 30epeKCHHX.
Pi3Huus B TOMy, 110 JJaHI HE BIJICUJIAIOTHCS CEPBEPY, BCE BIAOYBAETHCS HA CTOPOHI
Opay3epa kiieHTa. Ile 3HauuTH BE0-3aCTOCYHOK HE MOXKE TMEPEBIPUTH 1

npodiIbTPyBaTH AaHHI HA CTOPOHI cepBepy. Tomy e Tpeba poduTH 3 KitieHTy [16].
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Ha pucynky 1.5 nokazanuii Tunm XSS DOM araku. SIk 11e BUAHO, JaHHI HIKOJIU HE

MOKHUIAI0Th Opy3epa KEePTBHU.

Pucynok 1.5 - Kpoku DOM XSS ataku

Ha pucynky 1.6 GET mapamerp 3MiHHOI USErname BHUBOIUTHCS Ha CTOPIHKY
BUKOPHCTOBYIOUM JavaScript Ha KIIE€HTChKIH CTOpoHI B Opaysepi. Skmio

ckoHcTpyroBaTu Takui xe URL sk 1 B mpuxiani 115 Binodpaxenoi ataku 3 1.1.1,

http://target.com/7username=<script>alert ("XSS")</script>

[ moriMm 3MycuTH KEpTBY TNeEpeWTH 1O Hild, HA CTOpPIHII BHUBEAETHCA
<script>alert(”XSS”)</script>. JavaScript BUKOHA€TbCS 1 BHUBEIACTHCS JiajOrOBE
BIKHO. AJie, SIK 1 B 30€peXEeHUX TUIIAaX aTaK, MOXE 3aMICTh I[LOTO KOIY, MOXKe OyTH

OyIb SIKUM 1HILUH.
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<html><head></head>
<body>
<script type="text/javascript">

var usernamePos = window.location.search
.index0f ("username=") ;
if (usernamePos >= 0) {
var username = window.location.search
.substr(usernamePos + 9);
document .write (username) ;

]_

</script>
</body>
</html>

Pucynok 1.6 - Ilpuknag cropinku BpaznuBoi 1o DOM XSS

Ha ocHoBi myTamii

ATakwu, o 0a3yroThcs Ha MyTallisgx (MXSS) noxoAsaTh BiJ 3 ¢GakTy 110 BeO-
Opay3epu aBTOMaTUYHO HaMararoTbcsi BUIpaBuTH He Bamianuii HTML kog.

A pobuts BiH 11¢ MyTyroun He Bamiguuid HTML y Bamigauit HTML. Tomy
HTML 110 3maeThcsi HEMIKIJIMBUM, MOXKE 3MIHIOBATHCS 1 BUKOHYBatu JavaScript.
Ocxkiuibkn HTML cnouaTky 31a€Thesl TIJIKOM O€3MEeUHUM, TO MOXe 001iMTH Oarato
tumiB (QinbTparii B Be6-Opaysepi 1 Ha cepBepi [9]. Piu mo Bukiukae mytaii -
BUKOpucTaHHsa JavaScript BnactuBocTi innerHTML, 1o 3a BU3HAUYE€HHSIM BCTaBIISIE

HOBUH BMICT Ha cTOpiHKY. Ha pucynky 1.7 noka3zano eranu ataku mXSS.
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Attacker

Pucynox 1.7 - Kpoku ataku XSS Ha 0CHOBI MyTaIiii

3JI0BMUCHUKY BJIa€ThCsI 30epiratu, 3aBaiocs 0, HeNIKIJIUBI JIaHi, IO MICTITh
3JIOBMHUCHI CKpPUNTU Yy BeO-monarky. Konu morepninuii BifBiaye BeO-10JaTOK, TO
OTPUMYE, 3/1aBaiocs 0, HEIIKI MBI JaHi. OHaK, KOJIM KIIIEHT BUKOPHUCTOBYE iX, BeO-
Opay3ep KepTBU 3MIHIOE JaHi 1 BUKOHYE JavaScript, SKuii 3TOBMUCHUK BKJIFOYUB 0
30€peKEeHUX JTAaHUX.

[Tpuknaz Toro, sk BeO-Opay3ep(B nanomy Bunaaky Internet Explorer 8) mytye

HeBipHuit HTML, konu BBeieH1 JaHi:

<s claéa—"“}heilo <b>world</b>
Uepes ne Banmignuit HTML, Opay3ep 3myTye iloro y BamiaHuil KOA 1 pe3yJbTaToOM
oyne:

<S>hello <B>world</B> </S>
bpay3ep Bunanus myctuii atpuOyT Class, yci Teru nepeTBopuIimcs y BEpXHiil perictp

e, &#x20; 3amiHUBCS Ha MPOOLI 1 3'IBUBCSA 3aKpUBarOunii Ter <S>. JlaHa myTaltis He
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3MyTyBaja Hi B KW 3JIOBMUCHHUI KOJ, aje¢ Ha pUCYHKY 1.8 cTopiHKa BpasmmBa 10

mXSS araku

<script>
function post () {

}

messageElement = document.getElementById("message");
imageElement = document.getElementById("image");

var alt = document.getElementById("inAlt“}.value;

var message = document.getElementById("inMessage").value;
var img = ’'<img src="test.jpg" alt=""' + alt + *">’;

imageElement .innerHTML = img;
messageElement . innerHTML = message;
messageElement . innerHTML += imageElement.innerHTML;

</script>

<div id="image"></div>
<div id="message"></div>

message: <input id="inMessage"></input><br>
alt: <input id="inAlt"></input><br>
<button onclick="post()">Post</button>

Pucynox 1.8 - Ilpuknan cropiHku, Bpa3auBoi 10 ataku XSS Ha OCHOBI MyTallii

Sxmo nepenatu “onload=alert(’XSS’) B alt atpuOyT, TO NpU HATUCKAHHI KHOIKH

<img> Ter MaTUMe BUIJISI;

<img src="test.jpg" alt="‘‘onload=alert(’XSS’)">

Hani 30eperyucss B atpuOyTi alt i He OyayTh BukoHaHi. OmHak, Koiu Opaysep

BUKOpHCcTOBYE JavaScript BmactusicTh INNErHTML 06 BcTaBuTH MicT B Message

div rer, to HTML 3mytye y

<IMG alt="" src="http://example.com/xss/test.jpg"

onload=alert(’XSS’)>

Takum unHOM Opay3ep BUKOHAE JavaScript kop i BimoOpase ialoroBe BiKHO.
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1.2 Mi:kcaiiToBa nmiapooka 3anuty (CSRF)

CSRF aTaka cknagaeThecs 3 TpbOX YaCTHH: KEPTBA, TOBIPEHUM CaMT /i€ )KepTBa

aBTOpH30BaHa i 3moBMuCHUK [17]. Ha pucuky 1.9 300paxeno npuxiiag CSRF aTaku.

1 Victim

Attacker

Trusted
web application

Pucynox 1.9 - Kpoxu B8 CSRF araii

’KepTBa aBTOpH30BaHa Ha JOBIPEHOMY CaMTI BIJBITy€E BEO-CTOPIHKY,
KOHTPOJIbOBaHY 3J10BMUCHUKOM. [Ipu nepexoi Ha Hel, Opay3ep KepTBU OTPUMYE
MOBIJJOMJICHHS MPO BIANPABICHHS 3alIUTYy HA JOBIpEHUI BeO-3acTOCYHOK. Beb-
CTOpIHKA MOYKE CKa3aTH Meperisaady HaaiClIaTy 3aluT Ha 1HIIHWA Be0-3aCTOCYHOK,
HATPUKIIA]], BCTABUBIIN HACTYITHUHN TeT img:

<img src="http://trusted-site.com/change_password.php
Tnewpassword=pwned">

Be6-0pay3ep xepTBU HaMaraTUMEThCsl OTPUMATH 300paKeHHS, TOOTO
Hazicinatu 3anuT 10 URL-agpecu 300paxenns. ToMmy 1m0 300paskeHHs 3HAXOIUTHCS

Ha JIOBIpEHOMY JIOMEHY BeO-porpamMu, BeO-Opay3ep kepTBH Oyjie BKIIOUATH BCIO
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iH(DopMarrito, Ky BiH MOB’s3aB 13 UM JoMeHoM. Lle Bkitouae daiimu cookie, siki
Be0-10/JaTOK BUKOPUCTOBYE s IEPEBIPKU aBTEHTUIHOCTI KEPTBHU.

Tomy, KoJIM TOBIpEHTH BE0-10/1aTOK OTPUMYE 3aIUT BiJl )KEPTBU, CeaHc Oye
ayreHTudikoBano. /[ qoBipeHOTO BeO-CalTy, 3aITUT BUTTISIIATUME SIK 3BUYAMHHM
HOPMAJIbHUM 3a1uT.

if (isset($_SESSION["USERID"])) {
$currentUser = $_SESSION["USERID"]:
$newPassword = $_GET["newPassword"];
update_user_password($currentUser, $newPassword);
echo "Password updated";

Pucynox 1.10 - Ctopinka BpaznuBa g0 CSRF

VY 1pomMy NpuKIIal CTOPIHKA, IO 3aIUTY€EThCS Ha IOBIPEHOMY BE0-3aCTOCYHKY
3MIHIOE MTApOJIb KEPTBU (pUCYHOK 1.10 Mae KOIi0 BUXITHOTO KOJTY CTOPIHKH).

[Ticast Toro, siIk NOTEpNUINIA 3pOOHB 3aIIUT JOBIPEHOMY BE0-3aCTOCYHKY,
napoJib KEepTBU Oyjie 3MiHEHO Ha pwned.

[Tpo6nema ypazmusiocti CSRF nomsrae B Tomy, 110 B JOBIpeHOCY BeO-CalTy OpakKye
crocoOy MepeBipUTH, YU KEPTBA HABMUCHO BIANPaBUiIa 3aMUT. SKIIO Taka
nepeBipKa BiICYTHS, 37IOBMUCHUK MOXE OOJTypUTH KEPTBY, 1100 3p0OUTH
HEHAaBMUCHHH 3alUT JI0 JOBIPEHOTO BE0-3aCTOCYHKY. Moske 3p0OUTH TOBIpEHY 110
B/l IMEHI K€PTBU OCKIJIbKH 3JIOBMHUCHUK MOK€ 3MYyCUTH MOTEPIIIOr0 BIANPABUTH
3aIUT JI0 IOBIPEHOTO BE0-3aCTOCYHKY 1 BAJKKO MEPEBIPUTH SIK1 HACTIPAB/Il HAMIPH
1500 3anury [7].

CSRF € 1210 y ciucky «Ton 25 natibinbuw Hebe3neynux ypaziusocmetiy 3a
BEpCi€r0 KOMIaHii po3poOku Ta 3abe3meueHHs 0e3MeKu MPOorpaMHro 3a0e3neyeHHs
CWE/SANS [1]. OcHOBHUI iCHYIOUHI METOJI 3aXUCTY BiJI I[LOTO THITY aTaKHl —
Bukopuctanus Tokeny CSRFtoken [6][5][17]. Lle# meToa po3noaijicHuii Ha 3

YaCTUHU.
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Generate - TokeH, KOTpHUll TyKe CKIAIHO BraJaTH TeHEPYEThCS Y Be0-3aCTOCYHKY
Ha cepBepi. [ToTiM, BiH 30epiraeThCs AeCh /i€ B€0O-3aCTOCYHOK MOJKE IMi3HIIIE HOTO
OTpUMaTH, HalpuKIag B COOKies kimenra

Include - Token BignpaBisieThest HA Opay3ep KiIi€HTa, 100 OyTH JOCTYITHHM MPH
BUKOHAHHI JIii aBTopu3aiii. Hanpukian sik mosie B popmi BiATIpaBICHHS, 1110
aBTOPHU3yBaTH KOPHCTyBaya.

Guard - Konu 3anut Ha BUKOHAHHSI aBTOPU30BAHO] JTii OTPHMAaHO, BeO-3aCTOCYHOK
MepPEBIPUTH MIEPETaHUIN KIIIEHTOM TOKEH, TOOTO BiH Ma€ CIIBIIACTH 3 CEPBEPHUM, IO

OyB HE JJaBHO 3r€HEepPOBaHMIl. SIKIII0 BOHU HE CHIBMAIAI0OTh TO Al HE Oy/i€ BUKOHAHA.

BucHoBkm 10 po3ainy 1

Y nmanomy posauti Oyno posmsiHyro XSS ta CSRF  araku. byno
MPOAHAJII30BAHO 1X PI3HOBUIHICTH Ta JETAJIBHO OMUCAHO (DYHKIIIOHAJ Ta MOKIJIMBI
BUIIAJIKK 3aCTOCYBaHHSI.
CdopMysIbOBaHO OCHOBHI NMPUHIUIIHU, Ta 3 ICOBAHO iX (DYHKIIIOHYBaHHS Ha CTOPOHI1
CepBepy Ta KII€HTA, PO3IJITHYTO aHali3 KOMIAHIM-pO3POOHUKIB Ta 3a XHUCTY
nporpamuoro 3abesnedyenns, sk W3Techs ctocoBro HeOe3nmekn XSS ataku B JaHHi

qac.
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2 AHAJII3 CKAHEPIB BEB-3ACTOCYHKIB

Ckanep Be0-3aCTOCYHKIB — II€¢ 3acCOOM MOHITOPUHTY Ta KOHTPOJIIO, 3a
JIOTIOMOTOI0 SIKOTO MOYKHAa TEPEBIPUTH KOMIT IOTEPHI CETi, OKpeMi KOMIT IOTEepH 1
BCTAHOBJICHI HA HUX IIPOTrpaMHi 3aCO0U Ha HASBHICTh Y HUX MPOOJIEM 3 3aXHUIIEHICTIO.
BukopucTOBYIOThCS /1711 aBTOMAaTUYHOTO CKaHYBAaHHS B€0-3aCTOCYHKIB Ta MOIIYKY Y
HUX ypasnuBocTed. Taki ckaHepu MOXKYTh JIUIIE TIOCUIATH 3allUTH Ha 3aCTOCYHOK 1
NICPEBIPSTH BIJMOBI/b, aJle¢ Y HUX HE Mae JOCTyIy 10 nepeBipku koay [8]. THmum
CIIOBaMH, CKaHEpH Be0-3aCTOCYHKIB MOXKYTh B3a€MOJIIATH 3 3aCTOCYHKOM YU CAaTOM
JMIIE B TOM CIOCIO 10 pOOUTH 310BMUCHHUK.

Bzaram kaxyuum, CKaHepu Ypa3jaUMBOCTI MICTATh TPU MOJYJIl/€Talu:
crawler(nowyrx), attacker(amaxa) Ta analysis(ananiz) [8]. [Ipu moyaTKy ckaHyBaHHS
ckaHepy HamaeTbest psin URL-aapec. Moaynas crawler BimBimye ix Ta 30Mpae Bci
moxuimBl URL Ha ctopinkax BeO-3acTocyHKy. [1oTiM BiH BiJBiJae yci HOBO310paHi
aapecu, 106 3Haittu e onbine URL-aapec. Lle Oyae npo1oBxkyBaTcs TOKU MOJTYJIb
CKaHepa He 310paB sskomora OijIbIIIe JOCTYITHUX HOMY BE€O-CTOPIHOK. Y C1 BX1/IH1 TOUKH
y Be0-3aCTOCYHOK (Hampukia, mois input, GET nmpamerpn) Takox 30MparoThCs i
yac eramy nouyky. Koiam Moynb ckaHepa 3aBepIInThCS, BIH MepeaacTh yCi JaHi, sKi
3i0paB  (mocTymHI BeO-CTOPIHKM Ta BXIiJHI TOYKM) a0 MomyJs araku(attacker).
Monynb aTaku 3KOHCTPYIO€ BEKTOPHU aTaKy HA OCHOBI OTPUMAHUX JTaHUX B1J MOJYJIS
nowyky. BeKTopu araku MICTATh BXiJAHI 3HAYEHHS, SIKI MOXYTh BUKPHUBATH
ypa3nuBocTi. Ha ux BEKTOpIB aTaku, aTaKyrOUUil MOIyJb OyJie HAACWIATH 3alUTH
10 BeO-miporpamu. Bci BiAMOBIL, 110 OTPUMYIOTHCS 3 BE0-3aCTOCYHKY HAJIalOTHCS J10
Moy ananizy. JIis Ko>KHOT BIIMOBIAL BiJl 3aCTOCYHKY MOJTYJIb aHAJI13y HAMAra€eThCs
BU3HAYUTHU, YU MICTATHCS OyAb-sKi CIIIJIU, 10 BKa3YIOTh Ha HASBHICTh YPa3JIUBOCTI.
k1o BeO-ckaHep 3HAXOIUTh BEKTOP aTakW, SKUH T€HEpYyeE BIAMOBIb, 110 BKazyBaja
HA HasBHICTh YpPa3JMBOCTI, TO TMO3HAYWTh aTaKOBaHI BEO-CTOPIHKM SIK ypa3juBi i

HOBiJIOMI/ITB IIpo TEC, SIKUW caMe BCKTOP aTaKN BUKJIMKAaB ypaSJ'II/IBiCTB.
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IcHye B3arami BenMka pi3HOBHIHICTH CKaHEPIB Be0O-3aCTOCYHKIB 13 PI3HUMHU
moxuBocTamu. OWASP ta The Web Application Security Consortium maroTh
cMcOK  TOTYHUX ckaHepiB [14][18]. 3 o06ox mpoekTiB Oyio 3i10paHO CHHCOK
CKOHEpiB BeO-ypa3IMBOCTEH, 110 MOKHA CKAa4YaTH y BIIbHOMY IOCTYyTi. Y Tabmuri 2.1
1[el CIIUCOK BIIOOpaKEHO, pa3oM 3 iH(POpMAIIi€0 UM MIATPUMYEThCS TTONTyk XSS Ta

CSRF ypaznuBocTi. Yci BOHH € 6€3KOIITOBHUMU Ta BIIbHOIOCTYITHUMU.

Tabnuns 2.1 - Circok 0€3KOITOBHUX CKaHEPIB BE0-3aCTOCYHKIB

Hazga [Tnardopma XSS CSRF
andiparos 0OS X, Linux, Windows Tax Hi
Grabber Python Tak Hi
OWASP Zed Attack | Windows, Linux, OS X Tak Tak
Proxy
Paros Windows Tak Hi
Powerfuzzer Python Tak Hi
Skipfish Linux, OS X, Windows Taxk Hi
w3af Python Tax Taxk
Wapiti Python Tak Hi

2.1 TpyaHoui NOIIYKY BPa3/IuBOCTel

[Ipun anamizi ckaHepiB, OyJIO BHSBICHO, IO PE3YyIbTaTH CKAHYBAHHS HE
npaBAoNoOAiOH] y 6araTboX BUIIAJKaX, KOJIM 3JI0BMHCHI JaHi criepiny 30epiraloTbCs y
Be0-3aCTOCYHKY 1 TOTIM BHUKOPHCTOBYIOThCS y BHBOJAX Ha IHINUX CTOPIHKAX,
BUKJIMKAIOUX Ii Bpa3nuBi AaHi [4]. BigmoBinp Ha 3amuT CKaHepa HE MICTHTHME
YKOJIHOTO HATSIKy HAsBHOCTI YpasJIMBOCTI, 00 pe3yJibTaT aTaku CIPAIIO€ Ha 30BCIM

IHIIIA CTOPIHIII.
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AHanoriuni pe3ynpTaTH BUSBUB TMpodecop KamihOpHIMCHKOTO IHCTUTYTY
Doup’e [8]. [Ipuknan ataku mo cnepiry 30epirae gaHHi y 30epekeHomMy Tuii XSS
aTaku, ooropopenuit y 1.1.2.

Ckanepam ypaszmuBocteid He mpocto 3Haiith CSRF 6e3 moxuOok(komm
3HAXOJMUTHCS 0araTo pe3yJbTaTiB, 0 HACIIPAB/l HE € BPA3JIMBUMU, a CKaHEp iX BCe
piBHO 3HaitoB). Lle uepes Te, 1110 CKIAAHO OLIHUTHU SIKUN 3aITUT Ma€ OyTH 3aXUIIIEHUM
Big CSRF [2]. OmuH 31 crioco06iB cripoOyBaTH 3HANTH IIEH THI aTaK IOJISATAE y 3aIKCi
KOXXHOTO 3alUTY 1 KOJIU CKaHyBaHHS 3aBEPIICHO, TO MPOOYBaTH MOCUJIATH OKPEMO
3alUTH MO BIJIOpaHUM 3amucaM MHMOBIPDHUX Bpa3IMBOCTEH. SKIIO MOBTOPHI
pe3yapTatu OyJld YCHIIIHUMH, TO MOXKHA CKa3aTH 3 OUIBIIO HWMOBIPHICTIO MPO
HasiBHICTh CSRF ypasznuBocTi. Ane 3HOBY X Taku, pe3yinbrar He Oyae 100
MPOIIEHTOBUM, 00 y 0ararbOoX 3acTOCYHKax HE Ma€ HEOOXITHOCTI Ha JeSIKUX

CTOpIHKaX BBOJUTH 3axucT potu CSRF.

BucHoBkH 10 po3aiay 2

Y upoMy po3aun O0yJio pO3TJISIHYTO CKaHepH Be0-3aCTOCYHKIB, OMHMCAHO iX
eTany poOOTH Ta MEPEBIPKHU YPA3IMBUX MICIIb 3aCTOCYHKIB, TAKOX OIMKMCAHO OCHOBHI
HEJIOJIIKM Ta BUCBITJIEHO CIHCOK OCHOBHUX CKAHEPIB HAa PHUHKY, 1X BJIACTHUBOCTI.
OOroBopwJid pe3ysIbTaTH TECTy MEpeBIpKM Ha 30epekeHuid Tunm XSS arak, Ha

MPUKJIAA1 CTaTTi KamiQopHiichbkoro npodecopa.
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3 PO3POBKA TA BITPOBA’KEHHSI ABTOMATHUYHOI'O
HEPETBOPIOBAYA KOAY

Sk 3a3Ha4YE€HO y BCTYIIl, METOIO I[HOTO JUIIOMHOTO MPOEKTY OYJI0 CTBOPEHHS
MPOrpPaMKH JJi aBTOMAaTUYHOTO MEPETBOPEHHSI KOy Ta BCTPOEHHS ypa3JIUBOCTEH Y
BeO-3acTOCYHKU. [linb cTBOpeHOro mossirae y OUIBIN  SKICHIM  IIATOTOBIN
TECTYBaJIbHUKIB, OCOOJMBO TIEH-TECTEPIB Ta OI[IHKA CKaHEPIB BHUSIBJICHHS
ypaznuBocTel. [HCTpyMeHT Mae OyTu po3poOjieHMd 1 peanizoBaHMM 1 OUIBII
KOHKPETHO TTOBUHEH MaTH MOKJIUBICTD:

e BcrporoBatu XSS ta CSRF BpasznmuBocti B PHP xox

e 3poOuUTH MPOIEC, HACTUIBKY 11€ MOXKJIMBO, aBTOMaTU30BaHUM

e [‘enepyBaru aipu, o iHGIKYIOTH OUIbIIE OJTHOTO CUCTEMHOTO (haliy

e BpoauTu Bapiallii OAHOTO 1 TOTO K TUITY YPa3JIUBOCTI, II0O HE OyJI0 OJHAKOBHUX
BapiaHTIB

e PeamizoByBaTH  Bpa3iaMBOCTI, 10  CKJAJHO  BHSIBUTH  MPOCTHUMH
BUTbHOJOCTYITHUM CKaHEPOM

e Jlipu, CTBOPEHI TEHEPATOPOM MAIOTh MIJIATATUCS XaKEPCHKOMY B3JIOMY

s mporo Oyno crBopeno VulnerableCodeGen. V posaini 3.1 onucyerbes,
K Tepe0ayacThcss BUKOPUCTOBYBATH 11l 3acTOCYHOK. Po3ain 3.2 onucye kareropii
Ta TUIIU YPa3IUBOCTEH, sIKI 1151 IpOrpaMma MOKe 1 He Moke 00poouTu. Po3mainmm 3.3 1
3.4 onucyroth BHyTpimiHIO pobdoty VulnerableCodeGen, sk Bin reHepye Ta BCTPOIOE

XSS 1 CSRF ypa3nuBocTi B yKe ICHYIOUUH KOJT B€0-3aCTOCYHKA YU CalTy.
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3.1 VulnerableCodeGen
VY mi#i cexuii Oy/e OMMCaHO €Tanu CTBOPEHHsI Ta BIPOBAKEHHS IPOrpamMu

VulnerableCodeGen, mo 3amg0BuUIbHSE€ yMOBaM, ONKMCAHWM BHIIE. Bech MpoekT

CKIagda€cTbCA 3 2X eTamiB: HiI[FOTOBKa ITPOCKTY Ta BCTPOECHHA ypaSJII/IBOCTCﬁ B KOJ.

) X CtBOpEeHHI
AmHaui3 BeO- I[ligroroBka P
. KOH(Iryparii
calTy/3aCTOCYHK MIPOCKTY Pirypan
HOTO (ailiny

Pucynok 3.1 - ITocnigoBHICTb eTamy miAroTOBKU

Posmimm 3.1.1 i 3.1.2 ommcyrots, sik mpamtoe VulnerableCodeGen i1 sk

BukopuctoByBatu VulnerableCodeGen Ha nux eramnax.

3.1.1 IlinroToBKA MPOEKTY

[Mepm wixk VulnerableCodeGen 3moxke BOymyBaTH Bpa3JIMBOCTI B IMPOEKTI,
CIIOYATKY CJiJ MArOTYBaTH BUX1THUN Ko. Lle moB's3aH0 3 THM, 110 Ba)KKO B IIIJIOMY
MPOEKTI 3pOOUTH CTACTUYHHI aHaNI3 NIl BU3HAYEHHS TOTO, AK IMPAIIO€ BOPK(IIOB
Be0-3aCTOCYHKY, TOOTO SIK MporpaMMa Kepye AaHHUMH, IpUiiMae Ta BIIJAE iX, SIKi
3armuTy poouTsh 1 T. OCOOIMBO BaKKO CTATHCTHYHO 3HANTH MOTIK JaHMX, SKIIO INput
1 output 3HaX0aAThCA B pI3HUX (paiinax, 1 JaHi MOXKYTh 30epiraTucs B 0a3i JaHUX MIX
input i output nporpammu. ETanm miaroToBku 0OMeXye KiIbKICTh BHXITHOTO KOJY,
skuii VulnerableCodeGen moBuHeH mNpoaHaii3yBaTH, 00 BBECTH BPa3iIMBICTb.
3arutanoBaHU poOOYMIl MPOIEC Mij Yac MIATOTOBKU MPOEKTY MOKHA MOOAYUTH Ha
pucysky 3.1. Be6-3acTocyHOK Mae OyTH CIIOYATKy MPOAHATI30BaHO Ta IMiAITOTOBIICHO
BpyuHy. Konu 3HaliieHo MicCIie po3TallyBaHHs, JIe MOXe OyTH BBEJeHA BPA3IUBICTb,

Tpeba PO3MICTHTH KIIIOYOBI clioBa B Koii, mo0 ckasaru VulnerableCodeGen mpo
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aHaJIi3 i€l YaCTUHU BUX1THOTO Koay. [Ipukinan BUXigHOTO KOAY, M1ATOTOBICHOTO AJIS
anamnizy VulnerableCodeGen, moxHa mo6a4ynTi Ha PUCYHKY 3.2.

Komu mixx kimrouoBumu ciioamu/ * VulnerableCodeGen * / Ha ogniit cTpoui
KOAy 3HaiijeHo 00'ekt koHirypamii JSON, Toli Bce 10 OCTaHHBOTO KIFOYOBOTO
cioBa / * / VulnerableCodeGen * /, 0yne 6ioxom koay, sikuii VulnerableCodeGen
npoananizye. O0'ekT KoH(Iryparii BKIoYae B cede 1IeHTUdikaTop, KUl 3'€qHye
OJOK KOJy 3 TMEBHOI0 Bpas3nuBicTio. Komm BBeneHa Bpas3nuBICTh, BH3HAYCHA
11eHTru(IKaTOpoM, KOXKEeH OJIoK koxy 3 onHakoBuM 1d aHamizyerbes, . OO'ekT
KOH(DIrypaii Takox MICTUTh po3MIpHu (IeTanl B po3auil 3.2), B SKUX L 4acTHHA
Ypa3IMBOCTI MOXXE 3MIHIOBATHUCS. 3aJI€KHO BIJ THUILY YpPAa3JIUBOCTI 00'€KT MOXKe
MICTUTHU Oubiie aTpuOyTiB. [licis cTBOpEHHS BUXITHOTO KOy HEOOX1THO CTBOPUTHU
daiin koHpirypartii st BChoro nmpoekty. [Ipukinan takoro (aitny MoxkHa mo0ayuTu
Ha pucyHkKy 3.3. ®aiin mictuth 00'ekT JSON, 1110 MICTUTB 1M'St IPOEKTY, BIATIOBIIHHIMA
KaTaJIoT, B AKOMY PO3MIiIlI€H] BUX1H1 (pailiii BeO-IporpaMu, i CIUCOK BCIX MOMKIMBUX
Bpa3JIMBOCTEH, SIKI MOXYTb OyTH BBEII€HI, Ta 1J€HTU(IKOBaH1 1ACHTU(PIKATOPOM.
Ko»Ha Bpa3nuBiCTh Ma€ THII, OMUC, COIUCOK (aitiB 1 omifiii. O6'eKT options MICTUTh
PI3H1 KJIIOU1 3aJIeXKHO Bij TUITY ypa3iauBocCTi. Y po3zainax 3.3 1 3.4 Oyae o6roBopeHo
00'exT omtiii ;s XSS i CSRF ypaznusocteit. Oomexyroun ko, VulnerableCodeGen
aHaJI3y€e JIMIIC T1 YaCTUHHM, IO € BXXJIMBUMU JUIS TEHepallii Bpa3auBOCTi. TakuMm
YUHOM, PO3POOHMK MOXke OyTHM BIEBHEHHMM, IIO0 HEOOXITHI BPa3IMBOCTI, OyAyTb

BOYy/IOBaH1 y BUX1JTHUI KOJI.
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{
"name": "Phulner testproject",
"basedir": "files/",
"vulnerabilities™: {
"xss_echold": {
"description": "Echoes the user supplied id",
"type": "xss",
"options": {
“input": ["GET"],
“sanitation": ["NONE", "BLACKLIST"],
"output": [“NORMAL_TAG"],
"mutated": [false]
}:
"files": [
"welcome.php"
1,
"sanitationFunctions": []
},
"csrf_changePassword": {
"description": "Protects the change password
action",
"type": “csrf",
"options": {
"types": ["NONE", "ONLY_POST", "COMPUTABLE"]
},
"files": [
“changePassword.php"
]
}
}
}

Pucynok 3.2 - Ilpukian koudirypariitaoro daiiny aus VulnerableCodeGen

3.1.2 I'enepaiiiss Bpa3juBOro Bed-3aCTOCyHKY

Cxema  TOCHIZIOBHOCTI  TeHepalli  Bpa3iuBOro  Be0-3aCTOCYHKY 3
MiATOTOBJICHOTO TMPOEKTY Moka3zaHa Ha pucyHky 3.3. Ilepm 3a Bce, mae Oytu
CTBOpEHUM KOHpirypamiiiHuii dan(mpukiiag Takoro (airy mokaszaHo Ha PUCYHKY
3.4).
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CrtBOpuTH

. 3aIyCTUTH 3amyck  BeO-
eK3eMIUIAP KOHIT
VulnerableCodeGen 3aCTOCYHKY

baiimy

Pucynok 3.3 - Cxema eTany «BIPOBAIXKEHHSI BPA3IUBOCTI»

Koudirypamiitauit daitn mictuts 0'ekt JSON, sikuit Bu3Ha4a€, 3 IKOTO MPOEKTY
VulnerableCodeGen moBuHEH TeHepyBaTH Bpa3iuBHH Be0-3aCTOCYHOK, SKi
Bpa3JIMBOCTI TNOBUHHI OyTH BBEAEHI, 1 B SKHX KaTeropiix OyAayTb BOyaOBaHi
BpaznuBocti. [Tpu 3amycky VulnerableCodeGen, ¢aiin koudirypailii HaxaeThcsl B
skocTi Bxigaux nanux. VulnerableCodeGen Oyne 3aBaHTa)KyBaTH BKa3aHUH MPOEKT i
BBOJIUTH BKa3aH1 BPa3JIMBOCTI BIMOBIIHO 70 (ainy koHpirypamii. HoBocTBOpeHa
ypa3nuBa BeO-mporpama Oyje 30epexeHa MO BKa3aHOMY IUIAXY B KOHQIryparii
€K3EMIUISIpA. 3MIHIOIOUM MMapaMeTpu BpasziuBOcTed y (ailyii koHQIrypamii Mo)KHa

OTPUMATH HOBUHM €K3EMIUISP MPOTPAMMU 3 1HIIIMMHU BPA3JIUBOCTAMH.

{
"project": "/path/to/phulner/project/",
"out": "/destination/of/vulnerable/web/application/",
"vulnerabilities": {
"xss_echolId": A{
"inject": true,
"sanitation": "NONE"
7
"csrf_changePassword": {
"inject": true,
"type": "NONE"
}
}

Pucynox 3.4 - Ilpuxnan daiimy koHdpiryparii
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Bubpani Bpa3znuBocTi Oyiiu po3/IijieHi Ha pi3H1 KaTeropii, o0 po3pi3HATH Pi3HI

Bapiarlii oJHi€l 1 TOI K BPa3IMBOCTI.

Kareropii Takok BUKOPUCTOBYIOTHCS IIPH BHUSBJICHHI TOTO, MO SIKiM KaTeropii

ITyKal0Th BPa3JIMBOCTI CKaHEPHU MpU CKaHyBaHHI koay. Kateropii Oynu cTBopeHi Ha

OCHOBI XapaKTEPUCTUK KOXKHOI Bpa3JIMBOCTI BIIMOBIAHO.

3.2.1 BnpoBaxxenHst XSS

BxioHi naHi

PinbTpauia

BLACK
LIST

WHITE
LIST

—\_\____,_,—o—""'-ﬂl

 <HTML>

b .y

BuxigHi gaHi

MyTauii

<html=
<title=HTML < /title>
<hody=>

This is HTML!
</body=

</html=

T

Pucynox 3.5 - Jliarpamma noninmy XSS BpaznuBOCTI Ha €Tanu il BUSBIICHHS Ta

BIIPOBAI?KCHHA

[lepmr 3a Bce, KOJMM 3JI0BMUCHUK HamaraeTrbcs 3HaWTH XSS, BIH CIIOYATKY

HaMara€TbCAa BUABUTHU SIK )IaHHi BBOJSATBHCA, Ta peaKui}o IIporpaMun Ha BBCACHH, TOOTO

pe3yiabTar. HacTynmHu#i KpoK mossrae y T0CHipKeHH] AsKuid 3 INPUt, 4u iHIIKUX OB

MO>KHA BUKOPHUCTATH TpH ataili. [le poOuThCs MIISAXOM MOMAHHS PI3HUX JAHHUX Y
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MoJisi BBOJY 1 aHaji3y BIAMOBIMI Bi cepBepy. Buxonsuum 3 TOro, SIK 3JIOBMHUCHUK
mparioe mpu crnpobi BusBuUTH XSS, MU 0auyuMo, IO Ypa3duBICTb Ma€ TIEBHI
XapaKTePUCTHUKH 1 TPYITyEMO BiAMOBITHO 10 HUX. [[0UMHAETHCS 3 TOTO, 110 BBOAUTHCS
B noyst. e BxigHi maHi MOXyTh OyTH yacTkoBO (inbTpoBani. [licns mporo moch
BUBOJMUTKLCS B Opay3ep 1 Opay3ep MOe MYTyBaTH BHXijJ, TOOTO CTBOPIOBATH Pi3HI
Bapianii arak. Ha pucynky 3.5 mokaszaHi omucaHi BUILE XapaKTEPUCTUKHU. 3T1IHO 3

HUMH S pO3UIMB BIPOBAKEHHS BPa3MMBOCTI XSS Ha HOTHPU €TarH.

1) Bxigni panni (input)

[lepie, 1110 3TOBMUCHUK TTOBUHEH 3'ICYBaTH, SIK ITOJABATH JIaHi IO MPOTPaMH.
Beenenns Moxe OyTu 3pailicHeHe KilbkoMa crmocobamu. Ti  cmocobm, sKi
VulnerableCodeGen moxe 00poouTH, Ki1acu(iKyrOThCS HACTYITHUM YHHOM:

o GET
[Tone BBomy mae nmapametp GET.
e POST
[Tapametp BBOmy POST
o Cookies
[MTapameTp BBOY COOKiES
e Header
[Tone BBOIY siBIIsIETHCS TTOJTIeM Header
e Stored
B moni BioOpaxkaroThes AaHHI, 1110 Oynu paHiiie, abo monepeHbo 30epekeHi

caiiToM uu BeO-3acTocyHKOM. Hanpukinan, 3 6a3u JaHHHUX.

2) ®iabTpanis
Konu criocobu, sSsIkuMu BBOJIUTHCS JTaHHI B TOJISI BBOAY BH3HA4YE€HO, Tpebda
3’SCyBaTH YW BBEJCHI JaHHI TOMEPEIHHO OOPOOISIOTHCS, Mepes] BUKOPUCTAHHSIM,

T00TO (QUIBTPYIOTHCS. Llelt KpOK BUKOHYETHCS Il OUMILNEHHS BBOAY BIiJl YaCTUH
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TEKCTY, YA JJaHHUX 110 HISK HE MalOTh BXOJWTH. [HITUMHU CIOBaMH II€ BaJIiIaIlis
BBEJICHHX TOJIiB. BiMOBIAHI pi3HOBUAM IIHOTO €TAIY:
e NONE
Bwmict mons He mepeBipsSeThCs 1 He BaIIIYETHCS 30BCIM
o Black list
Halip cuMBOJIIB 1 MOCTITIOBHOCTEH BHECEHO JI0 YOPHOTO CIIUCKY Ta BUAAICHO 3
BMICTY.
e White list
€ mporuiexxunm Black list. Jlo3BosieHi uiiie neBHI CHMBOJIM Ta IIOCITIIOBHOCTI,
a BCE 1HIIIE BUAAISAETHCS 31 BMICTY
e KoayBanus
[lonynsipHuii MeTOA 3MEHILIEHHS PU3UKY aTak MNpH BIOOOpaXeHHI BBOIY
KOPHUCTYyBaya MOJIATae B KOJIyBaHHI a00 MEpEeTBOPEHHI. SIKIIO 3aCTOCOBYETHCS
HEJIOCTaTHE KOAyBaHHS ab0 HEAOCTAaTHbO NEPETBOPIOETHCS, LIKIIIUBI JaH1

MOXYTbh OyTH BC€ I1I¢ BBEJICHI B TOJIE.

3) Buxigni nanni ( output)

3aJie’KHO BiJl TOTO, JI€ BMICT BUBOJUTHCS HA CTOPIHKY, JOBKHUHA 3JIOBMUCHOTO
KOJy Ta MOT0 BMICT 3MiHIO€ThCS. Hanpukiaa, SIKIo 3JI0BMUCHHUK 3MOXE BBECTU BMICT
y Ter Script, BMICT Oyjie BUKOHAHO sk JavaScript cupHapiii. Y 3BuuaiiHOMY Teri, JaH1
He OyIyTh BUKOHYBATUCA K JavaScript. 3JJOBMUCHUK MMOBUHEH OyJ/i€ BBECTH IIOChH,
0 3MYIIy€e KII€HTa BUKOHYyBaTu AaHi sik JavaScript. [pyruii ¢gparmeHT kony B
HACTYIMHUX MPUKJIaAaX MOKa3ye, 10 3JJ0BMUCHUK MOXKE HAJICUIIATH, 1100 MaTH 3MOTY
3amyckaru JavaScript y koxHiil kareropii. ¥ HacTyIIHOMY CIIMCKY BiTOOPaXKarOThCsI

micist BuBofy, siki VulnerableCodeGen mosxxe o6po6uth.
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Script tag
<script>HERE</script>
Janni OynyTh BUKOHaHI gk JavaScript Koz.

alert(*'XSS")

HTML Comment

<!-- HERE -->

Jlonucyroun 3aKkpuBar4y CKOOKY JJIi KOMEHTaps, XaKep MOXKe BCTaBUTH
HEOOXITHHH TEr 1 BUKOHATH JS KO

--><script>alert("XSS")</script><!—

Attribute name

<img HERE=x>

BeraBnsitoun npoObLI, MOXKHA BIJOKPEMUTH aTpuOyT 1 BCTaBUTH Oynb KU
1HIIWH, a00 HAO1p aTpuOYyTIB.

onload="alert(’XSS’)" src

Tag name

<HERE >

3JI0BMHUCHHK CaM BUPIIILYE, IKUI Ter Oyie BUKOPUCTOBYBATHUCS. SIKIIO BIH 1€
W MO’K€ BHUPIIIUTHU 3MICT TETy, TO BKaXke TET CKPHUIITA, 1 BCE, 1[0 MICTUTHCS B
Te31, Bce Oyie BUKOHAHO. SIKIIO Hi, TO BIH MO€E OAATH Oyab-sSKUH aTpuOyT 110
TErYy.

img onload="alert(’XSS’)" src="Xx

Style tag
<style>HERE</style>

Jlesikbl Opay3epu BUKOHAIOTH JavaScript.
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body { background:url("javascript:alert(’XSS’)") }

Normal tag
<div>HERE</div>
3JI0BMHUCHHK MOKE BCTPOBTH TCT CKPHUIITA. Kourent BCGpe,Z[I/IHi BHUKOHA€ETHCA

<script>alert(""XSS")</script>

URL attribute - unquoted

<a href=HERE>

Axmo arakyrounii BcraBuTh JavaScript URL 1 kopucTyBay KiiKHE IO CCHJIKI,
TO1 KOJ1 OyJle BUKOHAHO.

javascript:alert(’XSS’)"

URL attribute - single quotes

<a href="HERE >

Axmo arakyrounii BcraBuTh JavaScript URL 1 kopucTyBau KJIikHE MO CCHJIKI,
TO1 KOJI OyJie BUKOHAHO.

javascript:alert("XSS")

URL attribute - double quotes

<a href="HERE">

Axmo arakyrounii BcraBuTh JavaScript URL 1 kopucTyBay KiIiKHE IO CCHJIKI,
TO1 KOJI OyJie BUKOHAHO.

javascript:alert(’XSS’)

Non JavaScript attribute - unquot
<input value=HERE>
[TpoOin nacTh MOXKIUBICTH BCTABUTH OyAb-SIKUI aTpUOYT.

x onclick="alert("XSS’)"



Non JavaScript attribute - single quotes
<input value="HERE ">
OpuHWYHI JTAMTKKW 1aTyTh MOXKJIUBICTh BCTABUTH OyIb-SKHI aTpUOYT.

x’ onclick="alert("XSS")

Non JavaScript attribute - double quotes
<input value="HERE">
[TonBiiiH1 TanKu JaayTh MOXJIMBICTh BCTABUTH OYb-IKUW aTpuOyT.

x" onclick="alert("XSS")

JavaScript attribute - unquoted
<button onclick=HERE>
JlanH1 Oy1yTh BUKOHAHI sIK JavaScript Ko.

alert(""XSS")

JavaScript attribute - single quoted
<button onclick="HERE >
JlanHi OynyTh BUKOHAHI sIK JavaScript ko.

alert(""XSS")

JavaScript attribute - double quoted
<button onclick="HERE">
Hanni OynyTh BUKOHaHI gk JavaScript Koz.

alert(’XSS")

JavaScript manipulation

Kontent Bcrapnenuit B DOM-zaepBo 3 JavaScript kogom.
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Inma jJokauisa
[HIII€ MiCTIe MU BCTABJICHHS 3JIOBMHCHOTO KOAY, HE PO3JITHYTOTO B IIbOMY

CITUCKY.

4) MyTramii
K0 KOHTEHT BCTAaBJICHUH Y CTOpPIHKY 3a JIOMOMOrOI0, HalpHKiIa,
BiactuBocti INNErHTML, To BiH Mae OyTH BUIO3MIHCHHM, K OYJIO PO3IIITHYTO IIE Y
1.14
o Tak
JlaH1 BUKOPHUCTOBYIOTBCSl Y TaKOMY BHIJISIAI, IIO MEBHI KIIEHTU 3MYTYIOTh
BMICT KOHTEHTY.
o Hi

JlaH1 He OyyTh 3MyTOBaHI KJIIEHTOM

3.2.2 CSRF

Kareropii BpazmuBocteit CSRF 0a3yroThcsi Ha 3araidbHHX MPUHIIUIIAX
3MEHIIICHHSI, IKi MOKYTh OyTH HeaocTaTHIMM Juis 3ynuHku ataku CSRF [6].
e None(Hemae)
CepBep HE BHUKOHYE >KOJIHMX MEPEBIPOK, 100 MEPEKOHATUCS, IO 3alUT OyB
HABMHCHO BIJIIPABIICHUH, MIEPIIl HI’K BUKOHYBATH ayTEHTU(IKAIIIIO.
e Only POST request (Tiabku 3amut POST)
Cepsep npuitmae Tutbku POST-3anuTu, 11106 BUKOHATH ayTeHTU(IKAIiiHI 11i.
[{e 3ynmuHUTH aTaku, Ki BUMAararoTh BiJl )KEPTBU HATHCHYTH Ha MOCHUJIAHHS (TOMY IIIO
redepyBatume 3anuT GET no noBipeHnoro ceppepa).
e Kinbka kpokis
Sxmo ana ayreHTUdiKOBaHO A1 MOTPIOHO BUKOHATH OLIBIIE OJTHOTO 3aMUTY,
3JIOBMUCHHMK TOBHHEH BUKOHATH PsJ 3alMTIB Yy MEBHOMY MOPSAJKY, 100 YCIIIITHO

BUKOHATHU aTaKy.
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e Referer 3arosoBok
Axmo eaumHa TIEpeBIpKa, SIKy BHKOHYE CepBep, Iepesl IMepeBIPKOIO
aBTEHTUYHOCTI 11e nepeBipka Referer 3aronoBky. Y 11poMy 3aroioBky Opaysep
Moxke BkazaTH, 3 sikoro URI Bunuk 3amut [10]. CepBep Moxke OioKyBaTH BCi
3aIlMTH, K1 He MOX0oadTh 3 HaailiHoro URI.

e Token
Sk obroBoproBajiocs B 1.2, 3aragbHUM criocoOom 3axucTy Bijg atak CSRF e
BUKOPHCTAaHHS TEHEPOBAHOTO TOKEHY. SIKIO HamaHWid MapkKep(TOKEeH) HE €

BUITAAKOBHM, 3JIOBMUCHHK MOKC HOro OOYHCIINTH.

3.3 XSS in’ekuii

$foo = intval(’bar’);

Pucynox 3.6 - Ko, 1m0 cTBOproe abCTpaKkTHE IepEBO HA PUCYHKY 3.7

[HCTpYyMEHT, pO3rNIIHEHHUM B po3/iii 3.3 MICTUTh (PYHKIIIOHANT /I aHami3y 1
NOIIYKY KOHKpETHMX Ima0noHiB y BuximHomy komi. VulnerableCodeGen
BUKOPUCTOBYE aOCTpaKTHE CHHTAKCUYHE JEPEBO JUIS TPEICTABJICHHS BUXiIHOTO
xoay. BuxopuctoByroun 1ie aepeso, VulnerableCodeGen moxke 3ocepeautrcs Ha

PO3yMIHHI JIOTIKH KOJY.
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var expression

variable

name=foo

arguments

value=bar

Pucynok 3.7 - AGCTpakTHE CHHTaKCUYHE JIEPEBO, 1110 CTBOPIOETHCS M1 Yac

BUKOHAHHS KOy Ha pucyHkax 3.6, 3.8 ta 3.9

$foo
intval ("bar' );
Pucynok 3.8 - Ko o ctBoproe AGcTpakTHE CHHTaKCHYHE IEPEBO HA

puCyHKy 3.7

AOCTpaKkTHE CHHTaKCHUYHE JIEPEBO SBJISIE COOOI0 ONepaTop, IHCTPYKIIi , HUKIN
Ta BUpasu. [lepeBo 3axXOIUTt0e€ BAKIUBY CTPYKTYPY BHXIIHOTO KOy 0€3 pO3yMiHHS
CUHTAaKCUYHUX JIeTaJIeH, Taki K myHKTyallis. Hanpuknaza, koau Ha pucyHkax 3.6, 3.8
Ta 3.9 OynyTh MaTH Take X aOCTpaKTHE CMHTAKCHUYHE JIEPEBO SIK Ha PUCYHKY 3.7.
['pamatuka KOy Bapilo€TbCcs MiX MpUKIAZaMHU aje Jorika B KOl OJTHAKOBa.
AOCTpakTHE JEpEeBO TaKOX TOJICTIIYE aHall3 apryMEHTIB (PYHKIII1-BUKIIUKY.
Hanpuknan, ypasnusicte XSS y kateropii Non JavaScript attribute - single quotes.
Takum umHOM, 3MiHHa IO Tnepedana mo ¢ynkmii htmlspecialchars moxe Oytu

BHUKOpHCTAaHA, K ITIOKa3aHO HUXKYC!:

$src = htmlspecialchars($userinput);
echo "<img src="", $src , "’>";

bo, 3a 3amoBuyBaHHsM htmlspecialchars ¢yHkiis He aekoaye oauHApHI

KaBUYKH( ), TAKUM YMHOM HE Miclle MOXke OyTH repepoOiieHe Ha BpaziuBe. SKII0
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3JIOBMHUCHHK  TIepefacTb  CTpouky  koma  http://example.com/image.jpg’

onload="alert(""'XSS"), Toxi BuxijgHMiA Ter IMg Oy/1e MaTH BUTJISI:

<img src=’http://example.com/img.png’
onload=’alert (&quot ;XSSkquot;)’>

o 3naumt, Mo OyJae moka3zaHe MOBIIOMIICHHS KOpPUCTyBauy mpo XSS, mo

3aKIHYCHHIO 3aBaHTaKCHHS KapTUHKH.

@{’foo:} /* a block comment here with the ’=’ symbol */

= // line comment

Pucynox 3.9 - Koa 1o crBoproe AGCTpakTHE CHHTAKCUYHE JEPEBO HA

puCyHKy 3.7

Hns toro, mo6 3poOMTH KOAYBaHHS OJMHAPHUX Jamok, koHctanta ENT
QUOTES mae 6ytu nepenana sik Apyruit aprymert [16]. SIkmmo 3MiHHY niepenanu B
htmlspecialchars 3 miero koHCcTaHTOO, K MOKA3aHO B HACTYITHOMY KOJIi:

$src = htmlspecialchars($userinput, ENT_QUOTES);
echo "<img src='", $src , "'>";

I SIKIIIO 3TIOBMHCHUK BCTaBUTh MIOTIEPETHIO CTPOYKY
(http://example.com/img.png’ onload="alert("’XSS”)), Toai aTaka He MaTUME YCITIXYy.
e BuHuMKae uepe3 te, mo htmlspecialchars xoaye oauHapHi JIanku, 10 3HAYUTH MO
OTpUMaHUH 3 cepBepy Ter img Oyze MaTH BUTJISLI:

<img src=’http://example.com/img.png&k#039;

onload=&#039;alert (&quot;xsskquot;)’>

OCKiTbKMA OJWHUYHI JIATKU KOJIYIOTHCS, aTaKyIOUMid KOJ HE MOXE BHUTH 3a
aTpuOyT SIC 1 BCTABUTU HOBHU aTpuOyT, sikuii Oyne BukonyBatu JavaScript. Ilpu
BUKOPHUCTAaHHI a0CTPaKTHOTO CHMHTAaKCHUYHOI'O JIEpeBa BCl BIIOMOCTI MPO (PYHKIIIIO
BUKJIMKY, TaKl SIK apryMeHTH, OyAyTh y CTe€Kl BUKIUKY (QYyHKIIi. SIKIIO mporpamka

00poOuB(po3MapCuB) BUXITHUHN KO, TOTPIOHO O1IbIIIE IETATLHO PO3MUCYBATH JIOTIKY
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06 nepexonatucs, mo ENT_QUOTES nepenaetsces sk aApyruit apryMeHT QyHKIi
htmlspecialchars. Ille oxnielo mepeBarord NpH BHKOPHCTAHHI a0CTPAKTHOTO
CHHTAKCHUYHOT'O JIEpeBa € Te, IO IIPH 3aMiHi By3/1iB(NOUES), HEMOKIUBO MMOPYIIHTH
CHUHTAKCHC KOJTy Be0-3aCTOCYHKY. BaniiHe abcTpakTHE CHHTaKCHUYHE JAEPEBO 3aBKIU
NIEPETBOPIOEThCSI B CHUHTAKCHUYHO TMPaBWIBHUKA Koj, ©Oe3 momuiok. [1[o6
BIJICJTITKOBYBATH, SIK KOPUCTYBAallbKUW BBOJ B TOJIC INPUt MaHIMyJIrO€ Jajai 3 UMH
naanmu, VulnerableCodeGen BukopuCTOBYE METOI, IO HA3UBAETHCS CTATHYHHM
aHaJi3oM Ha yucTOTY(3 aHri. Static Taint Analysis).

3MiHHI, 110 3aJIeKaTh BiJl BXIIHUX JaHUX KOPUCTyBada i He QUIBTPYIOThCS(HE
BUKOPUCTOBYIOThCS Sanitize ynkiii), mo3HaveHi sk taint 3minHi(OpyaHi 3MiHHI). 3a
JoroMororo cratuuHoro anaiizy, VulnerableCodeGen moske mpoaHnaiizyBaTH, KOJIH
KOPUCTYBAJIBHUIIBKANA BX1J1 (PUIBTPYETHCSA Y BEO-3aCTOCYHKY. Bubll JOKIaAHO MPO
Te, SIK LIe METO/ MPaIl0€ MOXKHA IPOoYUTaT y po3aim 3.3.1.

Hus toro, mo6 nomomortu VulnerableCodeGen 3po3ymith, sk QyHKIi
GUTBTPYIOTH 3MiHHI, ICHYE Tamka 3i choemiatbHuMu Sanitize dyHkmisMu y
VulnerableCodeGen . Lli ¢pyHKIIT OMUCYIOTH SIK TeBeHA (YHKIIIS MPALFOE€ Y aCTEeKTI
¢inbTpamii cBOiX aprymeHriB. [HmMMH ciioBaMH, BOHa omucye, 4u taint Bix
apryMeHTiB (PYHKIIli MepeaeThCcsi A0 3HAYCHHS, IO MOBepTaeThes 3 GyHKii. Jle
«Tainty («3abpyaHeHHs») - Iie CIelliajdbHa MITKa Ha 3MIHHIN, 10 B HIif JEKaThb
HEJIOBIPEHUX [IaH1, 3MIIIYBaHHS JOBIPEHUX 1 HEJOBIPEHUX JAHUX MPU3BOIAUTH 0
«3a0pyHeHHs» pe3ynbrary. HeloBipeHUX JaHMMHU € BECh BBOJ - T€, 1110 IPUUAIILIO 3
BX1JIHOT'O TTIOTOKY, TPOYMUTAHO 3 (haiiJIiB 1 TaK JaJii, JOBIPEHUMH - TO, 1110 3poOusia cama
nporpama. Koiam BUKOPUCTOBYEThCS (PYHKIIISI, TO BOHA YK€ 3HA€E MPO BPA3JIUBICTD,
sky VulnerableCodeGen B nanmii yac HaMaraeThCsl BBECTH. 3alie)KHO BiJ PI3HUX
ONIII ypa3aMBOCTECH, TakWx sK Output karteropis, sanitation ¢yHKIisE Moxe
BU3HAYMTH, i Oye 1ei taint mommproBatucs. yHkiist GpinbTpaltii a1 BOya0BaHOT
PHP ¢ynkii htmlspecialchars 6yie Bu3nadyatu 1o 3Ha4eHHS SIKE MOBEPTAETHCS 3 HEl
Oyze moMiueHe MITKOIO tain sSKIo: mepuuii apryMeHT OMIYCHHI HE0, KOHCTAHTa

ENT_QUOTES ne BuxkopucToBy€eThes 1 OUtput kareropis - Non JavaScript attribute -
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single quotes. Oxnak, skmo BuxigHa(Output) kareropis Oyma Normal Tag tomi
htmlspecialchars we 6yae mommproBaru taint 3 mepmoro aprymenry. s Toro, mo6
MO’KHA OyJ10 BUKOHATH JavaScript ko B 3BU4aifHOMY Teri, Tpeda J1agaTH HOBUM TeT,
SIK HAIIPUKJIAJ T€ CKPUIITA, a 116 He MOXIInBO, 060 htmlspecialchars xoxye < and > 3a
nedoarom. Lle KoayBaHHS YHEMOXIIMBIIOE CTBOPSHHS HOBOTO Tery. Sanitaiton
GYHKINSA TaKoK BU3HA4ae K (PyHKINS Moxke OyTH 3amiHeHa s 30epekeHHs taint
apryMEHTY B 3aJIKHOCTI BiJ] OMIIIH ypa3auBocTi. Te sK 11e mpalitoe Ha MpaKTHili, Oyae
PO3IMIISIHYTO HIDKYE:

I VulnerableCodeGen

s
L

"identifier": "xs55_echold"”,
"sanitation": ["NONE", "BLACKLIST"];
“initialScope": [

FF. I,

"name": "userinput”,

FF

tvpe': "variable"”,

“taint": ["USER"]

#

$id=intval($userinput

); echo $id;
/*/ VulnerableCodeGen */

Pucynox 3.10 - Kon, miarotosienuii 1yt BBeeHHs XSS Bpa3auBOCTI

IMpu BBemenni XSS ypasmmBocti VulnerableCodeGen mosxe 3miHiOBaTH
Bpa3NUBICTh, 0a3ylOUUCh Ha TOMY, IO TMepeiaHo B Sanitation BiacTuBiCTh
o0'exta(pucynok 3.10) . [TigroroBka npu BBeJIeHHIO XSS CKIaAa€ThCS 3; BUBHAUCHHS
BXI1/IHOT, BUXI/THOT Ta MyTaIlifHOT KaTeropii; BKa3ytouu, B IKUX Sanitation xareropisx

151 YPa3JIUBICTh MOKE 3MIHIOBATHChH 1 BKa3yBaTH, sIKi 3MiHHI MO3HAYarOThCs sk taint
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Ha movaTtky Oiok. Ha pucynky 3.10, moka3zaHuii miArOTOBICHUN KOJ JIJIi BCTaBKH
Bpa3MBOCTI . bIok komy HanexkuTh 10 ypasmuBocti XSsechold, i MoxyTh OyTH
3mideni B kateropisix NONE a6o BLACKLIST. 3wminna $userinput mo3naueHa sk
tainted(3abpynHena) Ha movatky Onoky koxy. binbine indopmariii mpo Bpa3IuBiCTh
3HaXOJIUTHCSA B KOH]IrypamiiHomy aiiii mpoekTy (ImokasaHuii Ha PUCYHKY 3.4).
Kondirypamiitnuii  ¢aitn nmpoekTy BKa3ye, IO Bpa3JIMBICTh, 1MeHTU(IKOBaHA SK
xss_echold tumy XSS. Bxignuit napametp - e napamerp GET, a output moxkarris - y
3puuaitHomy teri. Jlani He OymyTh myTyBatu. Komu VulnerableCodeGen npoxoanuts
1o GJIOKY Ko/a 0 HaJIeXuTh XSS, sk Hanpukiag ko pucyHKy 3.10, BiH mapcuTbes
B a0CTpaKTHE CHHTAKCHYHE JEPEBO, BUKOpUCTOBYIOUY Oibmioreky PHP Parser[29].

PesynpTyrode nepeBo MokHA MOOAYUTH HA PUCYHKY 3.11.

7N

o

var expression

A | —a
-,H,Qiaye- tainted=false > HI\\

[ Qﬁ/@nﬂts
name=id . )
tainted=false tainted=false Qarna E/

name=userinput
tainted=true

\fj:fi | expression
)
I

name=id
tainted=false

Pucynox 3.11 - AGcTpakTHe CHHTaKCHYHE JepeBo il pucyHKy 3.10

OO6sacTh MOYATKOBUX 3MIHHUX CTBOPIOETHCS HA OCHOBI KOH(DIrypariitHoro

¢aiiny. [IpuzHadenns o61acTi — BIACHIIKOBYBATH KOTP1 3MIHHI MICTSITh CIIAN BBOIY
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kopuctyBauva(taint). TTotiMm BimOyBaeThCs MPOXiJ MO aOCTPAKTHOMY JIEPEBY: KOXKCH
By30J1 00X0omuThes Tpudi. [lepmuii Kpok OHOBIIOE 00JIaCTh, KOJMU CTHKAETHCS 3
BY3JIOM, SIKUH 3MIHIOE 1110 00J1aCTh. SIKIIO MPUCBOIOETHCS 3MiHHA 1[0 Ma€ HEOBIPEH1
JIaHHI, TO Ha3HAYAETHCS MiTKa taint, i reit taint mommproBaTUMETHCSI HA HOBY 3MiHHY.
HactynHuii KpOK MPUCBOIOE KOKHOMY By3i1y aTpuOyT taint. [aii, nepeBipseTbes uu
y Hac MPHUCBOIOETHCS 3MIHHA, YM BUKJIMKAETHCS (DYHKILS, SIKIIO BUKIUKAETHCS
¢yHKIisg, To MH mHmeMo Sanitize ¢yHKmiro, mo mepesipe, Y B pe3yibTaTi ii
BUKOHAHHS 3aaumuThes taint mitka. SIkio Hi, To Ha TpeThOMY KPOIli MU BHIAISIEMO
o ¢uibTpyrouy ¢yskuiro. Ha pucynky 3.10 mokazaHo Koj uisi aOCTPaKTHOTO
CUHTaKCUYHOTO JepeBa pUCYHKY 3.12, micins BuAaneHHs QUIbTPYHOUYOI (PYyHKIII

intval.

I/Jd__ _h‘-\l
N

expression

tainted=true -

| variable | -

\“*— - | variable)
WL

name=id

tainted=true name=userinput

tainted=true

( echo ) )
ANy expression

S,

[ variable |

N d

m

name=id
tainted=true

Pucynox 3.12 - AGcTpakTHE CHHTAKCHYHE JEPEBO JIsl pucyHKY 3.13
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$id = $userinput;
echo $id;
Pucynok 3.13 - Koa 10 aGCcTpakTHOrO CMHTAKCHMYHOTO JIpeBa pUCYHKY 3.12 micis

BuAaneHas QyHkii Ginprpanii intval.

3.4 Mertoa cTaTHYHOrO aHAJI3y Ha yHcToTy(Static Taint Analysis

AHaJi3 Ha YHCTOTY - II€ aHaJIi3 TOTro, SIK HeJOBipeHi(abo OpyaHi - taint) gaxi
00poOJISTIOTECS TporpaMoro. Hedosipenumu(taint) danumu Ha3WBarOThCS JaHi, IO
NPUXOAATh B KOpPHCTyBadya depe3 TOJsS BBOAY, YWUTAaHHA 3aBaHTAKEHOTO
KopucTyBadeM (aiiny, uM iHmuMH nusxamu. [IpotunexkHi i — dosipeni(trusted).
[HIIUME crioBamu, eracmueicme taint 3HAYMTH 110 JaHHI MPUAIIUIA 3 HEJTOBIPEHOTO
pecypcy. B KkoHTeKkcTi Oe3neku, aHali3 Ha YKHCTOTY BHUKOPUCTOBYETHCS IS
BIJICTIIZIKOBYBAHHS YymMOIUB0I Un HedosipeHi ingpopmayii. BaxximBo npoaHaiszyBaTH,
Yl MOXXYTh HEIOBIPEHI JaHi JOCATTH BBIXOAY B Iporpammi, TOOTO noenuxauis
ingpopmayii. Ilornuuauamu iHGoOpMaIllli HA3UBAIOTHCS 3a3BUYAI MICIIE BUBOY TaHUX
KOPHUCTYyBauy, ¥ NULIXY BUKOHaHH [ 14]. ¥V pa3i gxiio HenoBipeHa iHpopMaliisi MOxe
JOCSITTH TaKWX BHUXOJIB, TO MOXXHA TOBOPUTH TPO MOKJIMBICTh BCTaBIICHHS
ypa3IMBOCTI B Til 4YacTWHI KOAY. SIK TpHKIaa, KOPUCTYBad MOXKE 3aCTaBUTH
3aCTOCYHOK BHUBOJMTH JOBUTHHI UM HE3aKOHHI JIaH1 1HIIOMY KOPUCTYBauy, YH SKIIIO
HeJIoBIpeHa 1H(QopMallisd PO3IIIAIAETHCS K YYTIMBA, TO BOHA MOXKE OyTH BTpaydeHa.
[ndopmartis Moke BTpatuTh taiNt BIACTUBICTH, SKIIO BOHA MPOXOIUTH YEpe3
sanitation ¢yukuiro(pyHKIFO OYUCTKH), Y TAKOMY pa3i BOHA CTa€ dosipenoio [32].
[licns BumanieHHs 1boro (uiary, naHi po3MISIAAIOTHCS O€3MEeYHMMM 1 BUBEACHHI

noaiuHavamu inghpopmauyii.

$number = $userinput;

"

echo "Your number is: ", $number;

Pucynok 3.14 - Ipukian sk po3mnoBCcroKyeThest (aar taint. Buxinna 3sminHa

$number mae ueii ¢ar.



50

[Tpu BukoHanHi MeToxy CTaTUCTUYHOTO aHAJI3y HA YUCTOTY, OMIMCAHUHN BHUIIE
MIPOIIEC BUKOHYETHCS MPH MEPETJIsiIi BUXITHOTO KOIy BeO-CaliTy 4M 3acTOCyHKY. Ha
pucyHKy 3.14 mokasaHui MPHKIJIAA BUXITHOTO KoAy. 3minHa $userinput e mpsmum
BUBIJIOM BiJl KOPHCTYBa4 1 TAKUM YHHOM SIBJISIETHCS HEJOBIPEHOIO 1 TOMIYEHOIO SIK
taint. BukoHaHHS CTaTUCTUYHOTO aHANII3y HAa YUCTOTY HA IPOTPAMHOMY KOJIi TIOKaXe
Yd Ma€ MiCIle BIIPOBAKEHHS ypa3MBOCTI B ToMy Micmi. 3minaa $number
NPUCBOIOETHCSA 3HAUeHI0 3MiHHOT $userinput, korpa momiueHa (aarom taint. Ha
HACTYMHBIA CTPOYIIl KOJAa Ta K camMa 3MIHHAa BHUBOJUTHCS KOPHUCTYBauy(3MiHHa
nocsirae no2auHava ingpopmayii). Yepes BIICYTHICTh PiabTpallii 3MiHHOI, Ha Hil BCe
nie (aar taint mpu mocsrHeHHI Hel BHXoJy OUtput. AHaii3 3aKiHYEHO, 1 BiH SIBHO

BKa3y€ Ha BPAJIUBICTb.

$number = intval ($userinput);

echo "Your number is: ", $number;

Pucynoxk 3.15 - [Ipukian Toro, ik BUAAISIETHCS omupeHHs (iary taint

Buxingnaa sminaa $nhumber yxe He matume uar.

VY npuknaai pucyHky 3.15 mokazaHuit Maibke Takuil k€ BHXITHUN KO SK 1 B
nornepeansoMy npukiaai. OmHak, y nboMy BapianTi 3minHa $userinput nepemaerses
yepes pynkuiro intval (moeprae mise uncino Bif moss input [20]) mepes moaaabmm
npucBoeHHaM 10 $number. Intval — e sanitation ¢yHkiiero, TOGTO TOO MO OYHUIIYE
JaHi Ta poOuTh iX dosipenumu. Ko 3minna $number gocsirae micist Buxomy, To He
maTume (aary taint i aHamiz He MOKaXke BPa3IMBOCTI yepe3 Sanitation ¢yHKIito, mo
3poOuIIa TaHl YUCTUMHU.

Meton cTaTUYHOrO aHaldi3y HAa YHUCTOTY Ma€ JesKl HEIOJIKU, B SKUX
CTpaXJalTh Mail’Ke yci TpolecH CTaTUYHOIO aHami3dy. [HKoau Moxe OyTH
HEMOKJIMBUM [I3HATUCS BCl MOXJIMBI CTaHM 3aCTOCYHKy. JlaBaiiTe poO3ristHEMO

HACTYITHUU KO

$key = rand();
$var = $array[$key];
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VY 3B’s3Ky 3 TuM, 1m0 $Kkey moske mpuiMaTH IOBiIIbHE 3HAYECHHS, aHANI3 HE
MO3Ke TIeI0aYUTH SIKe caMe 3HaYeHHS 11e Oy/e.

OnucaHl Bpa3iMBOCTI Yy JlaHii poOOTI HamararoTbCs BUBCTU KOPUCTYBayy
noBUTBHY 1H(MOpMariito. TakuM YWHOM, TIIBKH TOTAWHAYI 1H(OpMaIli, 10 SKuUX
30epiraeTbcs (aar taint BaXkIMBi, 1 THI PO3MOBCIOKCHHSI Ma€ OYTH npsmum
posnoscrooxcennsm ockinbku  VulnerableCodeGen BaxiamBo mro taint wmitka
30epiraeThCcsi K JO0 CaMOTO BHUBOJY JAaHHUX, TOOTO iX MOTPAIUISHHS B MOTJIMHAYI
iHdopmarllii, He BMIMOIIOIYKUCHL B Te, SK camMe 1€ BiIOyBaeTbcs. A  npsaue
PO3N0BCI00JCeHHs. - KO HOBI JaHHI 3all03WYeHi 3 HeloBipeHuX, To0TO taint sx B
norepeIHpOMy npukian [22] ne ¢uiar taint Bix BBoAy KopucTyBada OyB Hampsmy
PO3IOBCIOUKEHHI 70 3MiHHOT $number. BpaszmuBicts owikyro daHHI Y BHIJISII
TEKCTOBOI CTpOYKH, 00 Yyci omepaiii 1o oOpoOJAIOTh CTPOKH, HAIPHUKIIAL

[IJIOYMCETbHUMN IPUBIJ IAHHUX 31 CTPOKH, BUJAIUTH (pIiar.

3.5 CSRF in’ekuis

Jo toro, sik VulnerableCodeGen moxe BBectt CSRF-ypasnuBicTh, BUXiAHUAN
KOJlT Ma€ OyTH TMOMEPEAHBO MIATOTOBJICHO HIISXOM BU3HAYEHHS, JI€ Peai3yloThCs
koHTp3axoan CSRF. IleBakko BH3HAUUTH CTAaTUYHO, SKIIO i 3aXHIICHA
koHTp3axonamu CSRF, oCKkilbKM iCHYE KUJTbKa MOMJIMBHX KOHTp3axomiB. OmHa 3
MeTOMK 3axucTy Big arak CSRF nonsirae y BUKOpUCTaHHI BUTIAKOBO 3T€HEPOBAHUX
tokeHiB[6] [17] [5]. He icHye emmHOro crocoOy peanizaiiii KOHTp3axoiB. Tomy
BOXKO PO3POOMTH aJTOPUTM, W00 TIPABWIBHO BH3HAYUTH KOXHY YaCTHHY
KOHTP3axO0/ly BIJ aTakd, a TMOTIM BHU3HAYUTH, SIK YCYHYTH IX I BBEICHHS
BPa3JMBOCTI, 1 e ¥ pi3HiI Bapiamii BpaznmuBocTi. 1106 3poOUTH MOXIHBUM st
VulnerableCodeGen BBoauTH Bpa3iiMBiCTh, Ma€ OyTH BKa3aHa Kiacuikailis pi3HHX
po3iiB KOHTp3axo/iB (moka3aHo B 1.2) y BUXiHOMY KOJ1i. MOKHa BKa3aTh HACTYIIHI
po3niimm Guard, Generate ta Include. Po3ain Guard — cepBep mepeBipsie, 1110 3alIUT

HAJICIIaHO HAaBMHCHO, 1 SIKIO Hi, MpHUIHHIE BUKOHAHHA 1ii. Y posnimi Generate
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tokeHn CSRF renepyroThCs Ta 30epiratoThCs, HAPUKIIA, Y KyKi-KIT€EHTax. Y po3aimi
Include, roxer CSRF BKiI0YEHO y BiNIOBiAL CEpBepa Ha KIIEHTI TAKUM YHHOM, IO
KJIIEHT HaJacTh TOKCH B 3allMTI HA BUKOHAHHS A1i aBTeHTU(iKaIii. Yepes Te 110 Ko
y po3aini Oyae 3aMiHeHO a00 BIIIYYEHO TOBHICTIO, BAXKJIMBO, MO0 PO3AUIA MiCTHIIH
autie ko, sikuit oB's3anuil 3 CSRF, a He 3 Oyab-sK010 1HINOK (DYHKITIOHAJBHICTIO,

JIJIs1 3ar00iraHHs pyHHYBaHHIO BE€0-3aCTOCYHKY IT1J1 YaC BBEJEHHS BPA3JIUBOCTI.

3.4.1 Ipukaan in’exuii BpazauBocti CSRF

Ha pucynky 3.16, cropinka 3axumiena Big CSRF 3a qonomororo Double Submit
Cookies, 1rab10Hy, 1110 BKIOYA€E BUMAAKOBUI TOKEH B BBRIANpPABICHY hopMy i cookie.
[ToTiM TokeHU mnepeBipsArOThCS Ha cepBepl [6]. Kox Bxke OyB MIArOTOBIEHUM IS
Bukopuctanns y VulnerableCodeGen. ¥V kongirypamiiHoMy 00'€KTi JIsi KOKHOTO
0JIOKY KOJly BU3HAYAETHCS, IO OJIOK € YACTUHOIO BPA3IMBOCTI 3 iAeHTU(IKaTOp csrf
changePassword. Bka3yeTbcs Tak0X, 10 SIKOTO PO3JLTY KOKEH OJOK HAJICKHUTb.

Sxmo VulnerableCodeGen 3amyckaBcsi 3 koHQirypaiieo pucyHkKy 3.4, TO
BBoJMB 0 CSRF ypaznusicts 3 kareropiero None. Pe3ynbTaT MokHa mo0auynuTu Ha
pucynky 3.17. CTBopeHa CcTOpiHKa MAaTUME€ BIACYTHICTh OyAb-sIKI CEHCY IS
MNIATBEP/KCHHST  TOTO, 10 3alUT BiJl KOpUCTyBaya OyB  HAaBMUCHUM.
VulnerableCodeGen BukoHye pi3HI 3MiHM B Pi3HHX pO3JAUIaX B 3aJISKHOCTI BiJ
Kareropii BBeleHO1 BpaznuBocTi. Akimo kareropis BTpoeHoi CSRF - None, Bci
pO3AUIM  BUAAISIOTHCA, OO0 KOJM CEpBEpP OTPUMYE 3alUT HAa BUKOHAHHS
Ko kareropiero € Tinbku 3anmut POST, ko yposaiin Guard Oy/e 3aMiHEHO KOIOM,
AKUd miaTBep/kye, mo 3anuT € POST 3anutom. IHIn po3aum BUAANSIOTHCS. Y
VulnerableCodeGen nemae Hi sikoi moskauBocti BTpoitH CSRF 3 karteropiero
Multiple step, Tomy 110 11e BUMaratume po30HMTTS TOYATKOBOI /i1 Ha KiJIbKa KPOKIB.
[ToTim, Tam mae OyTH 1H'€KLIs] KOAY, SIKMM MOKE€ BIJICTEXKYBaTH, Ha SIKOMY KpOLl

3HAXOJUTHCS KOPHUCTyBad. HacTymHuit Kpok, HE0OX1JHO BBECTH OUIbIIIE KOy, 1100
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JaTH KOPUCTYBAa4yeBl MOKJIMBICTh OTPUMYBATH 1HCTPYKLII JUId MOAANbIIMX Aiid. B
Guard rtakox Oyne Referer header 3aromoBok 3 MexaHI3MOM IEPEBIPKH, SKHIA
HiATBEPDKYE, 110 3ar0JIOBOK MiCTUTh 3HAYCHHS, SIKE TPUIUMAETHCS JI0 TOTO, SIK CEPBEP
BUKOHYE jiro ayrentuiikaiii. Komm VulnerableCodeGen Bcrporoe CSRF BpaznuBicTs
3 kareropiero Computable token, po3min Generate 3aMmiHIO€TBCS Ha KOJ, SKHI
reHepye xem md5S moTouHoi gatu 1 yacy Ha cepBepi(Ilpu nepermisaai 3HaYCHHS MOXKe
3JIATHCS, IO 1€ BUITAIKOBE 3HAYCHHS, aJIe 0T0 JIETKO 00uncIuTH, 3Harouu data i time
napameTpu cepBepa). lle 3HaueHHs ToAl 30€phIradThCs B KYKi-KIIEHTaX, SIK Y
HaBeJCHOMY BHIIle npukiami. Po3main Include 3amiHroeThes Tak, 10 3reHEPOBAHHMA
xem md5 BxomuTh y posmimieny ¢opmy. Hapemri, po3min Guard 3amiHIOETHCS

KOJIOM, ITI0 TIepeBipsie 1m0 cookie Ta BiampaBieHe 3HAUCHHS CITIBIIAIal0Th.



<?php
if (isset($_POST["'newpassword"])) {

/* VulnerableCodeGen

{ Uidentifier": "csrf_changePassword"”, ‘'action":
"guard"
3/
iT ($_POST["csrf_token"] !== $ COOKIE["csrf_token"]) {
die}("csrf attempt detected");

/*/ VulnerableCodeGen */
$newpassword = $ POST["newpassword"];
$user = get_current_user();

update_user_password($user, $ POST["newpassword"]);

}

/* VulnerableCodeGen

{ Tidentifier™: "csrf_changePassword", "action™:
"generate"

3=/

$csrf_token =
base64 encode(openssl_random_pseudo_bytes(32));
setcookie("csrf_token", $csrf_token);

/*/ VulnerableCodeGen */

>
<form method="post">
New password: <input type="password"

name="newpassword">

<br>

<?php

/* VulnerableCodeGen

{ Tidentifier": "csrf_changePassword™”, ‘'action":
"include"

}y*/

echo "<input type='hidden’
name=’"csrf_token™; echo " value="" . $csrf_token.

ll7>||.

/*/Phulner>/
7>
<input type="submit" value="Change password">

</form>

Pucynok 3.16 - Be0 ctopinka 3axumena Big CSRF
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if.(iss&t($_F05T[“newpassward“]]) {
$newpassword = $_POST["newpassword"];
$user = get_current_user();

update_user_password($user, $_POST["newpassword"]);

}

o
-

<form method="post">
New password: <input type="password" name="newpassword">

<br>

< LT
by g

L1
a o

<input type="submit" value="Change password">
</form>

Pucynok 3.17 - Cropinka Oinbiie He 3axuiieHa Big CSRF

BucnoBku 10 po3aiay 3

Y upomy po3aini Oylio pO3TIASHEHO SIK POo3poOisigacs MOJACHb Ta MPUHIUI
poboru inctpymenty VulnerableCodeGen. bBymo ngeranbHO 0OroBOpeHO —SIK
HiITOTOBJIIOBATH MPOEKT Ta BUKPUCTOBYBATH IHCTpyMeHT. He MeHIII BaxInBUM OYJ10
posrisiHyTo Static Taint Analysis Tta mapcuHr kKomy y aOCTpakTHE CHHTaKCHUYHE

JIEPEBO, Ta MOSICHEHO I11JTb BUKOPUCTAHHS I[IUX METO/IIB.
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4 OHIIHKA OTPUMAHUX PE3YJIBTATIB BPOBA/IKEHHSA

VY upoMy po3aiiai Oyne MmokazaHo pe3yibTaTh poOOTH PO3pPOOJICHOI MPOTrpaMKu
VulnerableCodeGen a Takox OIiHEHHSI 3TiJHO, KPUTEPild, BCTAHOBIICHUX MHOIO Y
po3aini 4. Bymo miarorosieHo aBa BeO-3actocynku: Wordpress ta phpBB ¢opym 3
MOJANBIIOK iX OIIHKOIO 3a JIONOMOror BeO-ckaHepiB. II[o0 ormiHuTH dac,
HEOOX1IHUN Ha MIATOTYBAHHSA MPOEKTY MEpel BUKOPUCTAHHSIM IMPOTPaMKH, OyJo

MOBEJICHO TECT 3 3aMipOM Yacy.

4.1 Pe3yJbTaTH CKAHYBAHHS BIIPOBA/KEHUX BPa3JIUBOCTEN

[cnye 6mu3bKo 680 pizHuX Bapialiit XSS ypa3iuBOCTEH, OJTHAK JIUIIIE IEKLIbKa
Oymu pearizoBani. Cxoxa cutyaiis nmojsirae 3 CSRF.

[Monynsipua Ha croromui CMS Wordpress [44] Oyma miarorosiacHa 3 XSS
ypaznuBocTsimMu 'y Tabmuii 4.1 i CSRF y Ttabmumi 4.2. Be6-dopmy phpBB 0Oys

nigrotoBieHuit 3 XSS ypaznuBoctsimu B Tabmmii 4.3.
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Tabmuns 4.1 - XSS BpaznuBocTi, o Oynu Bctpoeni y Wordpress

Bxin Buxin Tun ¢inpTparmii Myrartis

GET Non JavaScript attribute - double | None Hi
quotes

GET Non JavaScript attribute - double | Blacklist Hi
quotes

Stored | Normal tag None Hi

Stored | Normal tag Blacklist Hi

Stored | URL attribute - single quoted None Hi

Stored | URL attribute - single quoted Blacklist Hi

Stored | URL attribute - single quoted Whitelist Hi

Stored | URL attribute - single quoted Encoding Hi

Tabmuns 4.2 - CSRF BpaznuBocrTi, mo BcTpoeni y Wordpress

Tun

None
Only POST request

Computable token
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Tabnuus 4.3 - Bpaznmuocti Betpoeni y phpBB

Tun Buxin Tun dinprpamii | MyTartis

BXOLY

POST Normal tag None Hi

POST Non JavaScript attribute - double | None Hi
quotes

POST Non JavaScript attribute - double | Blacklist Hi
quotes

4.2 MoxJIUBICTh BBeIeHHSI HETPUBiaJIbHUX YPa3JIMBOCTEl

I3 po3nminy 2 mpo aHaji3 CKaHepiB BeO-3aCTOCYHKIB Oyno BuOpano w3af [39] ta
Wapiti [42] 11  TpoBeACHHS TECTyBaHHS PE3yJbTAaTaTiB  BIPOBAKCHHS
ypasnuBocTei nmporpamkoro VulnerableCodeGen.

Ckanepu Oynu cKavaHi 13 BIAKPUTHX PeCypCiB Ta BUKOPHUCTOBYBAIH BUKITIOYHO
HaJallTyBaHHS 3a 3aMoBuyBaHHsM. Chepury OyJi0 TEpeBIpeHO 3TeHEepOBaH1
IPOrPaMKOI0 ypa3IUBOCTI BPYUHY, II0OO TOYHO 3HATHU II0 BOHH TaM €.

PesynpTaTn ckaHyBaHHS 000X CKaHEpiB ypa3IMBOCTEM Ha  PI3HUX

ypa3auBOCTIX MOXKHA Mo0aunTu y Tadbnuiix 4.4 ta 4.5.
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Tabnuns 4.4 - Pe3ynbraTtu CKaHyBaHHS 3T€HEPOBAHUX BE0-3aCTOCYHKIB Ha

XSS ypaznusictb 3a qonMororo wiaf

Bxin Buxin Tun Myraitis w3af
biapTparii

GET Non JavaScript attribute - double | None Hi Taxk
quotes

GET Non JavaScript attribute - double | Blacklist Hi Taxk
quotes

POST | Normal tag None Hi Hi

Stored | Normal tag None Hi Hi

Stored | Normal tag Blacklist Hi Hi

Stored | URL attribute - single quoted None Hi Hi

Stored | URL attribute - single quoted Blacklist Hi Hi

Stored | URL attribute - single quoted Whitelist | Hi Hi

Stored | URL attribute - single quoted Encoding | Hi Hi
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Tabmus 4.5 - Pe3ynbratu cCKkaHyBaHHS 3r€HEPOBAHUX BE0-3aCTOCYHKIB Ha

XSS ypasnuBicTs 3a gormomoror Wapiti

Bxin Buxin Tun Myrauis | Wapiti
¢inbTparii

GET Non JavaScript attribute - double | None Hi Taxk
quotes

GET Non JavaScript attribute - double | Blacklist Hi Hi
quotes

POST | Normal tag None Hi Hi

Stored | Normal tag None Hi Hi

Stored | Normal tag Blacklist Hi Hi

Stored | URL attribute - single quoted None Hi Hi

Stored | URL attribute - single quoted Blacklist Hi Hi

Stored | URL attribute - single quoted Whitelist | Hi Hi

Stored | URL attribute - single quoted Encoding | Hi Hi

B nepury yepry, BOHU 3HAMILLIM TpUBIaibHI BPa3IMBOCTI 1€ BX1HI JaHH1 Oyiu
Bil GET mapamerpa 1 HanpsiMy BUBOJIUITUCS HA CTOPIHKY Oe3 ¢inbrparii. Komau Oynu
3actocoBano (ineTp blacklist Ha mone BBOgy INPUt, TUTBKK OJWH 31 CKaHEPIB 3Mir
3HAUTH ypa3nuBiCTh. Sk 1 oOroBoproBanocs y po3au 3.1, ckaHepaM Ba)XXKO 3HAWTH
Bpa3JIMBICTh, KOJHU JIaH1 TOINECIHbO 30epekeHl Iepea BHBOJAOM Ha cTopiHky. lle
MOXHa MOOAUUTH y pe3ysibTaTax TECTIB, TaK SK JKOAHUM 13 CKaHEpiB HE 3HAMIIOB
ypa3nuBOCTI JIe BX1/1HI 3HaueHs Oynu criepiry 30eexeHi, a MOTIM Mi3Hie BUBECHI.

[H1a MpuurHAa YoMy ypas3mUBOCTI Oysi0 Ba)KKO BHUSIBUTH, IO JAESIKI (GopMu
MOBUHHI OYTH 3alOBHEHI 3 MPUUHATHUMH 3HAYCHSIMU MEp] TUM K Be0-3aCTOCYHOK
HaBITh IMOYHE 0OpOOIIATH BiAmpaBieHi naHi. Hampukian, skmo € ¢popma BiAmBial Ha
nocT Ha (opyMi 1 BIAMOBIIHUNA TEKCT BpaznuBuil 1o XSS ataku. fkimio popma mae

noJie, e HeoOX1THO BBECTH MEIIT aJipecy, TO CKaHep Mae HaJaTH 1ei BaliAHUN Mei,
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o0 cepBep NpuiHsB M0 GopMy. Yepes Te, Mo CKaHEPH HiSK HE HACTPOIOBAIKCS a
MalOTh HAJIAIITYBAaHHS 32 3aMOBUYBAaHHSM, TO HE 3aBXKM MOXKYTh 3pO3YMITH SIK1 1aH1
Tpeba MmojiaTu y NpaBuiIbHINA (HopMi, 100 TPOUTH BasliIaIlito, TOMY 1 HE 3HAUAYTh y
LUX JISIX YPa3JIBOCTEM.

[Hma mpoGnema mossirae 'y ToMy, IO Be0-3aCTOCYHKH MOXXYTh OYTH TyXKe
BEJIMKUMH 1 MICTUTH O€3J114 CTOPIHOK 1 CKaHEP Ma€ MPOUTH 1X yCiX, 1100 MepeBIpUTH
Ha HasBHICTh 3JIOBMHCHOI MOBEIIHKU. LI 7is1, mepeBipUTH yCl CTOPIHKH MOXe OyTH
3aBaXKKOIO JUIsl CKaHepa. Tomy, J1esKi 31 CTOPIHOK BOHU MOKYTb IIPOCTO MPOITYCTHUTH,
1 IPOITYCTUTH BPA3JMBOCTI 110 TAM MOXYTh XOBaTHUCH.

Tinekn w3af maB minTpumky ckanyBatd CSRF ypasmuBicTh 1 pe3yibraTu

MOXHA IT00a4YuTH y TabuIl 4.6

Tabnuus 4.6 - Pe3synpTaTu CKaHyBaHHSI 3T€HEPOBAHUX BE0-3aCTOCYHKIB Ha

CSRF ypasnuBicTs 3a gonomororo W3af

Tun w3af

None Tax
Only POST request | Tax

Computable token | Hi

Xoua w3af i 3HaHIIOB ypa3IMBOCTI y 2X 13 3X KaTEropisix, BiH TAKOX MOBEPHYB
0arTo HenmaBAOIMIIOHUX pe3yibTariB. W3af 1omoBiaB mpo 3HalACHI Bpa3IMBOCTI
MaiKe JJ1 KOXKHIN cTopiHii, e 0yB BriatoueHui un POST yn GET mapamerp,
TUIBKH SIKIIIO OJIMH 3 MapaMeTpiB HEe MaB iMeHi 1m0 Burisaano sk CSRF Token, un
3Ha4YeHHs napamepy. Yepes te mo kareropiss Computable Token nonae 3axoBane
noJie input i3 mazsoro volnurCodeGen_csrf_token 3i 3smauenusm md5, w3af
npuiiHsB 11e 32 CSRF TokeH 1 He po3MIIsSIHYB 11e SIK ypa3nuBicTh. Lleit pe3ynbTaTt
noka3zye Te 1o Oyso obroBopeno y 2.1. [lns ckanepa Baxko 3Haiitu CSRF 6e3

0araTtb0X HE BIpHHX, HE JIOCTOBIPHUX PE3yibTaTiB . JItoAMHA BCE 1€ Ma€ BU3HATH,



62

110 Ypa3IUBOCTI iICHYIOTh. Pe3ynbpTaTi TibkH cymMyIoTh Te, e CSRF ypasznuBocTi

MOKYTh OyTH MPUCYTHIMHU.

4.3 Yac miaroroBKM MpoeKTy

JI71st OLiHKY yacy, 1110 Tpeda AJis MATOTOBKHU MPOEKTY JIIOJANHOIO, 1110 HE MpalioBaia
paHilie 13 aBTOMAaTU30BaHUM IEPETBOPIOBAYEM KOAY, 5 MPOBIB TECT HA CTY/AEHTI, 3
MIHIMQJIBHUMH HaBHYKaMu y mnporpamyBaHHi. CTyJaeHTy OyJio 3ampOrOHOBaHO
MIJrOTYBaTH HOBUM MPOEKT 3 YPa3TUBOCTSIMHU.

Coepury, oMy Oylio HaJaHO KOpOTKY 1H(popmali. HOpo I1HCTPYMEHT
aBTOMATH30BaHOTO TMepeTBoproBaua koxy VolnurableGenCode Ta moka3aHo
npukiaau. [1oTim, cTyeHT oTpuMaB Be0-3aCTOCYHOK Ta IHCTPYKIlli CTOPIHOK, Y SIKUX
MarTbcs OyTH BBeJleHI ypasnuBocTi. TecTyrouuit He OyB 3HalOMUN 13 KOJOM
nporpamu 110 11boro. biausbko 10-15 xBunuH ilomy Tpeba 0yI1o, 1100 3HANWTH MicCIIe e
MOXe OYyTHM Ypa3iauBICTb Ta BCTABUTHM HEOOXITHI KIKOYOBI cjoBa ISl POOOTH
MEeTBOPIOBaYa KOy. bisbllie BChOro vacy Oysio MOTpadyeHO EKCIIEPEMEHTYIOUUM Ha
3HAXOJKEHHSI MICIl B KOJi, J€ MOXKHA BCTaBUTH YPa3JIMBICTh Ta PO30ip KOIy
3aCTOCYHKY.

Jlanuii Tect mokasye 110 6e3 0yab-sSKOoro JI0CBiay, Tpeda Ay’Ke MaJlo yacy Ha Te
mo6 poszibparucs SK Bce IpaIloe 1 SK KOPUCTYBATHCS aBTOMAaTH30BaHHM

IIETBOPIOBAYEM KOJIY.

4.4 Mopanbi y10CKOHAJTEHHS

VYci 3aCTOCYHKHM MOXY Ta MaloTh YJIOCKOHATIOBATHCS, 1100 PO3IIMPIOBATH CBiit
¢GyHKIIOHam Ta MOXJIMBOCTI. JlesKki yJOCKOHAJEHHS 10 MOXXHAa 3poOUTH Y
MaiOyTHHOMY:

e 3poOUTH MIATPUMKY IHIIMX BpasznuBocTed, Hampukiaaa SQL iH’ ekt

[11]
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e 3pobutu sanitation ¢yHkIii ;s OLIBIIOT KiTbKOCTI BOynoBanux PHP
byHKIIIA. 3apa3 € auIie aesKi HahHeoOX1THITT

e Ko BcTaBnseTbcst XSS ypa3auBiCTh, BUKOHYETHCS aHAJ13 HA YHCTOTY.
3apa3 BiH MOJKE JIMIIE MEPEBIpATH 3 MITKOIO taint MaccuBU Ta 3MiHHI.
MosxHa aojaTH MATPUMKY 00’€KTiB, 100 MOXHA Oyno 00poOiiTh
O1JIBIIIE BUX1THOTO KOy

e byIio 06 1ikaBo MepeBipuTH KO Ha IJIATHUX CKaHepaX, sIK BOHU IMOKa3allu
0 cebe, a TakOX HAWMHATH MPOPECIHHOTO MEH-TeCTepa MO0 MepeBIpUTH

4M 3HAKIE BIH yC1 BPa3IUBOCTI.

BucHoBkmu 10 po3ainy 4

Y upomy po3aiai Oysio pO3TISHYTO Ta OI[IHEHO pe3yJbTaTH BUKOHAHHS
IHCTpYMEHTY aBTOMAaTH4YHOro meperBoproBada koxy VulnerableCodeGen. Takox
OyJlo JeTaabHO OMUCAHO PE3yJIbTaTH CKaHYBaHHS IMiJATOTOBICHOTO KOAY CKaHEepaMu
w3af Ta Wapiti. OmineHo i yac, 3aTpayeuii Ha MATOTOBKY ypa3IHUBOCTEH 3BUYAHIM

CTYJIEHTOM 1HCTUTYTY Ta MOJAJbIII CIIOCOOH YIOCKOHAJICHHS BUKOHAHOT pOOOTH.
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BUCHOBKH

B pesynbTati BUKOHaHOT poOoTH, Oyi0 netanbHO posrisHeHo XSS ta CSRF
aTaku, iX (yHKI[IOHAJ Ta MPUHLMN POOOTH 13 MPHKJIATaMU, aHaji3 KOMIIaHIH, 10
3aiiMalOThCA PO3POOKOI0 Ta 3aXHCTOM MPOTpaMHOro 3abesneueHHs. Takox, Oylo
MIPOBEJICHO aHaJli3 CKaHepiB Be0-3aCTOCYHKIB, OMMCAHO iX eTarmy poOOTH Ta IEPEBIPKU
Ypa3IuBOCTEH 3aCTOCYHKIB, OCHOBHI HEIOJIKU Ta BUCBITJIICHO CIIUCOK CKaHEPiB BeO-
3aCTOCYHKIB Ha PUHKY, iX BJIACTHBOCTI, B pe3yJbTari yoro, Oyino BuOpano w3af ta
Wapiti nns npoBeaeHHS EKCIIEPUMEHTY 13 PO3pOOJICHUM aBTOMAaTH30BaHUM
NIEPETBOPIOBAYEM KOJTY.

Po3po6eHo Ta peanizoBaHO IHCTPYMEHT aBTOMAaTUYHOTO TIEPETBOPIOBaYa KOy
VulnerableCodeGen, 1o 3maTeH BBOAM Ypa3MBOCTI Y 3aCTOCYHKH. JleTanbHO
OTKCAHO K MIATOTOBIIOBATH MPOEKT Ta BUKPUCTOBYBATH IHCTPYMEHT.

VY pesynbrari 3po0JIEHOr0 aBTOMAaTHYHOIO IIEPETBOpPIOBadYa KoAy, OyJo
IPOBEJICHO EKCIEPUMEHTH 110 BBEACHIO Ypa3dMBOCTEH Yy Be0-3aCTOCYHKH 3
NOJJAJTBIIIMM 1X CKaHyBaHHsM ckanepamu Wapiti ta w3af. PesynbraTu migrBepauau
T€, 10 BBEJEHI YPa3JIMBOCTI CKJIATHO 3HAXOMATHCS CKaHEpaMH, IO PO3MIMICHI Y
BUIBHOMY JIOCTyIi. Mano ypasnuBocteld Oyjo 3HaiiieHo. Bumnuarounm 3 1bOTO,
MOXHa 3pOOMTH BHCHOBKHM, III0 AaBTOMAaTUYHUN TIEPETBOpPIOBAY KoAy OyB
pO3pO0IeHM, SIK 1 TUIaHyBajlocs, Ta TOBHICTIO (YHKIIIOHYE 3a clieHapieM. bys
OLIIHEHUWH 1 Yac, 3aTpavyerii Ha MIJATOTOBKY KOJYy Il BUKOPUCTAHHS IHCTPYMEHTY
TECTYIOUHMM, 03 JOCBIy KOPHUCTYBaHHS HHUM, Ta MOJAJIBIN CIOCOOHM yIOCKOQTHHS

BUKOHAHO1 POOOTH.
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JOJATOK A
OCHOBHI MOAYJI KOJTy 3aCTOCYHKY
VulnerableCodeGen
CSRF Embeder
<?php

namespace VulnerableCodeGen\Embeder;

use VulnerableCodeGen\EmbederAbstract;

class Csrf extends EmbederAbstract {
public function construct($action) {

$method =" _action_" . $action; //construct action

$this-> method = $method;
}

public function embed ($code, $options) {
$res = "/l VulnerableCodeGen embedion start\n";
$res = $res . "/* Old code:\n";
$res = $res . $code . "*/\n";
$res = $res . $this->{$this-> method}($code, $options);
$res = $res . "// VulnerableCodeGen embedion end\n";

return $res;

}

private function action_generate ($code, $options) {

$res =
<<<'CODE’
$VulnerableCodeGen_csrf_token = md5(date("'Y-m-d"));



CODE;
return $res;

}

return "'

}

private function action_guard ($code, $options) {
if (Soptions->type === "NONE") {
return "'
¥
if ($options->type === "ONLY_POST") {
$res =
<<<'CODE'
if (5_SERVER['REQUEST _METHOD"] I== "POST") {
die();
¥
CODE;
return $res;
}
if ($options->type === "COMPUTABLE") {
$res =
<<<'CODE'
if (tisset($_POST["VulnerableCodeGen_csrf token"]) ||
$ POST["VulnerableCodeGen_csrf token"] == md5(date("Y-m-d™))) {
die();
¥
CODE;

return $res;
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private function action_include ($code, $options) {
if (Soptions->type === "COMPUTABLE") {
$res =
<<<'CODE!
echo "<input type="hidden' name="VulnerableCodeGen_csrf _token' value="",
$VulnerableCodeGen_csrf_token, ">";
CODE;

return $res;

}
}

private $method;

}

>
XSS Embeder
<?php

namespace VulnerableCodeGen\Injector;

use PhpParser\Parser;

use PhpParser\NodeTraverser;

use VulnerableCodeGen\EmbederAbstract;
use VulnerableCodeGen\NodeVisitor\taintChecker:;
use VulnerableCodeGen\NodeVisitor\toReplace;

use VulnerableCodeGen\NodeVisitor\Scoper;



use VulnerableCodeGen\NodeVisitor\Scope;
use VulnerableCodeGen\PhpParser\Lexer;

use VulnerableCodeGen\PhpParser\NodeDumper;

class Xss extends InjectorAbstract {
const DEFAULT _function = "tainting";

public function __construct ($partConfig, $globalConfig) {
$this->_function = self::DEFAULT _function;

$this->globalConfig = $globalConfig;
$this->_partialConfig = $partialConfig;

}

public function inject($code, $options) {
$injectfunction = $this->_function;
$injectfunction = $options->function;

}

$function = "generate"” . Sinjectfunction;

if (function_exist($this, $function)) {
return $this->$function($code, $options);

}
}

public function execute_tainting ($code, $options) {

if (in_array($options->sanitation, $this->_partConfig->sanitation)) {
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Soptions->sanitation = $this->_partConfig->sanitation[0];

}

if (tisset($options->output) || lin_array($options->output, $this->globalConfig-
>output)) {
$options->output = $this->globalConfig->output[0];

¥
if (tisset($options->input) || lin_array($options->input, $this->globalConfig-
>input)) {
Soptions->input = $this->globalConfig->input[0];
}

$nodeDumper = new NodeDumeper;

Sparser = new Parser(new Lexer);

$statements = $parser->parse("<?php\n" . $code);

$traverser = new NodeTraverser;

$scoper = new Scoper($this->_initialScope, $options);
$traverser->visitor($scoper);
$taintChecker = new taintChecker($this->_sanitationFunctionsFactory,
Soptions);
$traverser->visitor($taintChecker);
$toReplace = new toReplace($this->_sanitationFunctionsFactory, $options);
Straverser->visitor($toReplace);

Pstatements = $traverser->traverse($statements);



$res = "/l VulnerableCodeGen start (tainting)\n";
$res = $res . "/* Old code:\n";
$res = $res . $code . "*/\n";
$res = $res . "// VulnerableCodeGen end\n";

return $res;

}

public function execute_removing ($code, $options) {
$res = "// VulnerableCodeGen start (removeing)\n";
$res = $res . "/* Old code:\n";
$res = $res . $code . "*/\n";
$res = $res . "// VulnerableCodeGen end\n";

return $res;

}

public function setSanitationFunctions (Factory $factory) {

$this->sanitationFunctionsFactory = $factory;

}

public function setlnitialScope (Scope $scope) {
$this->_initialScope = $scope;

}

public function setFunction ($function) {
$this->_function = $function;
by
¥
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#!/usr/bin/php
<?php

require _ DIR__ . "/vendor/autoload.php";

function prettifyString($text, $color = "0") {
echo "\033[", $color, "'m", $text, "\033[0m";

¥
if($argc) {
echo $argv[0] ." <config>\n";

exit;

}

$configPath = $argv[1];

$config = json_decode(file_get contents($configPath));

Sinjector = new VulnerableCodeGen\Generator();

$injector->grabFromCOnfig($config);

$injector->generate();

7>
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