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PE®EPAT

Po6ora ob6csrom 87 cropiHok Mictuth 21 umtoctpanii, 12 tabnumns ta 19
JITEpaTypHUX MMOCUIIaHb.

Metoro auruioMHOI poOOTH € 3a0e3medyeHHsT Oe3neKu 1 JOCTOBIPHOCTI
nepenaBanHs naHux B CSaN Ha OCHOBI BUKOPHCTaHHS KPHIITO-KOJOBUX 3aC00iB
3aXHCTY 1H(OpMaILi.

OOG’exT JOCHIIKEHHST — TMpolec 3a0e3leueHHs Oe3MeKu 1 JOCTOBIPHOCTI
nepenaBaHHsl JaHUX Ha OCHOBI BHKOPHMCTAHHS KPHUIITO-KOJOBHX 3aCO0IB 3aXHUCTy
1H(popMmartii.

[Ipeamer nocnikeHHS — MeTOJ NOOYAOBH KPUNTO-KOJOBUX 3aCO0IB 3aXUCTY
iH(popMariii Ha HeJIBINKOBHX PIBHOBAaroBUX KOJaX.

3a pe3yabTaTaMu poOOTH MOKHA 3pOOUTH BUCHOBOK, 1110 BUKOPUCTAHHS TPYNH
orepariiii JoJaBaHHs 32 MOAYJIEM JIBa 3 TOUHICTIO IEPECTAHOBKH Ha OCHOBI JOJATKOBOT
ramMyrouoi MocCJIiIOBHOCTI 3a0€3eUnTh M1 ABUIIICHHS AKOCT1 MU(PpyBaHHS 1 HATIHHOCTI
poboTH, a MPU OJHOKPATHUX BIJIMOBAX KaHAJIB BX1JHOI iH(oOpMaIi — BUKIIOUYUTH
MO>KJIMBICTh CTBOPEHHS MEPEIYMOBU BUTOKY 1H(OpMAITi 9u 371aMy KITF04a.

PesynpTatn po0OOTH MOXYTh OyTH BHUKOPHUCTAHI TPH PO3POOIN 3aXUCTY
KOH(D1IEHIIMHUX JaHUX B IPUBATHUX OpraHi3allisax.

CUCTEMU 3AXUCTY, KPUTITOCUCTEMU, OLUIHK1 E®GEKTUBHOCTI,
KPUITTO-KOJJOBI CUCTEMU



ABSTRACT

The work of 87 pages contains 21 illustrations, 12 tables and 19 literary
references.

The purpose of the thesis is to ensure the security and authenticity of data
transfer to CSaN on the basis of the use of cryptographic code protection information.

The object of the study is the process of ensuring the security and authenticity
of data transfer based on the use of cryptographic code protection information.

The subject of research is a method of constructing cryptographic code
protection means for non-binary equilibrium codes.

According to the results of the work we can conclude that the use of a group of
operations of addition of modules two with precision permutations on the basis of
additional funchive sequence will improve the quality of encryption and reliability of
work, and with single failures of incoming information channels - eliminate the
possibility of creating the background of information leakage or break the key.

The results of the work can be used to develop the protection of confidential
data in private organizations.

SYSTEMS OF PROTECTION, CRYPTOSYSTEMS, EVALUATION OF
EFFICIENCY, CRYPTO-CODES SYSTEMS
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INEPEJIK YMOBHHUX IIO3HAYEHb, CUMBOJIIB, OANHUIb,
CKOPOYEHD I TEPMIHIB

KCiM — koM’ 10TEpHI MEpEXk1 Ta CUCTEMHU

VIP — ympaBiinnas iHQopMaIiiHuMu pu3uKaMu
CBA — cucrema BUSIBIICHHS aTak

[13 — nporpamue 3a0e3neyeHHs

IC — indpopmariitHa cucrema

OC — oneparriifHa cucteMa

CYB/l — cucrema yrnpapiiHHA 0a3aMH TaHUX



BCTYII

AkTyanbHicTb TemHu. [IpobrmemMa 3axucTy KOMHO'IOTEPHUX MEpPEXK  Bif
HECaHKIIIOHOBAHOT'O JOCTYIly HaOyja B OCTaHHE AECATHIITTS OCOOJIMBOI FOCTPOTH.
BypxnuBe 3pocTaHHS KOMYHIKAIIMHUX 1 OOYHMCIIOBATHHUX TEXHOJOTIA J03BOJISIE
OyIyBaTH MeEpexXl PO3MOAUICHOI apXiTEeKTypH, IO O0'€IHYIOTh BEIUKY KUIBKICTh
CErMEHTIB, PO3MIIIECH] Ha 3HA4YHIM BIJCTaHl OJHE BIJ OJHOTO. YC€ II€ BUKIIUKAE
30UTBIIIEHHS YMCia BY3JiB MEPEXK 1 KITBKOCTI PI3HUX JIIHINA 3B S3Ky MK HUMH, 110, Y
CBOIO YEPTYy, MIBUILYE PU3UK HECAHKITIOHOBAHOTO IKIFOUEHHS 10 MEPEXKI 1 TOCTYITY
110 KOH(1AEHI1IHOT 1H(pOpMAaILlil KOPUCTYBAUIB.

[IpoBeneni JOCHIKEHHS TMOKa3ajid, 1[0 HAWMEPCHEKTUBHIIIMM HAIMpsSMOM B
PO3BUTKY MEXaHI3MIB 3a0e3leueHHs HeoOXigHoi Oe3Meku 1 JOCTOBIPHOCTI
nepeIaBaHHs JaHUX € KPUIITO-KOJIOBI CUCTEMU 3aXUCTy 1H(OpMaIlii, siKi I03BOJSIOTh
IHTErpyBaTd  METOAM  KPUNTOTrpadiyHOTO  MEPEeTBOPEHHS 1  KaHAJIBHOTO
(3aBaIOCTIMKOr0) KOJIYyBaHHS JTaHUX, SIKI MEPENAIOThCA. SIK BUIUIMBA€E 3 pe3yJIbTaTiB
MOPIBHSUTHHOTO aHATI3y, HECUMETPUYHI KPUTITOAITOPUTMHU 3 BUKOPUCTAHHSIM KOJJOBUX
KOHCTPYKI[IH Jar0Th 3MOTY peani3yBaTu KpunrorpadiuHuil 3axuct iHdopmaiii 3a
TEXHOJIOT1€10 BIAKpUTUX KitouiB. IIIBUAKICTH KpPUOTO-KOJIOBOTO MEPETBOPEHHS
iHpopMmarii cymipHa 31 MBUAKICTIO MUdpyBaHHA (po3mmdpyBaHHsSI) OJOKOBUMH
cuMeTpuYHUMH TEdpamu. KpiM TOro mpakTHYHE BUKOPUCTAHHS KPUIITO-KOJOBHUX
3ac00iB 3axuCTy iHQOpMaIlii Ha OCHOBI iHTErpaIlii MexXaHi3MiB KaHAJTLHOTO KO/TyBaHHSI
1 mudpyBaHHS KOMIUIEKCHO 3a0e3mnedye Oe3neky 1 JOCTOBIPHICTh JaHUX, SIKI
nepearoThCs.

Bonnouac mpakThyHEe BUKOPUCTAaHHS TaKUX KPHUIITOCHUCTEM IPHUITYCKA€e
3aCTOCYBaHHS METOIB 1 00UMCITIOBAIBHUX aJITOPUTMIB HEJIBINKOBOTO PIBHOBAroBOTO
KoayBaHHS. Ha cbOrosiHi METOAM PiIBHOBAroBOTO KOJYBaHHSI pO3POOJICHO TITBKH HA
BUITQ/IOK JIBINKOBUX KOJIOBHX IOCIIJOBHOCTEH, TOOTO HAyKOBO-METOJIUYHUI amapar,

3aCTOCOBYBaHI METOJM 1 OOYMCIIOBAJIbHI aJTOPUTMHU HE JO3BOJIIOTH peajizyBaTu
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HEBIMKOBE PIBHOBAroBe KOJYBaHHSA, Y TOMY YMCII 1 B KPHUITO-KOJOBHUX 3aco0ax
3aXHCTy 1H(OpMaIlii.

OTxe, aKkTyaJbHUM HayKOBO-TEXHIYHMM 3aBIAHHSIM, [I0 Ma€ BaXKJIHMBE
NpUKIAJHEe 3HAYeHHS B JUISHII MOOYyJAOBH OOYMCIIOBAIbHO e(PEKTHUBHUX
KpunrorpadiuHux 3aco0iB 3axucTy iHpopmallii, € po3poOJIeHHS] METOAIB 1 AITOPUTMIB
HEJBIMKOBOIO PIBHOBArOBOI'O KOAYBAaHHS 1 KpUNITO-KOJIOBUX 3aC001B Ha IX OCHOBI JJIA
3a0e3MeueHHsT Oe3MeKu 1 JOCTOBIPHOCTI TepefaBaHHS JaHUX y KOMII'FOTEPHUX
cuctemax 1 mepexax (KCiM).

Mera i 3apaui gociaimkeHHss. MeTor IUIIIOMHOI poOOTH € 3a0e3medeHHs
Oesreku 1 gocTtoBipHOCTI mepemaBaHHs gaHux B KCiM Ha OCHOBI BUKOPHCTaHHS
KPHUIITO-KOJIOBUX 3ac001B 3axucTy iH(popmarii. /{1 TOCATHEHHS MOCTaBIEHOI METH
HEOOX1THO BUPIIIMTH TaKi 3aa4i:

— TMpoaHali3yBaTH BiJIOMI MeTOaM 3a0e3neuyeHHs Oe3neKku 1 JOCTOBIPHOCTI
nepenaBanHs naHux y KCiM Ta nocmiautu e()eKTUBHICTh NEpelaBaHHS NaHUX Y
cydacHux KCiM 1 oOrpyHTyBaTu BUOIp HANIPSIMY JTOCIIJIKEHb;

— JOCIIIUTH METOJI HEJBIMKOBOTO pPIBHOBAroBOro KOJyBaHHS Ha OCHOBI
y3araJbHEeHOr0 OIHOMIaTbHO—TIO3UIIIHHOTO TIPEICTABICHHS 4YHCEN JJis KPHUIITO-
KOJIOBUX 3ac00iB 3axucty iH(popMmarii B KCiM;

— JIOCHIJIUTA KPHUMOTO-KOJAOBI 3acoOM 3axucTy iH(popmalii 3 HEeABIMKOBUMU
PIBHOBAaroBUMH KOJaMU JIJIsl 3a0e3redeHHs O0e3NeKH 1 JIOCTOBIPHOCTI IepelaBaHHs
nanux y KCiM;

— nmochiauTh e()EeKTUBHICTh PO3POOICHUX KPHUITO-KOJOBHX 3aCO0IB 3aXHUCTY
1H(opMmarii a1 3a06e3mnmedeHHs 6e31eKH 1 J0CTOBIpHOCTI nepenapanHs qaHnux y KCiM.

06’exkm Oocnidxcennss — Tmpolec 3a0e3ledeHHs] Oe3MeKH 1 JIOCTOBIPHOCTI
nepenaBaHHsl JaHUX Ha OCHOBI BHKOPHMCTAHHS KPHUIITO-KOJOBHX 3aCO0IB 3aXUCTy
1HbOopMalIii.

Ilpeomem Oocniodcentns — MeToll TOOYJIOBU KPHUITO-KOJIOBUX 3aCO0IB 3aXHUCTY
iH(opMarlii Ha HeJIBIMKOBHX PIBHOBArOBUX KOJaX.

Memoou oocnioxcennsi. OCHOBHI TEOPETHUHI MOJIOKEHHS pOOOTH OTPUMAHO 3

BUKOPUCTAHHSAM METOMIB anreOpaiyHoi Teopii OJIOKOBUX KOIIB, TEOpii 3axXHUCTy
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iHpopmarii, Teopii kiHneBux mnoiniB [amya 1 Teopii umcen. Ilpu mocmimkeHHi
QJITOPUTMIB  KPUITO-KOJAOBOIO IEPETBOPEHHS BHMKOPUCTAHO €JEMEHTHU Teopii
O1HOMIQJILHOTO PaXyHKY 1 KOMOiHATOpUKHU. OCHOBHI IPaKTUYHI pe3yIbTaTH OTPUMAHO
3 BUKOPUCTAaHHSM METOJIIB MOJCIIOBAHHSA, TEOpli WMOBIPHOCTI 1 MaTeMaTU4YHOI

CTaTUCTHUKH.
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1 OTJISII CACTEMU 3AXUCTY KOH®IIEHIIAHOT IH®OPMAILIIL B
MMPUBATHUX OPTAHIBAIISX

1.1 HeoOxigHicTh cucTeMH 3axucTy KOH(ineHuiiHoi iHdopmanii B

NMPUBATHUX OPraHizamisix

Ha 1ieii yac aktyaiapHUM € MUTaHHS 3a0e3nedeHHs iHdopMaliiHoi 6e3neku. B
CBOIO 4epry, juisi 3abe3rneueHHs 1H(QopMalliiiHoT Oe3MeKku SIK OKPEMUX IiINPUEMCTB,
TaK 1 JICp>KaBH B IIUIOMY BaKJIHMBHUM € IMHTAHHS OI[IHKH PHU3HUKIB, SIKI BUHHUKAIOTh B
nporieci AiSUTBHOCTI migmpueMmcTB. JIJIsi OIIHKK pu3WKIB 1H(OpMariiiHoi Oe3reku
BUKOPUCTOBYIOTBCA Pi3HI METOJMKHM 1 CTaHAAPTH YNPaBIIHHA 1H()OpMaLIHHUMHU
pusukamu (YIP).

AHai3 pu3uKiB iHPopMaIliiiHOT O€3MEKH € METOIOM BUSIBJICHHS BPA3JIMBOCTEH 1
3arpo3, OLIHKA MOXMJIMBOTO BIUIMBY, IO JO3BOJISIE BUOMpPATH aJE€KBAaTHI 3aXHMCHI
3aX0Jd JJIA TUX CHUCTEM 1 MPOILECIB, Y SIKMX BOHU HEOOX1THI. METONMKU aHaTI3y
1H(hOpMaIITHUX PU3HKIB JO3BOJISIIOTH 3a0€3MeunTy e(heKTUBHUMN 1 aKTyaIbHUM 3aXHUCT
1H(OPMAIIHHOTO TPOCTOPY MIAMPUEMCTB 1 MOXKIIMBICTh BYACHO pearyBaTH Ha 3arpo3u
1H(opMariiiHii 6e3mnerr.

B ninomy anani3 pusukiB iHpopmarliiiHoi 6e3neku nependavyae 00K aKTUBIB 1
BCTAHOBJICHHS 1XHBOI IIHHOCTI JUIS IMANPHEMCTBA, Kiacudikamito 3arpo3 i
Bpa3MBOCTEHN, BU3HAUEHHS! UMOBIPHOCTI 1 BIUIMBY Ha JiSUTbHICTD MIANPUEMCTBA ITUX
MOTEHIIITHUX 3arp03, @ TAKOXK ONMTUMI3AIliI0 BUTPAT MK 30UTKaMH BiJ] BIUTMBY 3arpo3
1 BAPTICTIO 3aXMCHUX 3aXO0/1B. AKTHBH OyBalOTh MaTepiaibHi (MepexkeBe 00IaIHaHHS,
KOMIT'IOTEpHU, TpOrpamMHe 3a0e3MeueHHs, yCTaTKyBaHHsA, MaTepiaiu) 1 HemaTepialbHI
(pemryTartisi, iH(opmarllisa, aBTOpchke TpaBo). KinbKICHO OINIHUTH  BapTICTh
HEeMaTepiaJIbHUX aKTHUBIB Ha0araTo BaXkue, HiXK MaTepiaibHUX.

OliHKa aKTHBIB MOXE€ MPOBOJUTHUCS KUIBKICHUMHU Ta SIKICHUMU METOJaMH.

dakTUyHA BapTICTh AKTUBIB BU3HAYAETHCA HA MIJACTaBl BApTOCTI iX MTpHUAOAHHSA,
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po3po0OKHU ¥ miATPUMKH. [[IHHICTh aKTHUBIB BUZHAYAETHCS MIPOIO iX HEOOX1THOCTI JIJIsi
YIOBHOBXKEHHUX 1 HEYTTOBHOBAYKEHUX KOPHCTYBAUiB 1 BIACHUKIB.

Jiist 3a0e3nedeHHst epeKTUBHOCTI aHaJI3y pU3UKIB 1HPOPMaLIfHOI Oe3neKn Ha
HIPUEMCTBI Ma€e OyTH CTBOpEHA IpyTia yrpasiiHHA HQopMaIiiaumMu puzukamu. J{o
CKJIQZy L€l rPYNU BXOJATh KEPIBHUKHU Miipo3AuniB, [T-npauiBHukH, po3podiitoBayi
nonatkiB. OnHUM 3 mepmux 3aBaaHb YIP-rpynu € BU3HaYeHHS BapTOCTI AKTUBIB
HiAnpueMcTBa 1 (popMyBaHHS 3BITY 3 IMX NUTaHb. KepiBHULTBO IiANPUEMCTRBA,
IIpOaHaji3yBaBIIH LIeH 3BIT, BU3HaUae oocsr YIP-npoekry.

[Ipu BusHaueHnHi BapTocTi akTUBIB YIP-rpyma mnoBuHHa BpaxoByBaTH
KOPHUCHICTh 1 3HAYEHHS aKTUBIB JUISI TIANPUEMCTBA; I[IHHICTh aKTHBIB IS
KOHKYPEHTIB, KOpPHUCTYBayiB 1 BJACHUKIB LMX AaKTUBIB; BUTPATH Ha KYIIIBIIO,
pO3pOo0JIeHHS, 3aXUCT, 3aMIHy a00 PEMOHT aKTHUBIB MPHU iX BUXO/II 3 JIaxy abo BTpaTi;
HACJIIKU y BUNIAJKY KOMITpOMETallii akTuBiB To1lo. CaMe IHHICTh aKTUBIB BU3HAYAE
MEXaH13MHU O€3MEeKH Ta 3aXUCHI 3aX0/IU JJIS 1X 3aXHUCTY.

[Ticns BU3HAuYeHHs IIHHOCTI aKTHBIB, BIIOyBaeTbCs 1MeHTHUdIKAIS 3arpo3
1H(dopMaliitHii 6e3er miANPUeEMCTBA, SKa J103BOJISIE BCTAHOBUTU HAHO1IBIIT Bpa3IuBi
micis. i gac miel imerTrdikaii BCTAaHOBIIIOIOTHCS JKEpesa 3arpo3 Ta iX HaCIiJIKH,
MICAsT YOro MPOBOJIUTHCA aHaNll3 MOXIIMBUX BpPa3IMBOCTEM BIJ LHUX 3arpo3 i
OKPECIIOIOThCA IUIAXH MPOTUIT 3arpo3aM. Hanpukian, mxepenom 3arpo3 Moxe 0yTu
XaKep, SKHM OlepKye IOCTynm 10 KoH(pimeHmiiHoi iHopmallii, 3a paxyHOK
BpPa3NMBOCTI y BUIUISZI BEJIMKOI KIUIBKOCTI CHYyKO, 3amylIeHUX Ha cepBepi
iIITPUEMCTBA.

[Ticnst BUsIBIEHHS Bpa3IMBOCTEH 1 MOB'S3aHUX 3 HUMH 3arpo3 YIP-rpyma
NOBMHHA MPOAHAJI3yBaTH PU3UKU MOTEHLIMHOro 30MTKYy, & caM€ HECaHKIIIOHOBaHE
posrojomeHHs KoH(iIeHIIHOI 1H(hOopMarlii, 3HWKEHHS MPOAYKTHBHOCTI pPOOOTH,
MOIIKOJKEHHS 1H(hopMalii abo iHdopMaIliiHUX CUCTEM Ta 1HIII 1 JOMOBICTH MPO 1€
KEpIBHUILITBY MiANPUEMCTBA ISl BXKMBAHHSA aJIeKBaTHUX 3aXO1B MPOTH/III.

[TpoBememMo MOPIBHAJIBHUKM aHAJI3 HAMOUIBIT MTOITMPEHUX Ha IIel 9ac METOIUK

OL[IHKU PU3UKIB 1H(POpMAIIHHOT OE3MEKH.
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Meronukoro ouiHku pusukiB OCTAVE 3aiimaeTbcsi aMepUKaHCbKUA IHCTUTYT
Software Engineering Institute [1]. Llst meTomomoris nepeadavae 3a1HCHEHHS TTPOIIECY
aHayi3y pU3UKIB 1HPOpMaLIHOI Oe3neKH JMIle MpaliBHUKAMHU HiAIpHeEMCTBa 0e3
3aJly4eHHS] 30BHIIIHIX KOHCYJIBTAHTIB, 4Yepe3 T€ IO Takl MpaliBHUKA Kparie
PO3yMIIOTh OTPEOU MIAMPUEMCTBA 1 BIACTUBI HOMY PU3HKHU.

3a 11€10 METOJUKOI BiI0YBA€THCS pO3p0oOKa Mpodiito 3arpo3, BCTAHOBIICHHS
Bpa3zIMBOCTeH 1HGOpMalliiHIKA Oe3merl 1 po3poOsieHHS cTparterii 3abe3reueHHs
oe3mexu. st KOXKHOTO JpKepena 3arpo3 OyIyeThCsl IEpeBO BapiaHTIB, SKE HAOYHO
MOKa3y€e BUTJISIT 3arpo3u 1 NUIsIXu ii ycyHeHHs. [Ipu ormiHIll pu3uKiB iHpopMaIiiHii
oesrerri GOpMyeThCA IIKajda 3a TPhOMa MO3UIISIMU: BUCOKUM, CEPeAHIN Ta HU3BKUM
pIBEHb PHU3HMKY 1 BCTAHOBIIIOETHCS MOKJIMBUN (DIHAHCOBHM 30MTOK. OCHOBHOIO
MIEPEeBarok0 JIaHOT METOIUKH € 3aTaIbHOJIOCTYITHICTD 1 O€3KOIITOBHICTb.

J1st mpoBeIeHHS SIKICHOI OLIHKKM PU3HMKIB BUKOPUCTOBYETHCS TPYOBUH MpPOLEC
ananizy pusukiB FRAP. [ls meroguka nmoOynoBaHa TakuMm 4UHOM [2], 1m0 Oyab-aKa
JIOJIMHA 3 HABUKAMH OpTraHizailii rpynoBoi poOOTH 3MOKe YCIIIIHO MPOBECTH aHaIIi3
py3HKIB 1HGOPMAIlIHHOT Oe3MeKu. 3rigHO 3 I1€F0 METOJUKOK HEOOXI1THO 3M1MCHUTH
TaKi eTary, sk MO3KOBa aTaka JIsl BCTAHOBJICHHS BCiX 3arpo3 iHdopMaliiHii oe3merti
MiIPUEMCTBA; BU3HAUYCHHS WMOBIPHOCTI Ta BPA3JIMBOCTEH Il KOKHOI 3arpo3u 3a
IIKAJIOI0 BEJIMKA/Cepe/IHs/HU3bKa; (OpMyBaHHS 3BITY 3a pe3yibTaTaMH MOKJIUBOTO
BIUTUBY KOXKHO1 13 3arpo3. IlepeBaroro Iii€i METOAUKH € MIBUIKICTh 1 MPOCTOTA
MPUHHATTS PIllICHb.

Takox 3aciyroBye Ha yBary METOJ aHali3y ¥ KEepyBaHHS pPHU3UKaAMHU
[lenTpasibHOrO areHTcTBa 1O KOMm'torepax 1 TenekomyHikamiax (CCTA)
Benukooputanii CRAMM. Ileit MmeTo1 mO€IHY€ KUIBKICHI Ta SIKICHI METOJAUKH OIIHKU
pU3UKiB. MeTOJ € YHIBEPCATHHUM 1 MOKE€ BUKOPHUCTOBYBATHUCS BEJIMKUMH 1 MAJIHMH,
JEP>KaBHUMU 1 KOMEPIIHHUMU T1IPUEMCTBAMHU.

Bepcii nmporpamuoro 3abesneuenHsi CRAMM opieHTOBaHI Ha pi3HI THUIHU
MIPUEMCTB 1 BIJPI3HAIOTECA CBOIMM ©Oa3zamm 3HaHb [3]. s komepmiitHux

HIJIPUEMCTB ICHYE KOMEPLINHUI Tpodisib, a sl AepKABHUX - YPSIIOBUNM MPOQLIb.
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VYpsinoBuii mpodisib J03BOJISIE MPOBOAUTH ayAUT HA BIATIOBITHICTH BUMOTAM CTaHAAPTY
ITSEC.

Meron CRAMM no03Bosisie EKOHOMIYHO OOIpYHTYBAaTH BUTPATH MIANPUEMCTBA
Ha 3a0e3nedeHHs iHpopMalliifHOT 0e3nexu 1 6e3nepepBHICTh Oi3Hecy. BiHn po3ainenuit
Ha TPU CErMEHTH: 1eHTU(iKalisl ¥ OLIHKA aKTHBIB, aHAJI3 3arpo3 1 BPa3JIUBOCTEM,
BUOIp KOHTp3axoAiB. lleit meron, Ha3Baxkarouu Ha 3HAYHY YHIBEPCAJIBHICTH Ta
(GYHKIIIOHAIBHICTh, MAa€ TaKi HEJOJIKH SK HEOOXIHICTh CIEIliaJbHOI IMiATOTOBKH
KOPHUCTYBauiB 1 3HaYHa BapTICTh JIILIECH3II.

Jlnst omiHkM pu3WKiB iHQOpMaIiifHOi Oe3MeKu ICHYIOTh 1HIINI METOJUKH, SKi
noAi0H1 0 MpoaHaji30BaHUX.

3 MPOBEICHOI0 aHaI3y MOYXHA HABECTH TaKl peKOMEH1allli 10 BUOOPY METOJIUK
OIIHKYA PHU3UKIB 1H(MOpMaIliiiHOT Oe3MeKu: AN HEBEIUKHUX MiANPHEMCTB OIUIHHO
BukopucroByBatu Meroauky OCTAVE, nns cepeanix — FRAP, a anga Benukux —
CRAMM.

Ha cporomni po3BUTOK KOMIT'IOTEPHUX MEPEXK BIUIMBAE Ha OUIBIIICTH cdep
€KOHOMIYHOI JIsJIbHOCTI. 3HaYHA KIJIBKICTh MIAIMPUEMCTB Ta OpraHi3allii o BChOMY
CBITY BUKOPUCTOBYIOTH KOMIT'IOTEPHI MEpeXi I KepyBaHHA BHUPOOHHUYUMHU
mporecaMd 1 TEePCOHAJIOM, PO3MOJUTY PECYpCiB Ta MIJAKIIOUCHHS BIITAJICHUX
KopucTyBauiB 0 Mepexi Internet. Lle mae imM psin oueBHAHNX mepeBar - MPUCKOPEHHS
BUPOOHUYUX TPOLIECIB, MIABUIICHHS MOOUIBHOCTI 1 ONEPATUBHOCTI JOCTYIY O
iHdopMarllii Ta TMOCIAYr, MOXJIMBICTh BIIJJAJICHOTO YIpaBIiHHSA OaHKIBCHKUMHU
paxyHKamu, 3aMOBJICHHS 1 OTIJIATH TOBapiB 1 mocyr. Lle 3yMoBMIIO0 3Ha- YHE 3pOCTaHHS
BapTOCTi 1H(OpMaIlli, ITUPKYIIOIY0I B KOMIT IOTEPHUX MEpexKax.

3abe3reueHHs]  MOpale3/laTHOCTI  MEpPeX, a  TaKoXK  Ipale3gaTHOCTI
GYHKIIOHYIOYMX B HUX 1HPOPMAIITHUX CUCTEM, 3aJICKUTh HE TIJIBKH Bl HAMIMHOCTI
BUKOPHCTOBYBAHOI amapaTypd, aje 1 BiI 3JaTHOCTI MEpeki MPOTUCTOSITH
LIJIECTIPSIMOBAHUM JIisIM, SIK1 CIIPSIMOBAaHI Ha MOPYLIEHHS ii pOOOTH.

Crijt 3a3HaYNTH, 10 aTaKW Ha iH(QOpMAIIiitHI CHCTEMH 3 KOKHUM POKOM CTalOTh
yce JOCKOHAIIIIMMHU, MACIITaOHIIIUMU Ta 1HTEHCUBHIMIUMU. TOMYy aKTyalbHOIO €

HpO6HeMa p03p06KI/I Ta BAOCKOHAJICHHA CHUCTCM BHABJIICHHA BTOPIHCHb, I'OJIOBHUM
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3aBJIaHHSIM SIKHX € CaM€ BHSIBICHHS MEpPEKEBUX aTak, CIpoO0 HECAHKIIOHOBAHOTO
JOCTYTY Ta BUKOPUCTaHHS pecypciB Mepexi. [locTiiiHui CTpIMKUN PO3BUTOK METO/IIB
Ta CIOCO0OIB JECTPYKTHMBHOIO MPOTrpaMHOro BIUIMBY Ha 1H(pOpMaIiiiHI CcUCTEeMU
3YMOBJIIOE HEOOXIHICTh TIPOBEJIEHHS TOPIBHSUIBHOTO aHalli3y THIMIB CHCTEM
BUSBIICHHSI aTaKk Ta 3amoOiraHHs BTOPTHEHHSM 3 METOI BHU3HAYEHHS HaANOLIbII
e(peKTUBHUX MEXaHI3MIB 3aXUCTy 1H(pOopMarlii.

CucremMu aHaizy 3axXUIIEHOCTI

Cucremu asHamizy 3axXMIIEHOCTI JOCHIIKYIOTh HaJallITyBaHHS €JIEMEHTIB
3aXMCTy OMEpalifHUX CHCTeM POOOYUX CTaHIIHM 1 cepBepiB, aHATII3YIOTh TOIMOJIOTIIO
MEpexi, NIYKaloTh HE3aXUIIEHI MEPEeXKeBl 3’ €IHAHHS, MOCHIKYIOTh HaNAIITyBaHHSA
MDKMEpEXKEBUX €KpaHiB. J[aHi cucTeMH J03BOJIIOTh 3HAYHO 3HU3UTH PU3HK HAsIBHOCTI
HEBUSBJICHUX 3arPO3 y CUCTEMI 3aXUCTY MEPEK.

Jlo cywyacHux 3aco0iB MOHITOPMHTY KOMII IOTEPHUX aTaK BIJHOCITHCS
aHaiizaropu Tpadiky, Taki K “cHipepu’ 1 CHCTEeMH BUSBJICHHS aTak.

[cTOTHUM HEOIIKOM JIaHMX CHCTEM € Te, 10 aHaji3 TpadiKy aaMiHICTPATOPOM
0e3neKku 3/IIACHIOETHCS MPAKTUYHO BPYYHY 13 3aCTOCYBAHHSM JIMIIE HAWMPOCTIMIMX
3aco0iB aBTOMATH3aIlli, TAKMX SK aHaJIi3 MPOTOKOIIB. Y 3B’SA3KYy 3 IIMM JIaHI CHCTEMH
HE TIXOATh ISl MOHITOPHHTY BEJIUKUX 00cATiB TpadiKy Mepex MaciTady MicTa.

PimeHHaAM 1i€i mpoOiieMH € 3acTOCYyBaHHSA 3ac001B MOHITOPHUHIY, 3JaTHHX
aHani3yBaTu Tpadik BeTUKOro 00’eMy B pexuMi peasbHOro yacy. Jlo Takux 3aco0iB
MOHITOPUHTY BiTHOCATHCSI CHCTEMH BHUSBJICHHS aTak.

Cucremu BusiBieHHs aTak (CBA) sBISIOTh COO0I0 OKpEeMUI KJac MpOrpaMHUX
3aco6iB (I13), mig skuM po3yMitOTh IPOrpamMu, MPOIEAYPH, TPaBUIa, a TAKOXK, SKIIO
nepeadavyeHo, CyMyTHIX iM JIOKYMEHTallli Ta JaHuX, [0 BIAHOCITBCA [0
dbyHKIIOHYBaHHS cucTteMu o0poOku iHpopmartii. [lopHa HazBa CBA — 1e cucremn
BUSIBJICHHS 1 3aMI00IraHHs aTak, TakK K caMe B MOKJIMBOCTI aBTOMaTU30BaHOI TPOTH 1T
aTakam TOJISITa€ OJJHA 3 OCHOBHHX IEpeBar TaKMX CHCTEM, y TIOPIBHAHHI, HAIPUKJIIAI,
13 3aco0amMu, 3acHOBaHMMM Ha JOAChKoMy (akrtopi. I[Ipore wamam Oyne

BHKOPHUCTOBYBATHUCA HaHOUIBII YCTAJICHA HA3Ba - CUCTCMaA BUABJICHHA aTakK.
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Buxopucrannst CBA 103Bosisie BUPIIMTH UMK psJT 3aBJaHb, I10 3a0€311€4yI0Th
JOCSITHEHHS 1IUIeH 1HpOopMalliifHoi Oe3meKu:
pO3IMi3HaBaHHS BIJIOMUX 1, 110 MOKJIMBOCTI, HEBIJOMHUX aTak Ta MO- MEpPeIKEHHS
TIepPCOHAIy, IO BiAMOBIAace 3a 3a0e3neueHus iHopmartriiinoi 6e3neku (Ib);
CTATUCTUYHHI aHaJI3 Ia0JI0HIB aHOMAJILHUX i
MOHITOPHUHT 1 aHaJli3 KOPUCTYBAIIbKO1, MEPEKEBOI Ta CUCTEMHOT aKTUBHOCTI;
KOHTPOJIb IUTICHOCTI (pailiniB Ta iHIUX pecypciB iHdopmaliinoi cuctemu (1C);
ayJIUT CUCTEMHOI KOH(Irypalii 1 BUSBICHHS Bpa3IUBOCTEMH;
IHCTAIAIIA 1 MIATPUMKAa poOOTH CepBEPIB-NACTOK JUIs 3amucy 1Hopmarii mpo
MOPYIIHUKIB;
3HWKEHHS HaBaHTa)KEHHsI Ha TepcoHal (a00 3BUIBHEHHS Bl HHOTO), IO BIJAOBIIAE 32
Ib, BiJ MOTOYHUX PYTUHHUX OMNEPALil 3 KOHTPOJIIO 32 KOPUCTyBayaMH, CHCTEMAMH 1
Mepexxami, ki € komrnoHeHTamu [C;
HaJaHHS MOJKJIMBOCT1 YIpaBliHHSA (YHKIISIMH 3aXHUCTy HE CIemiajictaMm B 00JacTi
1H(pOopMaLiiHOT O€3NEKH.

CydJacHi TEXHOJOT1i BUSIBJICHHS aTaK

[1ix BUSIBIEHHSAM aTak po3yMitoTh npouec oiinku noaii IC ta i inpopmManiiiHux
NOTOKIB, SIKMA peani3yeTbcsi 3a JOMNOMOIOK aHaji3y JKypHaliB peecTpauii
onepamiitanx cucrem (OC) 1 nmomatkiB abo MepexeBoro Tpadiky. Peamizaris
OUIBILIOCTI MEPEKEBUX aTaK 3A1MCHIOIOTHCS B TPU €TAIIH.

[lepmuii, MArOTOBUMH, €Tal MOJIATAE B IMOIIYKY MEPeIyMOB s 3A1MCHEHHS
Ti€i yu iHmOI aTtaku. Ha maHoMy eTami IIyKaroTh BPa3jIMBOCTi, BUKOPUCTAHHS SKUX
pOOUTH MOXJIMBUM B MPUHIIMIN peaii3aililo aTaku, sika 1 cCkiiajgae apyruit eram. Ha
TPETHOMY €Tarli aTaka 3aBepiryethbes. [Ipu nboMy mepimii 1 TpeTiii eTanu cami o cooi
MOXXyTh OyTH arakamMu. Hampukian, mOIIYK TOPYITHUKOM Bpa3IMBOCTEH 3a
JIOTIOMOT'O0 CKaHEPiB OE3MEeKHN BKE BBAKAETHCS aTAKOIO.

TexHosorii BUSBIEHHS aTaK MOCTIMHO PO3BUBAIOTHCS 1 YIOCKOHATIOIOTHCS, 1 IS

00J1aCTh MOCTIWHO 3aTy4a€ HOBUX BUPOOHMKIB 1 po3poOHMKIB. He3paxkaroun Ha Opak
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TEOPETUYHUX OCHOB TEXHOJIOT1T BUSBIIEHHS aTaK, ICHYIOTh JOCUTh €(DEKTUBHI METOM,
10 BUKOPUCTOBYIOTh Ha CHOTOJHI.

Ichye kinbka crnoco6iB kinacudikallii CUCTEM BUSIBJIECHHS aTaK, KOKEH 3 SKUX
3aCHOBAHMI Ha PI3HUX XapaKTePUCTUKAX. TWI ciij BU3HAYATH, BUXOISYH 3 TaKUX
XapaKTEPHUCTHK:

Cnoci0 KOHTPOJIO 3a CHUCTEMOIO. 3a CIOCcO0aMHM KOHTPOJIIO 32 CHCTEMOIO
noaIsI0ThC Ha network-based, host-based i application- based.

Crnoci6 anami3y. e yactuHa cucTeMu BU3HAUYCHHS IPOHUKHEHHS, sIKa aHATI3Ye
nonii, oTpuMmani 3 JKepena iHdopmarlli, 1 mpuiiMae pilleHHA, YW BiI0OyBa€ThCA
npoHukHeHHs. Criocobamu aHami3y € BUSBICHHS 3J10BKHUBaHb (misuse detection) Ta
BUSIBJICHHS aHoMaltiil (anomaly detection).

3arpuMKa B 4yacl MK OTpUMaHHSAM iH(opMalii 3 Jxepena Ta il aHami3oM 1
OPUUHATTAM pillIeHHs. 3aJeXHO BiJl 3aTPUMKHM B 4Yaci, CUCTEMM BHSBJICHHS aTak
IOuIAThes Ha interval-based (abo makeTHui pexxum) i real-time.

BinbIricTh KOMEpIiHHUX CHUCTEM BUABICHHS aTtak € real-time network-based
CHUCTEMaMH.

BusiBieHHs aTak BUMarae BHKOHAHHS OJIHI€l 3 ABOX YMOB: a00 3HaHHS BCIX
MOXJIMBUX aTak Ta ix wMoaudiKailiid, Yd pPO3YMIHHA OYIKYBaHOi ITOBEIIHKH
KOHTPOJILOBAHOTO 00’€KTa CUCTEMH. Bcl ICHYI0U1 TEXHOJIOTIT BUSBICHHS MEPEXKEBUX
aTaKk MO’KHa PO3JILJTUTH HA JBA TUIU: METOJM HAa OCHOBI CUTHATYD (3pa3KiB 1 IPaBuUiI);
METOAY Ha OCHOB1 aHOMAJTIH.

3a3Buuaii B CBA HamararooTbcst mo€JHyBaTH OOMIBI TEXHOJOTII, 1100 YCyHYTH
HEJOJIIKH, BIACTHBI KOXHIA okpeMo. [lepeBara “aHomMallbHMX” CUCTEM - BUSBIICHHS
HEB1JIOMUX a00 HOBHMX BHUJIIB aTak, siki MOXyTh “00iiiTu” CBA. Peectpaiiis Takoro
POy TOIi# TATHE 3a COO0T0 TX aHaI3 aIMIHICTPATOPOM, CTBOPEHHS ISl HUX MTA0JIOHY
1 BHECEHHS ocTaHHbOro jJ0 0Oasum mannmx CBA. Cucremu, 3acHOBaHI Ha METOJI
aHOMAJTii, BBAXAIOTHCS JIOCUTh TMEPCIICKTHBHUMH, ajie II¢ pPO3BUBAIOTHCSA 1
nepeOyBaloTh y CTail JOCIIIKEHHS.

OcoOMBICTIO TEXHOJIOTIT BHSIBJICHHS aTaK Ha OCHOBI CUTHATYP € MPOIIEC OIUCY

aTakl y BHUIJAAl 1mabmoHy abo cWrHaTypw 1 TONMIYKY JaHOTO MIa0JIoOHy B
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KOHTPOJBbOBAHOMY IPOCTOpl (HANpHKIad, MepexeBoMmy Tpadiky abo KypHall
peectpartii). Taka CBA Moke BUSBUTH BC1 BZIOMI aTakH, ajie BOHA Majio IPUCTOCOBaHA
JUTSI BUSIBJICHHST HOBUX, I1I¢ HEBIIOMUX, aTakK.

[Tpu po3po61i CBA, 3acHOBaHMX Ha I[bOMY ITiJIXO/11, BHHUKAIOTh JBI OCHOBHI
npobnemu. Ilepmia nomnsirae y CTBOpPEHHI MEXaHI3My OMHUCY CUTHATyp, TOOTO MOBHU
OIIHCY aTakK, a Apyra npo0ieMa BUPAXKAEThCSA B HACTYITHOMY: K 3aIIUCATH aTaKy, Mmoo
3adikcyBaTh BCl MOXJIMBI i1 Momudikamii? Cxema TEeXHOJOr1i BUSBJICHHS aTak Ha
OCHOBI CUTHATyp MoKa3aHa Ha pucyHky 1.1.

[IepeBaru:

JleTexTopu 370BXKHBaHb €(PEKTUBHO BU3HAYAIOTHh aTaKd 1 JYyXE PIAKO CTBOPIOIOTH
ITOMHJIKOBI TIOB1JOMJICHHS,

JleTekTopu 3JI0BKMBAaHb IUBUJIKO M HaAIMHO JIarHOCTYIOTh BHKOPUCTaHHS
KOHKPETHOTO 1HCTPYMEHTAILHOTO 3aco0y abo TexHousorii araku. lle mae 3mory
aJMIHICTPATOPY CKOPUTYBATH 3aX0/H JJis 3a0€3MeUCHHS OC3MEKH;

[IBuaKICTH aHATI3Y.

Henomnixwu:

OCKITBKH JETEKTOPHU 3JI0OBXKHMBAaHb BUSBIISAIOTH JIUIIE BIIOMI iM aTakH, CJIiJ] MOCTIMHO
OHOBITIOBATH 1XHi 023 JaHUX I OTPUMaHHS CUTHATYP HOBHUX aTak;

binbmiicTe 1€TEKTOPIB 3JI0BKMBAaHb PO3POOJIEHO TakK, 0 BOHH BU- KOPUCTOBYIOTh
JIMIIIE TIEBHI1 CUTHATYPH, a 1€ HE JIa€ BUSIBUTH MO- JKJIMBI BapilaHTHU aTak;

TexHo0r1s BUSIBJICHHS aTaKk Ha OCHOB1 aHOMaJTi OOy I0BaHA HA PUITYLIEHHI,
110 aHOMaJTbHA TTOBeiHKa ¢y’ ekTa IC (cuctemu, mporpaMu, KOpUCTyBada), TOOTO, SIK
paBUJIO, aTaka abo ska-HeOYIb BOPOKA 1Sl 4acTO MPOSIBISETHCS SK BIAXHIICHHS Bif
HOPMaJIbHOT TOBEAIHKHU. 3a3BUYail CUCTEMHU BUSBJIICHHS aHOMaJIbHOI aKTHUBHOCTI
BUKOPUCTOBYIOTh SIK JDKEPENIO MaHWUX >KYpPHAIH pPEecTparlii 1 MOTOYHA JisIbHICTH
KOPHUCTYBaya, X04a iCHYIOTh IMMPUKJIAIN CHCTEMH BHUSBIICHHS aHOMAJi B MEPEKEBOMY
Tpadiky.

Tpanuiiiiine BUKOPUCTAHHS 11€1 TEXHOJIOTII MOJISATae HEe B YITKOMY BHSBIICHHI

aTak, a y BHU3HAQYEHHI MIJIO3p1I0i aKTUBHOCTI, IO BIAPIZHAETHCA Bl HOPMAJIbHOI.
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OcHoBHa mpobIeMa METOIy TOJISATAE B TOMY, II00 BU3HAYUTH KPUTEPI HOPMAITBHOI
akTUBHOCTI. HeoOX1aHO TaK0K BCTAHOBUTH JOMYCTUMI BIIXWJICHHS BiJl HOPMaJbHOTO

TpadiKy, Kl 111€ HE BBAXKATUMYThCS aTaKOI0.

1 CHTHATYp

Jlxepena OG6podka

TaHHX
BinmoBitae

Pucynok 1.1 — Cxema BUSIBIEHHS aTaK Ha OCHOBI CUTHATYP

BusBieHa
aTawa

[Ipu BUKOpHCTaHHI JJaHOT TEXHOJIOT1i BUSIBIEHHS aTaK MO>JIMBI JIBa BaplaHTH
HETPABUIIHHOTO BUSIBJICHHS ATaKH:
BHSIBJICHHS JIii, IKa HE € aTaKo¥o, 1 BIIHECEHHS HOT0 JI0 KJIacy aTak;
NPOMYCK aTak, sKa He Mmianagae miag curHatrypu arak. lledi Bumagok OuIBI
HeOe3MeYHui, HIK TOMUJIKOBE BIJIHECEHHS JO3BOJIGHOTO [ii /IO KJacy arak.
[ligkateropiero TakOro METOAY € aHali3 Ha OCHOBI MPOQIiB, KOJIH HOPMAaJbHA
MOBE/IIHKA BU3HAYAETHCS 111 OKPeMHUX CY0’€KTIB (KOPUCTYBaUiB / CUCTEM).

[HOI €I€MEHTH TaKOTO aHaNI3y 3yCTPIdarOThCs 1 B IHIIUX METOJAX, CKaXIMO, B
po3mMGPOBII TPOTOKOIY, KOJIH BUSBICHUW E€JIEMEHT, 110 HE HAJCKUTh Harepes

BHU3HAYCHOMY IIPOTOKOIIY abo nmopyurye mnmpaBsujia BAKOPUCTAHHA HpOTOKOHiB.

CxeMa TUTIOBOT CUCTEMH BUSIBIICHHS aHOMAaJill TTOKa3aHa Ha PUCYHKY 1.2.

(OHOBISHEA NPOPITiB

= . I7; :
Bimarierma

Pucynok 1.2 — Cxema cuctemMu BUSIBJICHHS aHOMAJIbHOT MTOBEIIHKHU

AROMATEHA
TOBETHED
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[Ipuknagamu aHOMaNbHOI MOBEIIHKYU € BEJIMKA KUTBKICTD 3’ €IHaHb3a KOPOTKUI
MPOMIXKOK Yacy, BHUCOKI 3aBaHTaXEHHS IEHTPAJIbHOTO Ipoiiecopa 1 KoedIIieHT
MEPEeKEBOTr0 HABaHTAXXEHHS a00 BUKOPUCTaHHS mepudepiiHuX MPUCTPOIB,  SKi
3a3BUYail HE BUKOPHCTOBYIOTHCS.

SAxmo omnucatd npopiIb HOPMAIBHOI MOBEOIHKH CyO’€kTa, TO OyAb-siKe
BIJIXWJICHHSI BiJl HhOTO MOYKHA OXapaKTEePU3yBaTU K aHOMaJIbHA MOBEIHKA.

[Iepesaru:

CBA, 110 BUSBIAIOTH aHOMaTI1, (DIKCYIOUH HECIOJIBaHy TMOBEIIHKY CHUCTEMH,
OTPUMYIOTh MOXKJIMBICTh BU3HAYATH CUMIITOMH aTak, HE MalO4M BIAOMOCTEH Mpo iXHi
KOHKPETHI JeTani;

Jletextopu aHomaiiii 30uparoTh iHMOPMAIlO, KO B MOJATBIIOMY MOXYTh
CKOPHUCTATHCS JICTCKTOPH 3JIOBXKUBAHD JJIS1 BU3HAUCHHS CUTHATYD.

Henomniku:

[Tin yac BUSBIEHHS aHOMAaJid, SK MPaBUJIIO, CTBOPIOETHCS BEIMKA KUIBKICTh
NOMMWJIKOBUX CUTHAJIIB MPO aTaku y pa3l HerepeadauyBaHoi MOBEAIHKY KOPUCTYBayiB
1 MEpEXKHOI aKTUBHOCTI,

Le# meTon yacTo nmoTpedye MEBHOro e€Tany HaBYaHHS CUCTEMHU, IiJ] 4ac sIKOTO
BU3HAYAIOTHCS XapaKTEPUCTUKH HOPMAJILHOI MOBEAIHKH. SIKICTh MPOBEACHHS IIHOTO
HABYaHHS CyTTEBO BIUIMBAE Ha MoAabiny epekTuBHICTE CBA;

He MoxHa peanizyBaTu ONHC aTaku 3a ejleMeHTaMu. [oBiZOMIISETBCS T€, 10
BiJIOYBAETHCS MIOCH Mi03Pie;

Jlana TexXHOJIOTIS 3HAYHO 3aJKUTh BiJ cepeloBUINA (PYHKIIOHYBaHHS SIK
BU3HAYAJILHOTO (PAKTOP aHOPMAaJIbHOT MOBE/IHKHU;

- BigHOCHO HU3bKA MBHKICTH aHAI3Y;

- Tpynomictke 3aBaaHHs noOya0BH npodiiiB ¢y’ ekriB IC.
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1.2 Ouinka iiMmoBipHuX 3arpo3 koHdigeHuiiHii indopMmanii opranizamii

Jlist 3a6e3neyeHHs iHGoOpMaliitHOT Oe3MeKn sIK OKPEMUX MIJANPUEMCTB, TakK 1
Jep>KaBU B IIJIOMY BRKJIMBHM € ITUTAHHS OIIHKW PHU3UKIB, SKi BHHUKAIOTH B IIPOIIEC]
TISJIBHOCTI  mianpueMcTB. JIms  OWiHKM — pU3HKIB  1H(oOpMarliiiHoi  Oe3neku
BUKOPUCTOBYIOTBCA Pi3HI METOJMKH 1 CTaHAAPTH YNPAaBIIHHA 1H()OpMaIiHUMHU
PHU3HKAMHU.

AHai3 pu3uKiB iHQopMaIliitHOT O€3MEeKH € METOIOM BUSIBJICHHS BPA3JIMBOCTEH 1
3arpo3, OI[IHKM MOKJIMBOTO iX BIUIMBY, 1[0 JO3BOJISIE BUOMpATH aJ€KBaTHI 3aXUCHI
3aX0J JJIA TUX CHUCTEM 1 MPOILECIB, Y SKMX BOHH HEOOXITHI. METOAMKU aHaTI3y
1H(hOpMaIITHUX PU3UKIB JAIOTh 3MOT'Y 3a0€3MeUnTH e€(DEeKTUBHUIM 1 aKTyaTbHUN 3aXHUCT
1H(MOPMAIIHHOTO TPOCTOPY MIAMPUEMCTB 1 MOXKIIMBICTh BYACHO pearyBaTH Ha 3arpO3H
1H(opMariiiHii 6e3mer.

AHaJi3 METOJUK OLIHKHM PU3HKIB 1HPOPMaLIHOI Oe31eKn

Pusuk € weBim'eMHuM aTpuOyToM (HiHAHCOBO-TOCTIONAPCHKOT ISITBHOCTI
HiJIPUEMCTB 1 TOTpeOy€e 3HAYHOI yBaru 3 00Ky (iHaHCOBUX MEHeIKepiB. IcHyBaHHs
MIEBHOTO PiBHSI pU3UKY OIEpalliil 30BCIM HE O3HaYae, 110 B HUX Tpeda BIAMOBUTHCS.
AJpke, BiMOBa OyJe PIBHO3HAYHOIO BTpATi OYIKYBaHUX JOXOMdIB 1 NMpuOYTKiB. B
yChOMY MOTPi10OHA Mipa 1 BUBAKEHICTh (PIHAHCOBUX PILIEHb.

BaxnuBa ponbs y BH3HA4YeHHI JOMYCTUMOTO PIiBHS PHU3HMKY, MPOTHO3YBaHHI
WMOBIPHOCT1 HACTAHHSI PU3UKOBUX MOJ1M Ta CBOEYACHIM HEUTpati3alii iX HeraTuBHUX
HACJI/IKIB BIIBOJIUTHCA PUBUK-MEHEIHKMEHTY.

Jnst  QyHKIIOHYBaHHS PHU3UK-MEHEI)KMEHTY TIOBHHEH ICHYBaTH OpraH
YIOPABIIHHS PU3UKAMU 3 TIEBHUMHU (DYHKIIIOHAIbHUMU 000B’sI3KaMU Ta HEOOX1THUMHU
MaTepiaTbHUMH, (DIHAHCOBUMHU, TPYIOBUMHU Ta iH(popMaIiiaumMu pecypcamu. Koxue
BEJIUKE MIAMPUEMCTBO MOBHHHO MATH y IITATi CHEIaIbHOTO MEHEKEPA 3 PUBHKY,

SKUU pO3/UIs€ BIAMOBINAIBHICT 32 PU3UKOBAHI PIIIEHHS 3 1HIIUMH MEHEIKEPAMHU
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HIJOPUEMCTBA. 30KpPEMA, PU3MK-MEHEKEP BH3HAYA€ MOXJIMBOCTI NMPUUHATTA abo
YHUKHEHHS HeOaKaHUX PU3UKIB JIS T1IIPUEMCTBA.

Ha ueit yac icHyrOTh pi3HI METOAOJIOrIi, 32 JOMOMOIOI0 SIKMX 3JIHCHIOETHCS
orinka pu3ukiB. [IpoBenemo anai3 HalOLIBII MOIMTUPEHHX, & CaMeE:

* aHa}I3 1 YNpaBJiHHSA PU3UKAMH — METOJOJIOTiS, SIKA BUKOPHCTOBYETHCS Y
Bemuko6putanii — CRAMM;

* OI[IHKA aKTUBIB Ta Bpa3nuBocTi iHdopMmariitHoi 6e3mneku — OCTAVE;

* yOpaBIiHHS pU3UKaMH B cucTeMi iHdopmaniiinux texnonorii — NIST SP800-
30;

* METOJHM YIIpaBIiHHS pu3nkamu iHdopmamiinoi 6e3nexu — ISO / IEC 27005:
2011;

* OIlIHKA pU3HKIB iH(popMaIiitHoi 6e3mexu — ENISA.

CRAMM peanizye KOMIUIEKCHUNA MiAX1A A0 OIIHKM PU3HKIB [1], moeaHyOUN
KUIBKICHI Ta SIKICHI METOJIW OLIIHKHA. MeTos € yHIBEpCAJIbHUM 1 MIAXOAMUTH SIK JJIA
BEJIMKUX, TaK 1 JJI1 MaJIUX OpraHi3allii, K I ypSA0BOTO, TaK 1 ISl KOMEPIIHHOTO
cektopa. Bepcii nporpamtoro 3abesneueHHss CRAMM, opieHTOBaHI Ha Pi3HI TUIH
opraHizaliii, BIAPI3HSIIOTBCS OJHWH BIJI OJHOTO CBOIMHM ©Oa3amu 3HaHb. JlId
KOMEPIIIHHUX OpraHizaiiii BUKOPUCTOBY€ETbCS KomepiiitHui npoduis (Commercial
Profile), a nust ypsaoBux opranizaiiii — ypsiposuid npodiias (Government profile).

Merononorito OCTAVE ctBopeno Software Engineering Institute 1 Carnegie
Mellon University [2]. Bona 103BoJisie po3poOUTH TPaKTUYHI METOIU ¥ PEKOMEH 1Al
JUTSL OI[IHKM pPHU3WKIB. METOJ OmepaTWBHOI OIIHKKA KPUTHYHHUX PECypCiB, 3arpos,
aktuBiB 1 BpaznuBocteit (Operationally Critical Threat, Asset, and Vulnerability
Evaluation) — 1e miaxig, 1m0 BU3HAYa€ CTPATETi0 OIIHKM W TUTAaHYBaHHS Jid 1110J10
3abe3nedeHHs O6e3neku iHpopMallii Ha OCHOBI OIIHKY PU3UKIB.

Merononoris ouinkd pusukiB HamionansHoro Inctutyty CranpaptiB i
Texnomoriii CIIIA (National Institute of Standards and Technology — NIST)
nepea0avae BUKOHAHHS TaKuXx etamis [3]:

— XapaKTEepPUCTUKA CUCTEMHU (AKTHUBY);
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ineHTudikailis 3arpos;

imeHTrdIKaIls Bpa3IuBOCTEH;

aHaJi3 3aX0/liB 3aXUCTY;

BU3HAYEHHSI IMOBIPHOCTI peaizallii 3arpos;
aHaii3 30MTKIB (BTpaT);

BU3HAYEHHSI PU3HKIB;

pEKOMEHIaIlli 1II0/10 3aX0/I1B O€3MEeKH;
¢dbopMyBaHHSI 3BITHOI JJOKyMEHTAITI1.

BoHa nertanbHO omucye BCi MOKJIMBI PU3UKHU AJis 1H(QOpMaALIHHUX aKTUBIB 1
MOE€ BHUKOPUCTOBYBATHUCS JIsI MIANPUEMCTB Ppi3HOI BenuuuHu. HemomikoM i€l
METOJI0JIOT1i € JOBrOTPUBAIMI IPOIIEC aHATI3Y 1 BIACYTHICTh aBTOMaTHU3AIlll JEIKUX
byHKIIIH.

Orminka pusuky [ T-mianpuemcTBa

OuiHKka pHU3UKY € OCHOBHHMM €TaliOM pH3HK-MEHeMKMeHTy. Opranizamii
BUKOPHUCTOBYIOTH ii JIJIsl BU3BHAUEHHS CTYIEHS MOTEHUINHHO1 3arpo3u. Pe3ynbTaT boro
IPOIIeCy AONOMarae BU3HAYMTH BIATOBIIHI 3aX0JM KOHTPOJIIO IS 3HIDKCHHS a0o

YCYHEHHSI pU3HKIB.
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® amaparHi 3acobn

* CUCTEMHHUI IIepuMeT
© [porpaviHe 3a0e3reyeHns Kpox 1. « opoTeam cpymlc)ui']' P
o inTepdeiic cucremu CucremHa > . . .
S . * cUCTeMa 1 KpUTHYHI 1aH1
® jani Ta inpopmaris XapaKTEepUCTUKA P A
® JIOH

-

* icTOpist CHCTEM aTak
* J1aHi PO3BiyBaIbHUX
areHTCcTB, 3MI

Kpor 2. »| KOHCTaTYBaHHS 3arposn
InenTudixaris 3arpos

=

* 3BiTH OLIHKHM IONEPEIHBOTO Kpoxk 3. CIUCOK MOTEHIIHMX
P?"KY . . InenTndikaris BPa3IUBOCTEN
. - o
yIb-Ki KOMEHTapi 3 ayTuTy BpasTHBOCTEt
* BUMOTH JI0 O€3MeKn

* pe3yJIbTaTH BUIIPOOYBaHb

=
L)
<)
=
b

CIHMCOK MOTOYHUX 1
IUIAHOBaHUX MEPEBipOK

* IOTOYHE YIPaBIiHHS
* [UTAHOBAHE YTIPABITIHHS

AHani3 ynpaBmiHHI

-

* MOTMBOBAHE KPOK 5

JUKEPEIIO 3arpo3u . . . -

« eMHICTB 3arpo3H BusHaueHHs — BipOTiHHiT peUTHHT
* npHpoza > MpaBIOMOiOHOCTI

* IIOTOYHI YIIPABJIIHHA

-

Kpok 6. AHani3 BILTHBY
*BTpaTa IiTiCHOCTi

* BTpara CUCTEMH

* BTpara
KoH(pieHiHOCTI

Kpox 7. PiBHI OB SI3aHUX PU3HKIB
Busnauenus

* OL[IHKA KPUTUYHOCTI
aKTHBIB

* KPUTHYHICTD TAHUX
* YyTJIMBICTH JaHUX

OILIIHKA BILIUBY

-

« fiMOBIpHICTB 3arpo3u TpH
eKCILTyaTaril

* BEJIMYHHA BILIUBY PU3HKIB
* aJICKBaTHICTH 3aIUIaHOBAHOI'O
200 MOTOYHOTO KOHTPOIIO
Kpox 8 PEKOMEH/I0BaHe
Pexomenauii YHpaBIHHI
YIpaBIIiHHS

ige

Kpox 9. . . .
: 3BIT 3 OLIHKU PU3HKIB
JloxymenTOBaHi
pesyabTaTn

Pucynok 1.3 - MeTo0510Tis OIIHKY pU3HKIB iH(QOPMAaIiifHOT Oe3MeKn

OcHOBHI JpKepesa 3arpo3 MOXKYTb OyTH MPUPOJHUMH, aHTPOMOTEHHUMH a0o
exosoriyHuMH [3].

HapmucHuit Hamax Moxke OyTH IIKIJJIMBUM 1 TMMOJISITa€ B HAMaraHHi OTpUMAaTH
HECaHKIIIOHOBaHMKA jJocTtyn no IT-cuctemu (HampukIan, 3JIaMyBaHHS CHCTEMH
MapoJIiB) 3 METOK0 KOMIIPOMETYBAaHHS CHCTEMH, TIOPYIICHHS IUTICHOCTI, TOCTYITHOCTI
a00 KOH(DIACHIIIHHOCTI JaHUX; a TAKOX HEMIKIJUTMBUM — JJIsi OOXOJIKEHHSI CHCTEMH

OE3IEKH.
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CtykTypHy cxeMy, B SIKii HaBeJIEHO METOJOJIOTiI0 OIiHKA pu3ukiB IT-
HiIPUEMCTBA TI0JIaHO Ha pucyHKy 1.3.

[TonsiTTs MeHemxMeHTy 1HGOpMaliiiHoi Oe3neku HEPO3PUBHO TOB'S3aHE 3

pusukamu i iHGopMamiiiHux pecypciB (pucyHok 1.4), mig skuMu (pU3HUKaMHU)

PO3YMI€THCS MOXKIIUBICTD (MMOBIPHICTH) HAHECEHHS KO 1H()OPMAaLIHUX PECYPCiB,

3HWKEHHS PIBHS 1X 3aXHIIEHOCTI.

Pucynox 1.4 - 3aranpHa CTpyKTypa MEHEIDKMEHTY 1HGOpMaIliitHoi Oe3nexu

Pu3uku MOXyTh MaTu pi3HYy MPHUPOAY 1 XapaKTEPUCTUKU; OJHIEI0 3 OCHOBHHUX
Kkjacudikaiii pu3uKiB s iHPOpMaILiifHOT Oe3reku (Tak camo, SiK 1 6araTboX 1HIIUX
PHU3HUKIB B €KOHOMIIIl Ta yIIPaBJIiHHI) € iX MOUI:

* Ha CUCTEMHI PU3HKHU - HEKEpOBaH1 PU3MKH, MOB'A3aH] 3 TUM CEPEIOBHIIEM 1
TEXHIYHOIO 1HPPACTPYKTYPOIO, B SIKI (DYHKITIOHYIOTH 1HPOPMAIIIIHI CUCTEMU;

* oOmnepamiiHl pPU3MKU - K [PaBWIO, KEpPOBaHI PHU3UKH, TMOB'SI3aHI 3
0COOJIMBOCTSIMM BHKOPUCTAHHS TMEBHUX 1H(QOpPMAIIMHUX CHCTEM, iX TEXHIYHOI
peaiizariii, 3aCTOCOByBaHUMH JITOPUTMaMHU, allapaTHUMU 3aCO0aMH 1 T.1I.

OcHoBHI1 pu3uku y chepit MIb MoxkyTb OyTH po3/ii€H] HA TPU OCHOBHUX BUJIH:

1. mopymieHHst KoH(pineHIiHOCTI iHPOpMaIlii;

2. pyiinyBaHHs (BTpaTa, HEOOOPOTHE 3MiHA) 1H(OpMAIIiT;
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3. HEIOCTYIHICTh 1H(OPMALIMHUX PECYpPCIB - BUHUKHEHHS CHUTYallld, KOJIH
KOpHUCTyBaul (BCi ab0 iX yaCTUHY) Ha JESKUHA NEpPioJl Yyacy BTPAavyarOTh MOXKJIUBICTb
JOCTYITY 10 HEOOXiAHUX JaHuX (200 1H(POPMAILITHIM CHUCTEMAaM).

[Ipu pocnipkeHH] PU3UKY BHAUISIOTH BPa3iMBICTh 1 3arpo3u. CHIIBHO 1T
CKJIaJIOB1 YTBOPIOIOTH OCHOBY PH3UKY. 3arpo3u 0€3 ypa3iauBOCTI HE € PU3UKOM TaK
caMo, sIK 1 ypasnuBocTi 6e3 1morpo3. B peaqpHOMY CBITI KOJIHA 3 IIUX YMOB HE iCHYE.
OTxe, OLIIHKA PU3HKY - 11€ BU3HAYEHHS IMOBIPHOCTI TOr0, 1110 HenepeadaueHa mois
B1IOyAeThCs. PH3HK SKICHO BU3HAYAETHCS TPHOMA PiBHIMMU.

Husbkuii. IcHye ManmeHpka HWMOBIPHICTh TPOsiBU 3arpo3u. I1o MOKIMBOCTI
NOTPIOHO MOYATH Al 0 YCYHEHHIO Ypa3JIMBOTO MICIs, ajie iX BapTICTh NOBUHHA OyTH
3iCTaBJICHA 3 MaJIUM 30MTKOM BiJl pU3HKY.

Cepennii. Ypa3iuBiCTh € 3HAYHUM PIBHEM PHU3HMKY Il KOH(IIEHUIHHOCTI,
IIJTICHOCTI, IOCTYIHOCTI Ta/abo iaeHTudikamii iHpopmailii, cucteM abo MPUMIIIECHb
opranizaiii. IcHye peagbHa MOXJIMBICTB 31MCHEHHsS Takoi moxii. J[ii 3 ycyHeHHs
BPa3JIMBOCTI JOIIBHI.

Bucokwuii. Ypa3nuBicTs siBisie c00010 peasibHy 3arpo3y i KOH(DiIeHIIHHOCTI,
IIJIICHOCTI, IOCTYIHOCTI Ta/abo iaeHTudikamii iHpopmarlii, cucreM abo MPUMIIICHb
opranizamii. [[ii 3 ycyHeHHs 1€l ypa3IMuBOCTI MOBUHHI OyTH 3p0O0JIeH] HEralHo.

OTxe, pU3HK - 11€ TIOEHAHHS 3arPO3H Ta BPA3JIUBOCTI:

3arpo3a + Bpa3zauBicts = Pusuk, (1.1)

Bpa3nuBicTs - 1€ TOTEHLIMHUI NUISX JJ11 BAKOHAHHA aTakd. Y pa3liuBICTh ICHY€
B KOMITIOTEPHUX CHCTEMax Ta Mepexkax (poOjsdyu CHCTeMYy BIJKPUTOIO JJIs aTak 3
BUKOPUCTAaHHSAM TEXHIYHUX METO/IIB) 200 B aJIMIHICTPATUBHUX MpoleAypax (poOuasyu
cepely BIJKPUTOK Jig aTrak 0e3 BUKOPUCTAHHS TEXHIYHUX METOMAIB YW aTak
COIIAIBHOTO 1HKUHIPUHTY).

VYpa3nuBicThb MOB'A3aHa HE TUIBKU 3 KOMITIOTEPHUMH CUCTEMaMU Ta MEPEKaMHU.
besneka OyniBenb 1 MpUMIINIEHb, TUTAaHHS TEpcoHaTy 1 Oe3meka iHbopmarii mpu

Hepez[aqi TAaKOX BUMAararOThb OIIpalltOBaAHHA.
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besnocepeaHiM KepesioM PU3HKIB 1 HETaTUBHUX BIUIMBIB € 3arpo3u, Mijl SKUMH

pO3yMIIOTbCSI TMOTEHUIMHI a00 pealbHO MOXJIMBI [Ii 1O BIAHOLIEHHIO [0

1H(MOpMaIIHHUX pecypcCiB, IO MOPYIIYIOTH iHGOpMaIIiitHy O6e3neky. 3arposa - 1e s

abo Tmois, 3/1aTHEe MOPYIIMTH Oe3reky i1HdopMaliiHuX cucteMm. Po3srisitHeMo Tpu
CKJIQIOBUX 3arpO3H.

1. ITim. KommoneHT Oe3neku, SKUH MIIa€eThCs aTalll.

2. Arentu. Jlrogu abo oprasizaiiii, 110 MPEJACTABISIOThH 3arpo3y.

3. IMopii. ii, mo cTaHOBIATH 3arpo3y.

PosrisiueMo nokiagHile KOKHY 13 CKJIaI0BUX.

[imi. [MimsmMu norpo3 abo HamaAiB B OUIBIIOCTI BUIMAJKIB € CIIy»)Ou Oe3meKu
(muB. y "Ciyx6m iHbopmartiitnoi 6e3neku" ): ciry’0u KOHIEHIIIHHOCTI, IIUTICHOCTI,
JOCTYMHOCTI Ta iaeHTudikaiii. I 1715 boro € peagbHi MiJICTaBH.

KoH(pineHiiHICTE cTae METOr0, SKII0 MOTHUBOM € J00yBaHHS 1H(popmarii
HECaHKI[IOHOBAaHMMHU 0co0amMu abo opraHizaiisMu. Y I[bOMY BHUITQJIKy HOPYITHHUK
nparHe OTpuUMaTH, HApUKIIAJ, ceKpeTH1 ypsiaoBi nani. Kondigenmiina indopmais
KOMEPITIHHOT opraHizarlii (BilIoMOCTi Ipo 3apo0iTHY MmiaTy abo MEIUYHI J1aHi) TaAKOX
MO>KE€ CTaTU METOIO.

[{inicHICTh € METO10, SKIIO MOPYIIHUK IparHe MoaudikyBaTu iHdopMali. Y
IIbOMY BHITQJIKy BIH IiJApo0OJiie 0coOMCTI abo 1HIIN BIOMOCTI, HAIPHUKIA,
30UIBIIYIOUH CyMYy CBOrO0 OaHKIBCBKOTO paxyHKy. B 1HIIOMYy BHUIAQJKy METOIO CTa€
3MEHIIICHHSI OaTaHCy B )KypHaI OaHKIBCHKHX Oreparliii abo 3MiHa 3aMrCiB y BaKITUBIN
0a3i JaHuX, M00 BUKIMKATH CYMHIBH Y TPaBUIILHOCTI Beiel iHGopmartii. Takuit miaxia
CTOCYEThCA KOMIIaHIM, IO 3alMaroThCAd JOCIIIKEHHSAM apXITeKTypu LU(POBUX
MEPEK.

JIoCTYyIHICTb CTa€ METOIO MPU BUKOHAHHI aTaky Ha BIIMOBY B OOCIYTrOBYBaHHI.
Taki aTaku crpsiMoBaHI Ha iHdOpMaIlilo, JOJATKU, CUCTEMHU a00 1HPPACTPYKTYpYy.
3arpo3u B IbOMY BHUIAJIKy HOCSTh SIK KOPOTKOYACHH, TaK 1 TOBFOTPUBAJIUHN XapaKTep.

[nentudikoBanicTh cama mo coOl piKo € MeTor0. ATaka Ha 17IeHTU(IKOBAHICTh
MOKe OyTH CTIpsSMOBaHA Ha 3amo0iraHHsS BIIHOBIICHHS OpraHi3ailii Mmicys 1HIUICHTIB.

Bona BuOMpaeThcss B SIKOCTI TTOYATKOBOTO €TaIly aTaKd MO BIJIHOMICHHIO JI0 1HIITUM



28
IIJIIM, TAKUM SIK TIPUXOBYBaHHS 3MiH B 0a31 JaHUX a00 3710M MeXaH13MiB 0e3eKH, 110
ICHYIOTh B OpraHizarii.

[ine#i wmoxxe Oyt pAexinbka. Hampuknaza, imeHTH(IKOBAHICTh CIIYXKHUTh
BUXIJTHOIO METOI0 JUIsl 3amoOiraHHs 3amucy Jid 37T0OBMUCHHUKA, SKUH TOPYIIUB
KOH(I1ICHIIIHICTh CEKPETHUX JAHUX OpPTaHi3aii.

AreHTH. AreHTaMu 3arpo3 € JIIOJH, 5Kl MParHyTh 3aBJAaTH IIKOJIU OpTaHi3allli.
JI)1st IbOTO BOHM TTOBUHHI MAaTH HACTYITHE.

* JlocTymn. 31aTHICTD 711 JOCATHEHHS METH.

* 3HanHs. PiBeHb 1 TvN HasiBHOT 1HOpMAIIIT PO LTI,

* MotuBauis. [IpuunHa nis 3HUILEHHS LTI

JHoctymn. AreHT NOBHMHEH MaTH JOCTyHn J0 TMOTPIOHOI cucTeMi, Mepexi,
obnanHanHs ab6o iHdopmarii. [lelr moctyn OyBae mpsMuM (HamnpukiIaa, Y HbOTO €
0OJIIKOBHI 3amuc y cucteMi) abo HenpsMHUM (BIH OTPUMYE AOCTYI 10 OOJIaJHAHHS
1HIIUM crioco0om). [IpssMuii TOCTyT 103BOJISIE CKOPUCTATHUCS ICHYIOYOI0 BPa3IUBICTIO
1, OT)KE, CTa€ 3arpo3010.

3HaHHA. ATCHT IIOBUHEH BOJIOMITH JACIKUMHU 3HAHHSAMH PO IT1Ii:

* ;1IeHTH(IKATOP KOPUCTYBaYa;

* Mapoii;

* po3rantyBaHHs (aniB;

* IPOLIEAYPH BUKOHAHHS (DI3UYHOTO TOCTYILY;

* IMEHa CITy>KOOBIIIB;

* IOCTYTIHI HOMEPH TeJIe(OHIB;

* MEPEKEBI aJIPECH;

* IpoLIEeypH 3a0€3NeUEeHHS Oe3MEeKH.

MortuBartisi. AreHTy noTpiOHa MOTHBAIliA JJisi BUMHEHHs nii. MoTuBamis €
CIIOHYKAE€ JI110, 11 MO’KHA BU3HAUYMTH SIK IEPBUHHY MeTy. MoTHBalLi€l0 3a3BUYaii €:

* 3Ty4YCHHS yBaru - 0akaHHs TOXBAJIMTUCS CBOIMHM 'miepemoraMu';

* )KaJ10HICTB - ’Kara BUTou (Tpoiiei, ToBapis, Mocayr abo iHpopmMailii);

* 311 HaMipu, Oa)KaHHS 3aIMO/ISITH KOy OpraHi3ailii abo okpeMiit 0cooi.
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[Mopnii. [Toxii - ne cnoco6u, 3a JOMOMOTOI0 IKUX areHTH 3arpo3 MOXKYTh 3aBJIaTH
mKoau opraxizamnii. Hanpukman, xakepu 3aBAaayTh IMKOIU IUISIXOM 3JIOBMHCHOTO
3MiHU 1H(popMallii BeO-caiiTy opranizaiiii. Ciij TakoX B3ATH JO yBaru IMIKOAY, IO
MO)Ke OyTH HAaHECEHUU MpU OTPUMAaHHI areHToM JocTymy. HeoOxinHo BpaxoByBaTu
HACTYIIHI MO

* 3JIOB)KMBAHHSI CAHKIIIOHOBAaHUM JIOCTYTIOM J10 iH(opMalrii, cucTeM abo CaiTiB;

* 3JIOBMHCHE 3MiHa 1H(opMmaIii;

* BUIIQJIKOBE 3MiHa iH(opMaIIii;

* HECAHKIIIOHOBAHUN OCTYM 0 iHpopMmarlii, cuctem abo CanTiB;

* 3JIOBMUCHE pyHHYBaHHS 1H(popMallii, cucteM ado CaiTiB;

* BUIMAIKOBE pyHHYBaHHs iH(poOpMaIrii, cucteM abo CalTiB,;

* 3JIOBMHCHE (PI3UYHE BTPYUYaHHS B CUCTEMH a0 orepariii;

* BUMNAIKOBE (p13MYHE BTPYYaHHS B CUCTEMH a0o0 omeparii;

* mpupoAHi Hi3UYHI MO/11, K1 3aBaXKarOTh CUCTeM ab0 omepartii;

* BBEJICHHS B J110 3JIOBMHUCHOI'O MPOrPaMHOTO 3a0e3eueHHs (HABMUCHO YU Hi1);

* IOPYUICHHS BHYTPIIIHIX a00 30BHINIHIX KOMYHIKAITi};

* HECAHKIIIOHOBAaHWU TACUBHUN TiepexBarT 1HQopmarllii BHYTpINIHIX abo
30BHINIHIX KOMYHIKaIII;

* KpaJIXKKa armapaTHOTo abo MporpaMHOro 3a0e3neueHHs.

Bupinserscsa 6e3iu TUIIB 3arpo3 1 0e31i4 KpUTepiiB il Kiacudikailii 3arpo3
iHdopmariiHiid Oe3meri. OgHUM 3 OCHOBHHUX TaKWX KPHUTEPIiB € pO3TalryBaHHS
JpKepena TOpYyIIeHb 10 1H(GOPMAIIMHUX pECypCiB, MIOJN0 SKUX 3I1HCHIOETHCS
HEraTMBHUM BIUIMB. BiANOBIAHO A0 LBOTO KPUTEPIIO MOPYIIEHHS MOXYTh OYyTH
PO3IiICHI:

Ha OOYMOBIIEHI BHYTpIIIHIMH (hakTOpaMu (TEpCOHANIOM MiAMPUEMCTBA, POOOTOIO
BJIACHUX 1H(POPMALIIHUX CUCTEM);

0oOyMOBJI€HI  30BHIIHIMU  (hakTOpaMu  (3JTOBMUCHUKAMM, L0 HE  MAalOTh
0e3rmocepeTHLOr0 BIAHOIICHHS J0 KOMIaHIi - BJIaCHMKA 1H(GOpPMAIlIHHUX aKTHUBIB,

OPUPOAHUMH (PaKTOpPaMH TOLIO).
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[HIIMM Ba)XXJIMBUM KPUTEPIEM € HASBHICTh HAMIpIB 3JIMCHUTH TOPYIICHHS.

BiamoBigHO 10 HHOrO BUIISIOTE:

iecTpsIMOBaH1 BIUIMBH (MOXXYTh OyTH 3[1MCHEHI SIK BJIACHUM MEPCOHAJIOM, TakK 1

30BHINTHIMH MPOTUBHUKAMHU );

BUIQ/IKOBI BIUIMBY (ITOMUJIKH KOPUCTYBayiB Ta aJMIHICTpaToOpiB, 3001 1 BHMAIKOBI

NOPYLIEHHS B po0OTI 001aIHaHH, HenlepeA0ayeH1 BIUTMBY IPUPOAHUX (DAKTOPIB).

Takox MOXKHa BHJIUIMTH HACTYIHI Ki1acudikalii 3arpo3:

1o o0'ekTax (mepcoHal, MaTepiaabHi Ta piHAHCOB1 KOIITH, iHGOpMaIIis);

10 BEJIMYMHI 30UTKY (IpaHUYHUMN, 3HAYHUN, HE3HAYHUN);

110 UIMOBIPHOCTI BUHUKHEHHS (BEJIbMU HMOBIpPH1, HMOBIpH1, MAJIOWMOBIPHI);

3a TUIIOM 30UTKY (MOpajibHUM, MaTeplaIbHUN) 1 AESIKI 1HILI.

OnHa 3 MOKIIMBUX MoJieliel Kiracudikallii 3arpo3 mpejacTaBieHa Ha

pUCyHKy 1.5.

MFTERR JARH TR,
i MPABDBLIE
& OPTAHMIALHOHHIE
O TEXHHUECKHE
& HHEEHEPHO-TEXHHUECKME
i APGOrPAMMHO-ANNAFATHLIE

MAOCAEACTRWA
FEARMIALIMH YIPOT

YUErE
COBCTEEHHHEY

Pucynox 1.5 - Mojaenb MOXIMBUX 3arpo3 CUCTeMi 1HPOPMAIIfHOT Oe3MMeKu Ta

OCHOBHI KJIACH METO/IIB 3aXUCTY

3a3BUuail KOPUCTYBadl MOXKYTh OyTH JIDKEpPEJIaMH TaKUX 3arpo3:

1. HaBMuCHa (BOYIOBYBaHHS JIOT1YHOI OOMOM, sIKa 3 4aCOM 3pYHHYE MpOrpaMHe

sIpo abo mporpamu) a00 HEHaBMUCHA BTpaTa ado CIIOTBOPEHHS JaHUX Ta iH(OopMaItii,
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"3;710M" CHCTEMU aIMIHICTPYBaHHS, KpaJIKKa JIaHKUX 1 [TapOJIiB, Iepeaya iX CTOPOHHIM
ocobaM 1 T. 1.;

2. HeOaXaHHA KOpUCTyBaya TMpaIoBaTd 3 1HQOPMAIIHHOI CHCTEMOIO
(HaityacTiie MposBISETHCS NP HEOOX1THOCTI OCBOIOBATH HOBI MOKJIMBOCTI 200 mpH
PO3XO/KEHHI MIXK 3allUTaMd KOPHCTYBadiB 1 (PAKTUUHUMHU MOXKIMBOCTSIMH Ta
TEXHIYHUMH XapaKTepUCTUKAMH) 1 HAaBMHCHE BUBEJEHHS 3 Jagy ii MporpamHoO-
arapaTHUX IPUCTPOIB;

3. HEMOXJIMBICTh IPAILIOBATH 3 CHCTEMOIO B CHIIY BIJICYTHOCTI BIJITOBiTHOI
MIATOTOBKU  (HEAOJIK  3arajbHOI  KOMIT'FOTEPHOI  TI'PaMOTHOCTI,  HEBMIHHS
IHTEpOpeTyBaTl  JIarHOCTUYHI  TNOBIAOMJICHHS, HEBMIHHS  MpaliOBaTH 3
JIOKYMEHTAIIIEIO TOIIIO).

OueBuIHO, 10 ePeKTUBHUM Cc110c10 00POTHOU 3 HEHABMUCHUMHU MOMMJIKAMUA —
MakKCHUMallbHa aBTOMAaTW3allisl 1 CcTaHAgapTh3alis, 1HPOPMALIMHUX MPOLECIB,
BUKOpHCTaHHA MpUcTpoiB "3axuct Bix AypHa" (Fool Proof Device), permamenTaris i
CTPOTHi KOHTPOJb i KopucTyBadiB. HeoOX1IHO TaKoX CTEXUTH 3a TUM, 11100 Npu
3BUIBHEHH1 TIpalliBHUKa MOro mpaBa AOCTymy (JOriyHOro 1 (I3UYHOTO) J0
1H(popMaIIHUX PeCypCiB aHYTFOBAIUCS.

Pe3ynbrati mpoBeNEHHS OLIHKKA PU3UKY Ta aHaNi3y 3arpo3 MOXKYTb OyTH
BUKOPHUCTAaHI MpU BUOOPI aICKBATHUX ONTUMAIBHUX METOJIB MapupPyBaHHS 3arpo3, a
TaKOX NpPH ayJuTl pealbHOro craHy iHdopmaiiitHoi Oe3neku o0'ekta. OnuH 3
MO>KJIMBHX aJITOPUTMIB MPOBEICHHS TAKOTO aHAIi3y, SIKUW JIETKO (popmarizyeThes i
AITOPUTMU3UPYETCA. 3aBISKH TAKOMY I1IX0Ty MOXKJIUBO:

* BCTAHOBUTHU MPIOPUTETH LLJIeH Oe3neKu A cy0'eKTa BITHOCHH;

* BU3HAYUTH TEPEITiK aKTyaIbHUX JKEPEN 3arpo3;

* BU3HAUUTH TIEPENiK aKTyallbHUX BPa3IUBOCTEI;

* OILIHWUTHA B3a€EMO3B'SA30K BPA3IMBOCTEH, JHKEpes 3arpo3 1 MOXKIMBOCTI ix
3M1MCHEHHS,

* BU3HAUUTH TIEPETiK MOKJIMBUX aTaK Ha 00'€KT;

* PO3pOOUTH CIIeHApii MOYKJIMBHX aTaK;

* OITUCATH MOKJIMBI HACIIJIKK peatizallii 3arpos;
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* pO3poOMTH KOMIUIEKC 3aXHCHMX 3aXOJIB 1 CHCTEMY YMpPaBIiHHSA

1H(pOopMaIiiiHOO 0€3MEeKOI0 MiANPUEMCTBA.

1.3 TlopiBHAJBLHUI aHAJNI3 ICHYIOUMX CHCTEM 3aXHCTy KOH(ixeHuiiiHoI

iH(opMalii B npUBaTHUX OpPraHizamisix

[TepeBaru Bukopuctanus CBA nopisHsHO 3 firewall’amu

Kosen 3aci0 3axucTy aipecoBaHO KOHKPETHIM 3arpo3i B cuctemi. binbie Toro,
KOXEH 3aci0 3aXMCTy Ma€ a0kl Ta CHIIbHI CTOPOHH. TUIBKM KOMOIHYIOUH 1X, MOKHA
3aXUCTUTHUCS B1Jl MAKCUMAJIbHO BEJTMKOTO CIIEKTPY aTak.

Firewall’u € MexanizamMamu cTBOpeHHsI 0ap’epy, 3aCTyHalouu BXiJ ACIKUX THUITIB
MepexkeBoro Tpadiky 1 103BosA0UM iHII BUau Tpadiky. CTBOpeHHS Takoro 6ap’epy
Bi10yBaeThcsl Ha OcHOBI mosituku firewall’a. CucTtemMu BHUSIBICHHS aTaK CIIy>KaTh
ME€XaHI3MaMH MOHITOPUHTY, CIIOCTEPEKEHHSI aKTUBHOCTI Ta MPUNUHATTS PILIEHb MPO
T€, UM € CIIOCTEPEKYBaH1 MO/I1i Mi103p1TUMU. BOHU MOXXYTh BUSIBUTH aTaKyIOUHX, SKi
001ty firewall, 1 BugaTH 3BIT Npo 1€ aAMIHICTPATOPY, KU1, y CBOIO YEPTy, 3pOOUTH
KPOKH II0JI0 3a1100IraHHs aTaku.

Cucremu BUSIBIIEHHS aTakK CTalOTh HEOOXIAHUM JIOMIOBHEHHSAM 1HPPACTPYKTypH
Oe3neku B KOXHIA opradizauii. TexHoJIOrii BUSBICHHS NPOHUKHEHb HE pOOIATH
cuctemy a0conoTHO Oe3neyHoro. [IpoTe mpakTuyHa KOPUCTH BiJl CUCTEM BHSIBICHHS

aTakK iCHy€, 1He MaJICHbKA, 10 AOBCACHO CKCIICPTHUM MCTOJJ0M OIIiHI-OBaHHSI y Ta6J'II/IIIi

1.2.

Ta6muis 1.1 - [opiBusiHHst MeToqiB CBA
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Xapakrepucruka CurHatypHi MmeToau MeToau aHOMAJIIH
MHOXHHA aTaK BHSBJICHHS 0OMexyeThbes] OOMexkenHs
BigoMuMHU BUAAMU MOKIIUBOCTSIMU
HaJalTyBaHHSI 1 Me-

TOJAaMH aHai3y

MmoBipHicTs mpomycky Cepenns CBA nnseka
aTaKu

VIMOBIpHICTE TTOMHII- Jyke HH3BKa Bucoka

KOBOI'O CITpallrOBaHHs

Bumorn 10 o6uwucino- Cepenni Bucoki

BaJILHUX PecypciB

BaxxnuBuM eleMEeHTOM B CHCTEMax BUSBIICHHS aTak € IIBUAKICTh PEaKIlii,Ino
BIJIOYBA€ETHCS Yepe3 MEBHI MPOMIKKH yacy, ToOTo nakeTHo. [IIBuakicTs peakiii Bka3ye
Ha Yac, 0 MUHYB MDXK MOJIIsIMU, SIKi OyJIM BUSBIIEHI MOHITOPOM, aHATI30M ITUX TOJIIN
1 peaKIi€lo Ha HUX.

VY cucremax, peakuis SKUX BIAOYBAa€TbCS uepe3 IEBHI NPOMDKKH dacy,
iHpopMamiiHUi TOTIK BiJl TOYOK MOHITOPHUHTY JO I1HCTPYMEHTIB aHali3y HE €
oesnepepBHUM. Y pe3yibTari iHbopMalis oOpoOseThCsl Coco00M, aHAJIOTIYHUM
KOMYHIKaI[iIHHIM cxemamu "30epertH i nmepeHanpaisaTi". bararo pannix host-based
CUCTEM BHUSBIICHHS aTaK BUKO- PHUCTOBYIOTH JaHY CXEMY XPOHOMETPaxKy, TOMY IO
BOHU 3ajiexaTh Bij 3anuciB ayauty B OC. 3acHOBaHI Ha IHTEpBaJl CUCTEMU HE
BUKOHYIOTb HISKHX JIIH, K1 € Pe3yIbTaTOM aHaJi3y MOIiH.

Real-Time (6e3nepepBHi) cUCTeMU BUSBIICHHSI aTak 00pOOJISIOTH Oe3MepepBHUIN
noTik iHpopMarii Bif mxepen. HaliuacTime 1ie € JoMiHyI04Y00 CXeMor B network-
based cucremax, siki OTpUMYIOTH 1H(OPMAITiTO 3 TOTOKY MepekeBoro Tpadiky. Tepmin
"peanbHUIl Yac''BUKOPUCTOBYETHCSI B TOMY K CEHCI, IO 1 B CUCTEMax YIpaBJIlHHSA
nponecoM. Lle o3Hauae, 110 BU3HAUEHHS IPOHUKHEHHSI, 110 BUKOHYETHCSI CUCTEMaMU
BUSIBJICHHS aTak B "peajbHOMY Yaci MPU3BOIUTH JI0 PE3YyIbTATIB JOCUTH MIBUKO, IO

JI03BOJIsIE BAKOHYBATH TIEBHI i B aBTOMAaTUYHOMY PEXHUMI.

Tabmuns 1.2 - IMOBIpHOCTI TIOIOIaHHS 3arPO3 PI3SHUMH 3aC00aMH 3aXHUCTY
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Mixwmepexe- | VPN CBA AHTUBIpYC
BUU €KpPaH LTI03
TpostHCBKI porpamu 0,96
Bipycu 0,92
DoS-araku 0,81 0,98 0,98
DDoS-ataku 0,62 0,79 0,97
MakpoBipycu 0,6
IP Spoofing 0,69 0,96 0,95
DNS Spoofing 0,92
WEB Spoofing 0,54
3axOIUICHHS 0,51 0,97 0,93
MEpEKEBUX ITiIKIIOUYCHD
Pi3H1 ckanyBaHHS 0,59 0,89
Mepexi
[Topymienus 0,95
KOH(1JEHIIMHOCTI TaHUX
ABTOMaTHYHUN 0,75 0,91
nia01p mapoJiiB
ATaku Ha 0,79
POTOKOIU
HeaBTopuzoBane 0,32 0,91
BUKOPHCTaHHS MPaB
HekonTtponboBane 0,33 0,61 0,81 0,64
BUKOPHUCTaHHS PECYPCIB
0,62 0,73 0,79 0,67
HeasropusoBane
BukopucTtanus AC
[IpocmyxoByBaHHA 0,92
MEpEexKi
[Inuryneske 113 0,54 0,97

Bub6ip CBA moBUHEH I'pyHTYBAaTHUCh Ha BUMOTaX, 110 BUCYBAIOTHCS 10 CUCTEMU

3aXUCTy 1H(pOpMAIlil B KOXKHOMY KOHKPETHOMY BHUMAJKy. [IpoBeaeHe nociiKeHHs Ta

MOPIBHSUTHHUH aHAJI3 Cyd4aCHUX CUCTEM BHUSIBIICHHS aTaK Ta 3a1l00IraHHs BTOPTHEHHAM
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MOKa3aB, IO MPH BIOCKOHAJCHHI ICHYIOUMX Ta IPOCKTYBaHHI HOBUX CHCTEM
HEOOX1JIHO BpPAaXOBYBaTH BH3HAYEHI BJACTUBOCTI, 3Ba)XalOUW Ha OCOOJMBOCTI

peanizaiii Ta GpyHKIIIOHYBaHHS 1HGOPMAIIITHOT CHCTEMH, K1 TiUISTal0Th 3aXHUCTY.

BucnoBku 10 po3aiay 1

Ha mieit yac aktyanpHUM € mUTaHHS 3a0e3neueHHs iHdopmarlliitnoi 6e3nexu. B
CBOIO 4epry, /il 3abe3rneueHHs 1H(QopMalliiiHoi Oe3neKku SIK OKPEeMUX IiINPUEMCTB,
TaK 1 JEp’KaBU B LIJIOMY BaKJIMBUM € MHUTAHHS OLIHKH PU3HKIB, SKI BUHUKAIOTh B
nporieci AiSUIBHOCTI mignmpueMcTB. JlJIsi OIIHKK puU3WKIB iH(oOpMariitHoi Oe3neku
BUKOPUCTOBYIOTBCA Pi3HI METOJIMKHM 1 CTaHAAPTU YNpPaBIiHHA 1H(OpMaALiiHUMU
pusukamu (YIP).

Ha meit gac icHyrOTh pi3HI METOJOJIOTIi, 3a JOIMOMOTOI0 SKUX 3I1MCHIOETHCS
OLlIHKa pU3HUKIB. byso mpoBeneHo aHai3 HalOIbII MOUIMPEHHX, & CaMeE:

* aHANI3 1 YNpaBIiHHSA PU3UKAMH — METOJOJIOTiS, SIKA BUKOPHCTOBYETHCS Y
Benuko6putanii — CRAMM,

* OIlIHKA aKTUBIB Ta Bpa3nuBocTi iHpopMmatiitHoi 6esnekn — OCTAVE;

* YIIpaBIIiHHA PU3UKaMHU B cucTeMi iHpopmaliiiaux texnomiori — NIST SP800-
30;

* METOJIM YIIpaBIiHHS pu3nkamu iHdopmariitaoi 6e3neku — SO / IEC 27005:
2011;

* OIliHKa pu3HKiB iH(opmamiitHoi 6e3nexu — ENISA.

Koxen 3aci0 3axucTty aapecoBaHO KOHKPETHIHM 3arpo3i B cuctemi. binbiie Toro,
KOXEH 3aci0 3aXUCTy Ma€ clnadKi Ta CHIIbHI CTOPOHH. TUIbKM KOMOIHYIOUH iX, MOKHA

3aXUCTUTHUCA BiI[ MAaKCUMAJIbHO BCJIMKOT'O CIICKTPY aTakK.
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2 MPOEKTYBAHHSA CUCTEMHU 3AXUCTY KOH®LJIEHIIAHOI
IH®OPMAIIIL B IPUBATHUX OPTAHI3AIIIAX

2.1 IlocTanoBKa 3a1a4i Ta BUOIp iHCTPYMeHTIB ii peasizamii

P03BUTOK MiAX0MAIB 10 pILIEHHS NPOOJIEMH 3aXUCTy 1H(POpPMALil MPOXOAUB Bl
3a0€3MeUeHHs 3aXUCTy Jinie (HOPMATBbHUMHU MEXaHI3MaMH, 10 MICTATh TOJIOBHUM
YMHOM TEXHIuHI ¥ mporpamui 3acobu B pamkax OC 1 CYBJl, uepe3 BUALICHHS
KEpyIOUOro KOMIOHEHTA, sijipa O€3MeKH, 1 pO3BUTOK HEOpMaTbHUX 3aC001B 3aXUCTY
10 GOopMyBaHHsS TOTJISIAYy HA 3aXUCT SIK Ha HEMEpPEepBHUI MpPOIIEC, 0 PO3BUTKY
CTaHAApTIB, IOCWICHHIO TEHJACHII] amapaTHOl peanizamii QYHKUIA 3aXUCTy,
(dhopMyBaHHIO BUCHOBKY IPO B3a€MO3B'sI30K 3aXUCTY 1H(OpMAaIlii, apXiTEeKTypH CUCTEM
KOMNIEKCHO20 nidxody, 10 € BU3HAYAJIbHUM Ha Cy4aCHOMY eTari po3BUTKY [3,4,23].

Cucremarmsaliis BiIOMOCTEHl Tpo 3a0e3meueHHs Oe3neku iH(opMaIiiHux
TEXHOJIOT1M, MUTaHHA B3aeMOAIl NpH (PYHKIIOHYBaHHI KOHKPETHHUX MEXaHI3MIB
3axXuCTy 1H(popMarllii HeOOX1THO MIPUBOJATH 10 BUCHOBKY PO 00OB'A3KOBICTh BUMOTH
CHCTeMHOCTI MIiAXOAy JO 3axucTy iH(opMmamii SK peryJspHOro mpolecy,
3MIIACHIOBAHOTO Ha BCIX €Tarax >KUTTEBOrO LMUKIY 1HGOpMAIitHOI cucTeMH, 3HeBara
SKUM Oe3mocepeHIMA KOPUCTyBadaMH 3aBla€ 3HA4yHOI mmKoau iH(opmarii, ska
3axumaerbes [1,2].

[lin cucmemmuicmio PO3yMIETbCSA TMOSCHIOBAJIBHUN MNPUHIUI HAYKOBOTO
Mi3HAHHS, [0 BUMAarae JIOCHIHPKCHHS SBHUIN y iXHIM 3aJIe)KHOCTI BiJ BHYTPIIIHBO
3B'SI3aHOTO IIJIOTO, SIKE BOHH YTBOPIOIOTH, 3100yBalOUN 3aBJISKH 1IbOMY MPUTaAMaHHI
I[IJIOMY HOB1 BJIACTHUBOCTI. BHKOpHCTaHHS IILOTO OCHOBHOTO MPHUHIIUITY B Teopii
3axucTy iH(hOpMaIlil Ja€ MOKIIUBICTD JIJISi HAYKOBOTO OOTPYHTYBAHHS CTPYKTYpHU3allii
MPOIIECIB 3aXKCTYy, BPaXOBYIOUH IX B3a€EMO3B'SI30K 1 B3a€EMOBILIHB.

[Tim KOMIUIEKCHICTIO CHUCTEMHU 3aXHCTy iHopMaIlii po3yMmieThcsi KOMOIHAIISA

HACTYITHUX 3aXo/IiB [3,4]:



37
3akoHO/AaBUI 3aX0/1u. BukopucTaHHs 3aKOHO/IaBUMX aKTIB, IO PETIaMEHTYIOTh IpaBa
1 00OB'I3KM (PI3UYHUX 1 IOPUAMYHMX OCIO, a TAaKOXK JEpKaBU B 00JIACTI 3aXUCTY
1H(pOopMaIii;

MopanbHo-eTnuni 3axoau. CTBOpeHHS ¥ MiATpUMKa Ha O0O0'€KTI Takoi MOpaibHOI

atMocdepH, y Kl TOpyIIEHHS perjaMeHTOBAHUX MPaBUJI MOBEAIHKH OIIHIOBAIOCS O

OUIBLIICTIO CIIBPOOITHUKIB HETAaTHBHO;

®i3znyni 3axoau. CTBOpeHHs (GI3MYHHUX MEPENIKo I JOCTYIMy CTOPOHHIX OCi0 10

OXOPOHIOBaHOT 1H(OpMAIIiT;

AnMiHicTpaTuBH1  3axoau. Opraxizaiiss  BiJNOBIAHOTO PEXHUMY  TAEMHOCTI,

IPOMYCKHOTO i BHYTPIIIHBOT'O PEKUMY;

TexniuHi 3axonu. 3acCTOCYBaHHsS EIEKTPOHHHUX 1 IHIIMX 3acO0IB NI 3aXHUCTY

1H(bOopMallii;

Kpunrorpagiuni 3axomu. 3actocyBaHHA MM(pyBaHHA ¥  KOAYBaHHS I

NPUXOBYBaHHA OO0pOOIIOBaHOI U TepedaHoi iHGopMailii BiJ HECAHKIIIOHOBAHOTO

JOCTYTY;

[TporpamHi 3axou. 3aCTOCYBaHHS MPOrpaMHUX 3aC001B pO3MEKYBaHHS TOCTYITY.
ITepepaxoBaHi 3ax0/11 Y CBOiii KOMOiHAIlT HEOOX1THO IPUBOAATH 10 BUCHOBKY,

10 KOMIUIEKCHICTh CUCTEMH 3aXHUCTy 1H(pOpMallii Moke OyTH JOCITHYTa JUIIE MpU

B3a€EMOY3IO/)KyBaHI yd4acTi B pIIIEHH] BIANOBIAHUX 3aJad Npo(ecioHamlB —

KEepIBHUKIB, (paxiBIIiB, K1 3a/115HI B IIporiecax 300py, nepenadi, 30epiraaas, 00poOKu

1 BUKOpUCTaHHS 1H(pOpMallii, a ePeKTUBHE BUPIIIECHHS MPOOJIEM 3aXUCTy MOMIMBO

TUIBKY TPY HASBHOCT1 PO3BUHEHOTO 1 aJIeKBaTHOTO HAyKOBOTO 0a3ucy.
CucTeMHO-KOHIIENTYalbHUM  Tiaxia [4], BU3HAUYae OCHOBHI BHMOTH JI0

KOMILIEKCHUX CUCTEM 3aXUCTy iH(popMallii, cepel IKux:

BUKOPHUCTAaHHS KOMILUIEKCY MTPOrpaMHO-TEXHIYHUX 3aC00IB 1 OpraHi3alliHUX 3aX0/I1B;

HAJIHHICTh, TPOAYKTUBHICTh, KOH(PITYPOBAHICTH;

€KOHOMIYHA JTOIIJIbHICTD;

MO>KJIUBICTD YOAOCKOHAJTFOBAHHS
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e 3a0e3medyeHHs PO3MEXYyBaHHSA JOCTYyNmy J0 KOHQiAeHIiHHOi 1Hdopmamii 3

B1JIBOJIIKAHHSIM TIOPYIITHHKA HA XUOHY 1HGOPMAIIIIO;

B3a€EMO/Iisl 3 HE3aXUIICHUMH KOMI'TOTEPHUMH MEpeXaMH 3a BCTAHOBICHUMH MIJIs
[[bOT'0 MPaBUJIAMH PO3MEXKYBaHHS JOCTYILY;

3a0e3nedeHHs] TPOBEACHHS OOJIKY W pO3CIiyBaHHS BUMAJAKIB MOPYIICHHS O€3MeKH
1H(pOopMaIlii B KOMIT'IOTEPHUX MEPEXKax 1 T.JI.

Ornsan cy4acHOTO CTaHy ¥ IUIAXIB PO3BUTKY METOJIB 1 3ac001B iHMOpMaIiitHoi
oe3neku [3,4], mpoBeAeHUI 3 BUKOPUCTAHHSIM €IMHOTO CHCTEMHO-KOHIENTYaIbHOTO
NiIX0y, NPUBOAUTH 10 BUIAUIEHHS B NMpPEAMETHIN ramysi 3axucty iHpopmamii (3I)
TPHOX 1€papXiil: CTPYKTYpHOI (pUCYHOK 2.1), IpUUUHHO-HACTIIKOBOI (pUCYHOK 2.2) i
byHKUIOHANBHOT (pUCYHOK 2.3), 110 CTPYKTYpPYE 1 3HAYHO TOJIETIIy€ BUBYEHHS WU
aHaJ13 MPOILECIB y JIaHii ramys3i.

[Topanpiiie BIOCKOHATIOBAHHS TEOPIi 3aXMCTY OYEBUIAHO IMOB'SA3aHE 3 OOIIKOM
HOBUX OOCTaBMH, XapaKTEPHUX JJIsl CY4aCHOrO MEPIOAy PO3BHUTKY 1H(popmaTHh3ali
CyCHLIbCTBA:

CnocrepexxyBaHi B OCTaHHI POKM TEHJEHIII B PO3BUTKY 1H(OpMaALIAHUX
TEXHOJIOT1i BEYTh A0 MOSBH AKICHO HOBUX (1H(opmaliiiHux) popm 60poTHOHU, y TOMY
YUCII 1 Ha MDKJIEp)KaBHOMY PiBHI. Y CHITY IIbOT'O BCE OLIBINY aKTYaJbHICTh 3100yBa€
HEe TUIBKHU 3aXUCT 1HGOpMaIllli, aje W 3aXUCT JroJeH 1 TeXHIYHUX (TOJIOBHUM YHHOM,
CJICKTPOHHUX) CHUCTEM BiJl PYWHYIOUOTO BIUIMBY iH(oOpMaIii, y 3B'I3Ky 13 4YUM
dbopmyeThes 3a1a49a 3a0e3neueHHs iHhopMaIliitHoi 6e3MeKH SIK OpraHiYHOi CYKyITHOCTI
3aJ1a4 3aXUCTy 1HQopMaii i 3axucTy BiA iHpopmanii . 3axuct Big iHGopMalii nosrae
y BUKOPUCTaHHI CICMIAIbHUX METOIB 1 3ac0o0iB 3 METOI TOMEpe/KEHHS abo
HeWTpasizallii HEeraTUBHOIO BIUIMBY Ha €JIEMEHTH cHCTeMu (JIIoAed 1 TEeXHiuHi
KOMIUJIEKCH) 1H(pOpMallii, sIK HasIBHOI BCEpEAUHI CUCTEMH (T€HEepYeEMOi, 30epexeHo1,
00poOroBaHOi ¥ BUKOPHCTOBYBAaHOi), TaK 1 TOi, IO HAAXOJWTHh 3 30BHINIHBOTO
cepesoBUINa (3aXUCT CUCTEMHU BiJl iHPopMaIlii), a TAKOXK MOTEPEHKEHHS HEraTUBHOTO
BIUTUBY BUXIAHOI iHGOpMAIl CHUCTEMU HA €JIEMEHTH 30BHINIHBOTO CEPEIOBHINA
(iHpopmariitHa exosorisl). AKTyalbHICTh I[l€1 YaCTHMHM 3arajbHOi MpoOJieMu

1H(popMarliiiHoi Oe3MeKku MoJsirae B ToMy, 110 1H(QOpMallid 37aTHA TaKk BIUIMBAaTH Ha
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JrOeH 1 TEXHIYHI KOMIUIEKCH, 1110 PE3YJIbTaTH MOYKYTh HOCUTH HE IPOCTO HETaTUBHUM,

a TpariyHuii 1 HaBITh KaTacTPOPIYHUI XapaKTep;

IIpobnena 31
Texmigm
sacobu 31
Crocih Ham Cnocib saxuc Busenenua
287 = harTy Hamagy
b 3 -
(pobrena sone™ | |Comosma npofinenad) Mpongiazis, o

Dopma npegcTaEneHEA 1HDop Ma

e ' o ' EnexrpomarmiTuni
Bigecindopmania AvmoiadopMania EIpoMar el
Dopuma . Hootn | CTan iHQopMa-
EINHEY Ha iEdop Mami .
1HopMALEo [11H HOTo Mac HEH
I
SbepranHA
; Ilepenaua,
| Fomirors arrrs | | CIIOTE O #HELT | | SHFOIEHEHA I obpobra

Pucynok 2.1 - CemantrnyHa cxema npooieMu 3axucTy iHhopmMarii 3 mo3uIlini

CTPYKTYPHOI i€papxii

e 3 caMOro TMOYATKy pETYJSIPHOTO BUKOPUCTAHHS AaBTOMATH30BAaHUX TEXHOJIOTIH
00poOku 1H(oOpMaIlii aKTyaJbHOI € 3ajada 3a0e3nedyeHHsT HEeoOXIJHOi SKOCTI
iHpopmamii. I3 yacoMm akTyanbHICTH JaHOI 3ajadl 3pocTae, a cama 3ajada
YCKIATHIOETHCS;

e OcHOBHa yBara Ha HOBOMY €Talll PO3BUTKY Teopii 3axucty iHopmaIlli MOBHHHA
OPUIUISATACS  BJOCKOHAJIIOBAHHIO HayKOBO-METO/I0JIOTIYHOTO Oazucy i
IHCTPYMEHTAJILHUX 3ac001B, 10 3a0e3MeuyloTh PIIIeHHS Oyab-SIKUX BHUHUKAIOYUX

3a/1a4 Ha peryJIsipHiil OCHOBI.



IIpobnena 31

TexarH
zacobn 31
Meton puaEnerHa| | 3 puAeneHHAM IlocTifine
harTy Hamagy DaKTy Hamamny P AITROEOHEL
; = SAXHCT By KO-
Peantzye cnocobn Hepe,u;gaqwaHHH e Rt
SEEHCTY CIIoci Hamamy HA, *HHIEHHEA
(CTad iHQopMa-
MAHCTG MACHEY
DopMa npegoTaE-
NeHHA 1H{opMami
ObMeReHHA Mepenmcona ‘e OnepaTHEHE
ACCTYILY SHHIEHHA

Pucynok 2.2 - CemanTiyHa cxema npoojeMu 3aXucTy iHdopmallii 3 mo3uiini
MPUYUHHO-HACIIKOBOI 1€papXxii

[Tornubnene BUBUYAHHS npobeMu BIIOCKOHATFOBAHHS HayKOBO-
METOJIOJIOTIYHOTO 0a3ucy Teopii 3aXUCTy iHGOpMAIIil TPUBEIO 10 BUCHOBKY, 110 BXKE
B 1Ie/ Yac 1 B MEPCIEKTUBI BUPIIICHHS IPOOJIEM 3aXUCTY 11033 OPTaHIuHUM 3B'SI3KOM 3
pilieHHsIM OLIbII 3arajJbHuX MpobseMm (1HGopMaliiHUX TEXHOJIOrIH, IHPopMaTu3arii
CyCHuIbCTBA 1 T.JI.) MOXE TMPHUBECTH JO HEaIeKBaTHUX pe3ynbTaTiB. Cepio3HICTh
JIAHOTO MMUTAHHS BU3HAHA HACTIJILKU IPYHTOBHOIO, 1110 HOTO PillICHHSI TOBHHHE BECTHUCS
3 BUKOPUCTAHHSM IHIIWX, Y TOPIBHSAHHI 3 KOJUWIITHIMHU, IHTEHCHBHHX IT1IXOJIB.
[HTEeHCUMBHUHN MiIX1] TPUITYCKAE OopraHizaiiio 3axucTy iH(opmarllli Ha Bcix 00'ekTax
BIJIOBIJTHO JI0 JI€SAKOI €IMHOI, HAYKOBO OOI'pYHTOBAHOI KOHIIEMIIii, Ha BiJMIHY BiJ

eKCTEHCHUBHOTO MIJIXOMy, SKHH Yy CBOEMY «YHCTOMY BHJ1» O3HAUYa€ HE3AJICKHY
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OpraHizalilo 3aXHCTy Ha KOXHOMY o00'ekTi. Ilepexim 10 1HTEHCHBHHUX CHOCOOIB
3aXUCTY O3HAYa€ IICCIPSMOBAaHY peai3allilo BCiX JOCATHEHb TEOpii il MPaKTUKU B
obiacti iHpopmarliiiHoi 6e3rmekn. Mo)kKHa BHAUIMTH HAaCTYITHI OCHOBHI ITOJIOKCHHS,
MpakTHUYHA peaji3allis SKUX O3Hauyae Iepexis A0 IHTEHCHBHHUX CIOCOOIB 3aXHUCTY

1H(pOopMaIIii:

IIpobnema 31
TexarH
zacobn 31
Binuoenenna  3axHCoT
iHthopwMad i thopmami
ObmexeHHA Onepatuere |, . .| [octanoEka
OOCTYIIV SHHLIEHHA IER IO
Maponi P 03 DAy E AR HTRI0EA
EOHT{ QA0 CTYITY CTIAMEOE AHET ETIEETH OMATHITHA
TP OTH AR T CEITIIOEA
sacofm pozapibmerrs

Pucynok 2.3 - CemanTnyHa cxema npooyeMu 3axucty iHhopmarii 3 mo3uiin

(GyHKLI0HATBHOT 1€papXii

e CTpyKTypOBaHMI OIKUC CEpPEAOBUIA 3aXUCTY, SIKHH HEOAMIHHO POOUTHCS Mepen
Oe3nocepeHIM PILICHHSIM MNHUTaHb 3aXUCTy. Takuil OomUC MPEACTaBIsE€ CTPYKTYpPY
00'eKTa, 110 3aXHINAETHCA, 1 TEXHOJIOTII0 00pOOKH iH(pOopMaIlii Ha HBOMY;

e Bcebiunnii 1 KUTbKICHUN aHaNi3 CTYIEHs Bpa3iuBoCTi iH(opmarllii Ha o0'ekTi. Takwuii
aHayi3 HEOOX1MHMM g OUTbII O0'€KTUBHOI OLIIHKM pealibHUX 3arpo3 iHdopmarii i
HEOOXITHUX 3yCWJIb 1 BUTPAT HA 1i 3aXUCT. MOXIWBE BUKOPUCTAHHS, HAMPUKIA],

METO/10JI0T1i OI[IHKM BPa3JIMBOCTI IHPOpMaIlii, [0 MICTUTh TPU EJIEMEHTH '
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CUCTEMU MOKA3HMKIB BPA3JIUBOCTI,
CUCTEMHU 3arpo3 iHpopmaiiii,
CHUCTEMHU MOJICJIC BU3HAUEHHS MOTOYHHX 1 MPOTHO3YBaHHS OYIKyBAaHUX 3HAY€Hb
MOKA3HHUKIB BPA3JIMBOCTI.

Opnnak HEOOX1AHO BIA3HAYUTH, IO MPAKTHYHA peaji3alis 3anporOHOBaHOI
METOJ10JI0T1i MOTpedye MOAOMAHHS BEJIMKUX TPYIHOIIIB, MOB'SI3aHUX 3 (POpMyBaHHSIM
0a3 BXIJIHUX JaHUX, HEOOX1THUX JIJIsl 3a0€3IeUeHHs MOJIeJIel OIIHKY BPa3IMBOCTI;
HaykoBo o00rpyHTOBaHE KIJbKICHE BHU3HAYEHHS HEOOXIJHOTO pIBHSA 3aXUCTy Ha
KOXKHOMY KOHKPETHOMY OO0'€KTI W Yy KOHKPETHHMX MIHJIMBUX YMOBaX WOTO
(GyHKL10HYBaHHS.

[IpakTnyHa peam3zanis M[epexoay A0 IHTEHCHUBHUX CIOCOOIB 3aXHCTy
HEMOXKJIMBA 0e3 BCeOIUYHOT pO3POOKH TEOPETUIHUX OCHOB MOOYIOBH CHUCTEM 3aXHUCTY
1H(opMallii, Kl € 1yxe CKIaJHUMHU 1, He3BaXKAl0UM Ha aKTUBHI JOCHIIKEHHS B 11
IpeAMETHIM raiay3i, Ie AaJeKi BiJg JOCKOHAJIOCTI, 0€3 3aJydyeHHS YHCICHHHUX 1
PI3HOMAHITHMX MaTE€MaTUYHUX IHCTPYMEHTIB i1 (OPMaIBbHOIO MPEACTABICHHS
1H(pOpMaLIHUX CUCTEM 1 Oprasizauli e(eKTUBHOIO aHaNI3y iX CTaHy W TEXHOJOTIi
(GyHKITIOHYBaHHS.

Onmna 31 crnpo6 Qopmanizanii aHamizy CHCTEM 3axucTy iHdopmarii B
EJICKTPOHHUX CHCTeMax 00poOKH manux Oyna 3pobieHa A.A.I'pyiiio , Ae Sk OCHOBHU
MaTEeMaTUYHUN 1THCTPYMEHT BUKOPUCTOBYETHCS TUCKpeTHAa MaTeMaThka. OCHOBHUM
METOJIOM JIJIsl PIIICHHS 3a/1a4 aHali3y ¥ CUHTE3y 1H(POpMAIliHHUX CUCTEM BHUCTYIIAE
lepapxigyHUl METO, IO JTO3BOJISIE MAKCUMAIBLHO HAOIHM3UTH MPOBEJCHI TEOPETHYHI
JTOCTI/DKEHHST 710 1XHBOI TMpaKTUYHOI peai3aiii B  MpoOIECl CTBOPECHHS
aBTOMAaTU30BaHUX 1HPOPMALIMHUX CUCTEM, III0 BUMAraloTh NPOEKTYBaHHs, TOOYI0BH,
MIATPUMKY B TPaIe3qaTHOMY CTaHl BEIMKOTO MPOrPaMHO-arapaTHOTO KOMILIEKCY.
CknafHICTh IMX CHCTEM Taka, II0 MOTpiOHAa po3poOKa CHeIiaabHOi TEXHOJOTIT
NPOEKTYyBaHHS i iX MOOY/1I0BH, OCHOBHUM 1IHCTPYMEHTOM SIKO1 1 € iepapXi4yHUI METOI.

JI1st IpoBeAICHHS JTOCTIKEHD 1 OJCp)KaHHS MPAKTUYHUX PE3YyJIbTaTiB B 00'€KT
JOCIIIJIKEHHS 32 Ha3BOIO 1H(POpPMaLlisi BHOCUTHCS CTPYKTYpa MOBU (MOBa — MHOXHHA

MPaBUWIBHUX CIIB y JesAKoMy andaBiTi), M0 Ma€ MTYYHUN XapakTep, aje J03BOJIE
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TOBOPUTH PO 1H(GOPMAILIIIO K MPO TUCKPEeTHY cuctemy. OcHOBOIO 11 hopmaizamii
€ mpencraBieHHs iHdopMalii i ctaHy OyJb-IKOTO OOJaHAHHS B OOYMCIIIOBAJIbHIN
cuctemi y BUrisiai cioBa. IleperBopenHs iHbopmarii # 3MiHA CcTaHy O0JIaTHAHHS
Ipe/ICTaBIA€ BiJOOpPaXeHHs CJIOBa B 1HIIE CJIOBO BUKOPUCTOBYBAHOI MOBH, LIO A€
MOJIMBICTh y3arajJbHUTH TOHATTS 1HGoOpMalidHOro mneperBopeHHs. OpHak y
3aMpONOHOBAHOIO MIJIXOY € PSJ CYTTEBUX HEOJIKIB:
Crioci6 MoJenoBaHHs MEPETBOPEHHs 1HQopMalii W CHUCTEMH HE Ja€ MOKIUBOCTI
BU3HAUYUTH CUIIy IEPETBOPIOKOYO] /i1 HA PO3TISHYTI 00'€KTH, CTYIMIHb 3MIHH O0'€KTIB,
TOOTO HACIIJIKY JIiH;
Onuc nepeTBOPeHHs JaHUX € CIOBOM MOBH. Lle He 1ae MOKITMBOCTI IMHAMIYHO1 3M1HU
MHO>XHHH MOKJIUBHX TIEPETBOPEHB, TOMY 110 HOBE MTEPETBOPECHHS MOKE HE BUSBUTHCS
PaBUJIHLHUM CIIOBOM Y alhaBiTi;
[To HasiBHUX ommcax 00'€KTIB Y BUTJISI CIIB HEMOXJIMBO OJJHO3HAYHO BU3HAYUTH, YU
pI3HUM 00'€eKTaM BIJIMOBIJIAIOTH 111 OMKCH 200 PI3HUM CTaHAM OJHOT0 00'€KTa;
ITpu omuci crany oO'ekTa y BHUIVISIAI CJIOBa HE MOXHA 3pOOMTH BHCHOBOK IO TE€,
HACKUJIbKH CTaH 00'€KTa CTIMKWM, 9y TJAUBUM a00 HEUYTIMBUM € 00'€KT 10 30ypHUX Hii;
CKpYTHHM € BBEJICHHS MOHATTS BiJICTaH1 (METPUKH) MK PI3HUMU 00'€KTaMu (PI3HUMH
CTaHaMU O0'€KTIB), IO J03BOJIMB OM aJl€KBAaTHO OI[IHIOBATH CTYMIHb OJU3BKOCTI MIXK
HUMU.

Hageneni Henomiku poOsATh 3alIPONOHOBAHUN MAX11 HECITPOMOXKHUM JIJIs
pillICHHS TMHUTaHb BCEOIYHOTO aHai3y CTaHy CHCTeM 3axucty iHdopmamii 3
BUKOPHUCTAHHAM iX (hOPMaIBHOTO MPECTaBICHHS.

dopmanizariiis aHanizy iHGOPMAIIMHUX CUCTEM HEOOXiJAHA TaKOX IS
noOyZI0BM ONTUMAJILHO1, TOOTO TaKol, sika B MepeadadyBaHUX yMOBaX MIOHAWKpAIIe
32/I0BOJIBHSIE YMOBaM pPO3IJITHYTO1 3ajadvi, cuctemMu 3axucty iddopmarii. JloOpe
BIJIOM1 TPYHOILI [TPX CTBOPEHHI TaKOi CUCTEMH:
HASBHICTH IIJICCIIPSIMOBAHOI TPOTHU/IIT 3 O0KY TPOTHOOPUOT CHCTEMH, CTIOCOOH i SAKOT
HEB1J0MI JTOCIIITHUKOBI;
HEJ0CTATHS BUBYCHICTD JICSIKUX SIBUIIL, IIIO CYITPOBOJKYIOTH TIpoIiec (QYHKIIIOHYBaHHSI

CUCTCMHU 3aXUCTY,



44
HEYITKE ySBJICHHS METH OTepallii;
CKJIQJIHUM OMNOCEPEKOBAHUM B3a€MO3B'SI30K TMOKA3HMKIB SIKOCTI CUCTEMH 3aXHUCTY
1H(popMallii 3 MOKa3HUKaMHU SKOCT1 iHPOPMALIIITHOT cUCTEMH;
HEOOX1JHICTh BpaxyBaHHsS BEJIUKOI KUIBKOCTI MOKa3HUKIB (BUMOI') CUCTEMH 3aXHUCTY
1H(opMarii mpu omiHIll ¥ BUOOPI iX parlioHaILHOTO BapiaHTa;
MePEBAXKHO SIKICHUHN XapaKTep MOKa3HUKIB (BUMOT), IO BPAaXOBYIOThCS MPH aHAI31 i
CHUHTE31 CHUCTEMHM 3axXHUCTy I1H(pOpMaIlli, B3aEMO3B'SI30K 1 B3a€EMO3AJCKHICTh IUX
MOKA3HMKIB (BUMOT), K1 MAIOTh CYNIEPEWINBUMA XapaKTep;
TPYAHOILI MPU OACP’KaHHI BXITHUX JaHUX, HEOOX1THUX JIJIs PIIlICHHS 3a7a4 aHai3y U
CHUHTE3Yy CUCTEM 3aXHCTy 1H(popMaIllli, 0COOJIMBO HA paHHIX eTanax iX MPOEKTYBaHHS.

Xoua Bce 1me poOUTh HEe(PEKTUBHUM 3aCTOCYBaHHS TPATUIIAHUX B 00JaCTi
iHdopMarliiiHoi Oe3leku MaTeMaTUYHMX 1HCTPYMEHTIB, TaKUX SIK METOJHU
MaTEMaTUYHOI CTAaTUCTUKU W Teopii MMOBIPHOCTEH, a TaKOX KIACHYHUX METO/IIB
onTHUMI3alli AJisl PIICHHS 3a]a4 MOJICTIOBaHHS, aHali3y ¥ CHHTE3y CUCTEM 3aXUCTY
1H(popmaii, Taki cripoOU Bce-TaKu poOJIATHCS.

Tak TpoOMOHYEThCS y3arajdbHEHAa MOJENb MPOIECIB 3axUCTy 1H(OopMaIri.
OnTUMaNbHICTh CUCTEMHU IHTEPHIPETYETHCS BIANOBIIHO IO 3arajlbHUX MOCTAaHOBOK
ONTHMI3alIMHUX 3aJa4: MpU 33JaHUX pecypcax 3a0e3lmeUYuTH JIOCATHEHHS
MaKCHUMAaJIbHOT'O pe3yJbTaTy abo 3a0€3MeUnTH NOCATHEHHS 3a/1aHOT0 Pe3yJIbTaTy Mpu
MIHIMaJIbHIM BUTpATI pecypciB. TakuM YHHOM, Y KO)KHOMY pa3i TyT HAEThCS JULIE PO
HAWOUIBIN parlioHaIbHe BUKOPUCTAHHS PECYPCiB, BUAUTIOBAHUX 200 HEOOXITHUX IS
3axucty 1Hpopmarlii. HaBenena monens HisK He BigoOpakae arpiopHy CTIHKICTb
HasIBHOI CHUCTEMHM JI0 MOXKJIMBHX 3arpo3, CTYMIHb ii «pyWHYBaHb» MPHU 3aCTOCYBaHHI
TUX a0o iHImUX 3arpo3. Kpim Toro, mobd peaslbHO CKOPUCTATUCS ITIEI0 y3araIbHEHOO
MOJICJUTIO TIOBHMHHI OyTH BiOM1 ()YHKITIOHAJIBHI 3aJISKHOCTI 3HAYEHb BBEJCHUX B
MOKA3HMKIB 3aXMIIEHOCTI Bl MapaMeTpiB CHUCTEMM i 30BHILIHBOTO CEpPEJOBMINA U
3aJIEKHICTh CAMHX TapaMeTpiB BiJl pO3MIpIB pecypciB, BKIAJEHUX y BioOpakyBaHi
HUMH mporiecu. OAHAK CTpore BUKOHAHHS IIMX BHUMOT MPAKTUYHO HEMOXKIIWBE,
eKCIIEPTHI K OI[IHKM HE TapaHTYIOTh HEOOXIHOI TOYHOCTI, IO € CEepHO3HUM

HEJO0JIIKOM 3alpONOHOBAHOI y3araabHEHOI MOJIEN1 MPOLECIB 3aXUCTy 1H(hOpMaIlii.
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[Iupoko pO3NOBCIOHKEHUM 1 YACTO BUKOPUCTOBYBAHUM y CyYaCHUX HAYKOBUX
poboTax, MPUCBIYEHUX PIIICHHIO 3a7a4 aHajidy, CHHTE3y ¢ MOJeIOBaHHs
1H(MOpMAIIHHUX CUCTEM 1 CHUCTEM 3axHcTy iHdopmarlii, € miaxia, mo 0a3yerbest Ha
Teopii HEUITKMX MHOXMH. Ha mepmuii morsia, 1e oO0rpyHTOBaHO U JjoriuHo. Ha
BIJIMIHY B1JI MATEMAaTUYHOI CTATUCTUKHU 1 TE€Opii IMOBIPHOCTEH, 1110 BUKOPUCTOBYIOTh
CKCIIEpUMEHTAIbHI JaHi, BOJOMIIOTh IIEBHOK TOYHICTIO W BIPOTIAHICTIO, TEOPIs
HEYITKUX MHOXXHH Ma€ CIpPaBy 3 <JIIOJCBKAMU 3HAHHSAMH», SKi Ha3WBAIOTHCS
eKCIIepTHOIO 1H(popMartiero. OCHOBHI ITOJIOKESHHS TEOPii HEUITKUX MHOYKHH, 1110 MalOTh
NPUHIIAIIOBE 3HAYCHHS JJIS PIIICHHS 3a]a4 3aXuCTy iHdopmallii B cydacHId iXHIN
NOCTAHOBIII.

ArmapaT HEUITKMX MHOXXHH 1 HEUITKOI JIOTIKM 3aCTOCOBYETHCS JUISI PIIICHHS
3a/1a4, y SKUX BX1JH1 AaH1 morado gopmanizoBani. Jlo Takux 3aa4 HaJIEKaTh ¥ 3a71a4l
oOnacTi 1H(popmarliiiHoi 6e3nexku. CWIIBHUMH CTOPOHAMH TaKOTO MiAXOAY €:

OTHC YMOB 1 METOIY PIIICHHS 3a7a4i MOBOIO, OJIM3bKOI0 10 TPUPOIHOT,
YHIBEPCAIBHICTh: 3THO 31 3HAMEHUTOIO TeopeMoto, noBeneHoro b.Kocko B 1993 p.,
Oyab-sika MaTeMaTUYHA CUCTEMa MOKe OyTH alpOKCHUMOBaHa CHCTEMOIO, 3aCHOBAHOIO
Ha HEYITKIH JOTII;

e eKTUBHICTH (TOB's13aHa 3 YHIBEPCAIBHICTIO), 110 TIOSICHIOETHCS CYKYITHICTIO TEOPEM,
aHAJIOTTYHMX TEOPEMaM IPO MOBHOTY JIJIS ITYYHUX HEHPOHHUX MEPEK.

Onnak, MaTeMaTHYHA MOJICIIb, ITO0OYT0BaHa Ha 0a31 HEUITKUX MHOXKHH, HE MOXKE
OyTu mo30aBieHa HEJ0JIKIB caMoi Teopii. Teopii HeUITKUX MHOXKHH MPUTAMaHHI TaKi
0COOJIMBOCTI, K MPUBOJATH A0 MPUHIMIOBUX MPOOJEM Yy Mpolieci BUKOPUCTAHHS ii
SK THCTPYMEHTa MOJICTFOBAaHHS HEBU3HAUCHUX TapaMmeTpiB CKIaaHuX cuctem. Ha mi
poOJIeMH HE OJIMH pa3 3BEPTalU yBary sSK MPUXUIBHUKH, TaK 1 CYIIPOTHUBHUKH ITi€l
Teopii . AKCIOMaTUYHI OCHOBH TE€OP1i HEUITKUX MHOXXHH HE JI03BOJIAIOTh 3HAUTH TaKy
IHTEPMpPETAaLiI0 CTYMEeHs TMPUHAJIEKHOCTI HEUITKIA MHOXKHHI, 00 oJepXaTu
00'ekTHUBHE JKepesio (a00 po3paxyHKOBHUM aJIrOPUTM) JJIsl BUSHAYEHHS BIAMOBITHUX
GYHKIIH TPUHAIEKHOCTI, K [I€ Ma€ Miclle, HaANpHUKIad, I (YHKIIA pO3MOILTY
HMOBIpHOCTEH y Teopii MoBipHOCTEH. ToMy eKCHepTHI OIIHKH CTAHOBJISITH €JIUHE

JOKEPENIO OJiepKaHHs (DYHKIIM MPUHATIEKHOCTI HEUITKUX MHOXHWH, a cama (QyHKIIs
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MPUHAJICKHOCTI MPEACTABIsAE CY0'€KTUBHY Mipy BIAMOBIAHOCTI €JIeMEHTa MHOMHHI.
KpiM Toro, akciomaTuka Teopii peani3oBaHa TaK, IO L TEOpis HE MAaE€ 1CTOTHHUX
dbopmanbHUX 3ac001B 1711 OOMEXKEHHs BIUTUBY CyO'€KTMBHUX PIIIEHb €KCIepTa Ha
pe3yibTaT BU3HAYEHHS (QYHKIIT MPUHAIEKHOCTI W (OPMAIBHOIO KOHTPOJIO
HECYNEPEYHOCT]1 IIUX pINIEHb, K LI€ MAa€ MICLe B Tid ke Teopli UMOBIpHOCTEH. Y
BUMAJKy TeOpii HEYITKMX MHOXHH 3HAa4YeHHS (QYHKIII MPUHAICKHOCTI W
CHIBBIAHOILIEHHS M)XK HUMHU (POPMaJIbLHO MOXKYTh OyTH TOBUIbHUMHU. TOMY OTpruMaHi B
TaKui crmocid pe3ynbTaTH 3aJeXKaTh SK BiJl CAaMOTO €KCIepTa, Tak 1 BiJ METOIy
MIPOBEJICHHSI €KCIIEPTHOI MPOLIETYPH.

JUIsi 4aCTKOBOTO YCYHEHHS 3a3HAY€HUX HEAOJIKIB JEIKMMHU aBTOpaMu OyIo
3aMpONOHOBAHO POOUTH HEYITKI KEPYIOUl CHCTEMH aJallTUBHUMH, KOPEKTYIOUH B
npoleci poOOTH MpaBuia, napaMeTpu PyHKIINH NpUHATIEKHOCTI K camMi CUCTEMH, IO
HAJ3BHYAHO YCKJIAQJHIOE MPOLEC NPAKTUYHOI peaii3alii Takoi CUCTEMH U MOKe
MPUBECTH 3aBISKH I1IbOMY JI0 HEIOLIILHOCTI BUKOPHUCTAHHS Kopekiii. OmHuM 3
BapIaHTIB 3alpONOHOBAHOI ajanTaili € MeTOoJ TiIOpUIHUX HEHUPOHHUX MEPEeK.
[OpugHna HeiipoHHAa Mepeka 1JIEHTHYHA 10 CBOIM CTPYKTypi OararomrapoBiid
HEHPOHHIM Mepexi 3 HABYAHHIM, HAITPUKJIIA, 33 AITOPUTMOM 3BOPOTHOTO MOIIUPEHHS
NOMWJIKH, ajJieé CXOBaHI IIapy B Hiil BIANOBIAAIOThH €TanaM (PyHKIIOHYBAaHHS HEYITKOI
CUCTEMH.

[nest amanTUBHOCTI pa3oM 3 1l HEraTUBHUMU CTOPOHAMHU MEPEKINKAETHCS 3 1€€10
po Te, M0 OIIHKK MapaMeTpiB CHUCTEMH 3aXHCTy iH(popmarlii B yMOBaX BHCOKOTO
CTYNEHs HEBU3HAUEHOCTI 11 (YHKIIIOHYBaHHS TIOBMHHI OTpPUMYBaTHCS 3
BUKOPHUCTAHHSAM HE OJIHI€] MaTeMaTUYHOI MOJIEN1, & HOTOKEHOT CYKYITHOCT1 MOJIEJEH,
IO aIallITUBHO KOHCTPYIOIOTHCS OFHA 3 1HIIOI 1 O€3yMMHHO yIOCKOHAIIOIOTHCS Ha
OCHOBI ONITUMAJILHOTO BUOOPY BX1AHUX HaHuX [1,2], 3a0e3nedeHHs il peasizallis SKoro
BUKJIMKA€E 3HAYHI TPYIHOIII.

JIJist CTBOpEHHSI aJieKBaTHOI MOJIEl HaJ[3BUYAHO Ba)XJIMBO BPaxoOBYBAaTH, IO
OyIp-sika iHpOpMalliiiHa CUCTEMA € CUCTEMOIO B 3araJIbHOMY BHU/I1, TOOTO (hopMaIbHO
iH(dopmariiia cucrtema S — 1€ 00'€KT, 10 ICHYE B 4Yaci, M0 3a3HA€ BHYTPIIMIHIX 1

30BHIIIHIX il (30ypens), pearyounii Ha HUX 3MIHAMU CBOiX CTaHIB, ¥ 3AaTHHI
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MPOSIBUTH B TOMY a00 iHIIIOMY BU/II 111 peakitii. Tomy Oyb-ska iHdopmaliiiiHa cucrema
Ma€ HACTYITHI O3HAKH '
Mae mTy4yHy, aHTPONIOTEHHY MPUPOIY — CTBOPIOETHCS JIIOIbMU;
Mae 1imicHICT — ycl i 9aCTHHU TMPaIOIOTh Il JOCSATHEHHS €IUHOI METH
dbyHkiionyBaHHs. POpMyIIIOBaHHS METH (PYHKIIIOHYBaHHS, BU3HAYCHHS KUIBKICHUX
MOKA3HMKIB JIOCATHEHHS Li€i MeTH (LJIbOBa (PYHKIISA) 1 BUMIPHUX XapaKTEPUCTHUK
AKOCTI (yHKIIOHYBaHHSA (KpuUTepliB e(pEeKTUBHOCTI) HE MOXYThb OyTH 3ajaHi
3CepeMHU CUCTEMU. Y Cl 1l MOKA3HUKH ¥ XapaKTepUCTUKHU BU3HAUAIOTHCS 30BHIMIHIM
CTOCOBHO CHUCTEMH CEpPEIOBUIIEM;
CyKyIHICTb €JIEMEHTIB, 0 CKJIaJIal0Th 1HPOPMAIIIHY CUCTEMY, MalOTh PI3HOMAaHITHI
BUKOHYBaH1 (YHKIIIi, pi3HY CKJIaJHICTh 1 BAPTICTh;
Cuctema 3aBXK/I1 € CKJIaJHOI0 B TOMY PO3YMIHHI, 1110 BCI i €JIEMEHTH BILIUBAIOTH OJIMH
Ha OJIHOTO, 1 3MiHAa CTaHy OJHOTO 3 HMX BHKJIMKA€E 3MIHHM CTaHIB IHIKX. [Ipu mmpomy
KUIBKICHI XapaKTEPUCTHKM B3aEMHOTO BILIMBY €JIEMEHTIB HE OOOB'SI3KOBO MalOTh
BJIACTUBICTS JIIHIMHOCTI. L1 3a1€KHOCTI MOKYTh OyTH HENIHITHUMU, HEMOHOTOHHHUMU;
[TpakTyHO BCi iHGOpPMAIIiiHI CUCTEMH € aBTOMAaTH30BAaHUMU: YAaCTHHA 1X (YHKITIN
BUKOHY€ETHCS JTFOJAMHOIO, @ YACTUHA — TEXHIYHUM 0OJIaTHaHHSIM;
[HdopmaniitHi cucreMu (GYHKLUIOHYIOTh Y KOHKYPEHTHOMY CEpEIOBHII, TOMY iX
poboTa CynpoBOIKYETHCS KOHMIIKTHUMH CUTYaIliSIMH.

He3Baxatoun Ha BIAMOBIAHICTH O3HAK 1H(GOpPMAIIITHOI cCUCTEeMHU W CUCTEMHU B
3arajlbHOMY BHJI, Y 3B'SI3Ky 3 THUM, L0 MPOLECH 3aXUCTy 1H(pOpMalii MiIJatThCs
BILJTUBY BUTNIAJAKOBUX (DAKTOPIB, METOIM KIIACUYHOI TEOPii CUCTEM TaK0 BUSIBIISIOTHCS
NPaKTHYHO HETPUAATHUMHU IS BHKOPUCTAHHS SIK OCHOBM 3arajbHOTO MiTXOAY 0
aHaJi3y CTaHy ¥ TexHoJoril (QyHKuIioHyBaHHS iHQoOpMariiiHux cucteM. llutanns,
MOB'SI3aHI 3 AaKTyaJlbHOI HEOOXIAHICTIO PO3IMIMPEHHS BHUKOPUCTOBYBAHOTO TYT
JIOHE/ITaBHAa MaTEMAaTUYHOTO arapaTy, BXe HE pa3 MiAHIMAINUCS Y BIIKPUTHX JIKEpeIax.
OnHak TPOMOHOBaHI «pPO3IIUPEHHA» HE BHUXOIWIM 32 MEXl EBPUCTUYHOTO
porpaMyBaHHs, TCHXOIHTENEKTyalbHOI TEHepalii, METOAIB HEYITKUX MHOXHH,
JIHTBICTUYHUX 3MIHHHUX (HECTpOroi maTeMaTHKH), He(OpMalbHOTO OILIIHIOBAHHS,

He(OpMaJIbHOTO TIOIIYKY ONTHMAJIBHUX pimieHb [1,2] 1 1H., OCHOBHI HEHOJIKH SIKUX
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00roBOpIOBAIKCS BUIIE, 1, HA IyMKY aBTOPIB JAaHOi poOOTH, TPUHIIMIIOBO HE MOTJIU
NPUBECTU JI0 CTBOPEHHS aJ€KBATHOTO MATEMAaTHMYHOTO 0a3UCy ISl KOMIUIEKCHOTO
PIIICHHS TOCTABJIEHUX 3a/1a4.

3 KIHIE MHUHYJOTO CTOJITTS B TeOpii KEpyBaHHsS I10YaB pPO3BUBATUCS i
3aJIMIIAETHCSl HAWOLIbII NEPCHEKTUBHUM HA CHOTOJHIIIHIA J€Hb «HEKJIACUYHHI»
M1JIX17] TIPY MOJICITFOBAHHI CUCTEM 3aXUCTY 1H(OpPMAITli, 1110 IPYHTYETHCS Ha aHAJIOT1SX
apXITeKTypH U el GyHKUIOHYBAaHHS CKJIAIHUX TEXHIYHHUX 1 O10JOTTYHUX CHCTEM,
0 € MPUPOAHUMH cHcTeMaMu KepyBaHHS [12]. OcHOBHa imess TyT TOJIATae B
HACTYMMHOMY: MpoOiieMy 3a0e3reyeHHs Oe3MeKd CKIaJAHUX AaBTOMATHU30BaHUX 1
TEJIEKOMYHIKalIMHUX CUCTEM HEOOXI1THO BUPIIIYBATH, OPIEHTYIOYUCH HA OPTaHI3aLio
O10JIOTIYHUX CHCTEM, IO MAalTh BHUCOKY 3aXHUIICHICTh. Sk Oi0JOTiYHUM, TaK i
CKJIQJTHUM TE€XHIYHMM CHUCTEMaM BIIACTUBUMN 1€papXiuHUN NMPUHLUI opraHizaiii. Kpim
TOr0, 000OM BHJAaM CHCTEM BJIACTUBA CHUIBHICTh LIJIEH: MIATPUMKA XKUTTE3JATHOCTI
CKJIQJTHOI CUCTEMH MPOTATOM TPHUBAJIOIO HaCy 3a paxyHOK 3a0e3MeueHHs] HaAiitHOTOo
KOJIyBaHHsI, 30epiranHsi, mepeTBOpeHHs i nepenayi iHdopmarii. JlogaHHS TEXHIYHUM
CHCTEeMaM IO3UTHBHUX SKOCTEH 010CHCTEM, BIJIIOBITAIBHUX 3a OC3IEKy i HAMIHHICTh
1HpopMaIIHUX MPOIECIB, JO3BOJIUTH 3MIHUTH CaM MiAX1J A0 CTBOPEHHS CKJIaTHUX

KOMIT'FOTEPHUX CUCTEM, CUCTEM 3aXHCTy 1H(OpMaIii.
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2.2 Po3po0Oka MeTOAUKY 3aXUCTy KOHpineHuiinoi ingopmamii

CyuacHuii pO3BUTOK TexHoyoridi Internet / Intranet npu3BoauTH 10
HEOOX1THOCTI 3aXHCTY 1H(opMaIlii, mepelaHoi B paMKax poO3MOILJIEHOT KOPIOPATUBHOT
MEpEexXi, IKa BAKOPUCTOBYE MEPEXKI1 BIAKPUTOr0 TOCTyIy. Buaineni kanaiu Moxe cob1
JO3BOJIUTH JIAJIEKO HE Oy/Jb-sfKa KOMIIaHis, TOMY HaW4acTilie BUKOPUCTOBYETHCS
Internet.

B aGcomtoTHilt O1ABIIOCTI BUIAJKIB BIAMOBIIb 3axuIIaTHCsS Tpeda - BIf
30BHINIHIX  3JIOBMHCHHUKIB: XaKepiB, BIJ 3BUIBHEHUX a00  CKPHUBKEHHUX
CHIBpOOITHMKAMU KOMIIaHIi 1 Hacammepel BIJl THX, XTO HAJIUICHUN BEIMKUMU
MOBHOBAXCHHSIMU (AaHATITHKH, PO3POOHUKH, CUCTEMHI aMIHICTPATOPH), SIKI 3HAIOTh
MIapoJIi 10 BCIX CUCTEM, 1110 BUKOPUCTOBYIOTHCS B OpraHi3aiiii.

HeoOxi1aH0 3axuIaTucs Big

* BiJI MOpyIieHHs 1H(QOpMAIIHHUX KaHaJ 1 pecypciB;

* BiJ HECAHKI[IOHOBAHOTO JOCTymy 10 iHdopmallii, 1o MNPUBOAUTL 0
MOPYIICHHS 11 IIUTICHOCTI,

* BiJl pylHYBaHHS 3ac001B 3aXHCTY 110 BOYAOBaHI, MPU3HAYEHUX JJIs JOKa3y
HEMPABOMOYHICTb 111 KOPUCTYBAYiB 1 0OCIYTrOBYIOUOIr0 MEPCOHAIY;

* B1J1 BIpOBaHKeHHS "BipyciB" 1 "3aKkinamok" B mporpaMHi MpoAyKTH Ta TEXHIYHI
3acobu.

Sk 3axumaruca?

Y BcbOMy CBITI 3apa3 NpUUHATO OyayBaTh KOMIUIEKCHY CHUCTEMY 3aXHUCT
iHpopmarlii Ta 1HQOpMALIHHUX CUCTEM Yy KUIbKa €TamliB - Ha OCHOBI (pOpMyBaHHs
KOHIIETIIii iHPOopMaIiiHOT OE3MeKH.

[Tepmmii eramn - iHPopMaliiiiHe 0OCTEKEHHS MIAMPUEMCTBA - HAWBAKIUBIIINN.
CaMe Ha IbOMY €Talll BU3HAYAEThCS, BI YOTO B MEPIY Yepry HEOOX1JHO 3aXUIIATUCS
KOMIIaHii.

CrioyaTky OyJIyeThCS TaK 3BaHA MOJICTb MOPYIIHUKA, SIKA OMUCYE HMOBIPHHIA

BUTJISI]T 3JIOBMHUCHUKA, TOOTO Horo kBamidikallio, HasgBHI 3aCO0U ISl peaiizaiii Tux



50

YW IHIIUX aTak, 3BHYalHUN Yac Mii 1 T. M. 3a pe3yibTaTamMH €Tamy BUPOOJISIOTHCS

peKOMEeHJaIli IMOoA0 YCYHEHHS BHSBICHUX 3arpo3, NPaBWIBHOMY BHOOPY 1
3aCTOCYBaHHs 3aC001B 3aXUCTY.

[Topsin 3 aHa/MI30M 1CHYKOYOi TEXHOJOrIi MOBUHHA 3[1MCHIOBATHUCA PO3pOOKa

MOJITUKK B 001acTi iHGopMaIiiHoi Oe3MeKu 1 3BOJaY OpraHizamiiiHO-pO3NOPSTINX

JIOKYMEHTIB, SIK1 € OCHOBOIO JIJIsl CTBOPEHHSI IHPPACTPYKTYpH 1HPOPMaLIIMHOI Oe31eKn

(IB) (pucynok 2.4).

KoHpuaeHIMAIBHOCTE @’"‘bt
Hs |

\J Vo)
HerocrHoctn /(
Kourpons

OPHIOKCHMI/ TauHuIX |

EAMHCTBCHHOCTS A)Jl!ﬂo— I
/ l pymn

TOYKH BXOI4A { BaTeNs,

HeaoctHocts /AH

S5 - )/ Omnerk: 4 :
CHCTEMBEE | Bup)cyl pHCKa
A . 4 N

IenoctrocTs | Mc;xceren)Qchpauu }f |

. A 4

Pucynok 2.4 - Cknanosi iHdpacTpyKTypu iHpopMalliiiHoi Oe3neku

®opmyBaHHs noniTHKY Ib Mae 3BoIMTHCS 10 HACTYITHUX MPAKTUYHUX KPOKIB.

1. BusnaueHHs Ta po3poOKa KepIBHUX JOKYMEHTIB 1 cTaHaapTiB B oousacti Ib, a
TaK0K OCHOBHUX I10JIOJKEHBb NOJITUKH 1B, BKITroUaroum:

O MPUHLMIM aAMIHICTpyBaHHS cuctemu Ib Ta ynpaBniHHA OOCTymoM [0
00YHMCITIOBANIBHUX 1 TEJIEKOMYHIKAI[IHHUX 3aC001B, MPOrpaMaMu, a TAaK0X JOCTYIIOM 0
OPUMILIEHb, JIe BOHU PO3TAILIOBYIOTHCS;

O TMPUHIUIIM KOHTPOJIO CTaHy CHCTeM 3axucty iHdopmarlii, crnocoou
iHQopMyBaHHS Tpo THIUACHTH B obOsacti Ib Ta BUPOOICHHS KOPEryrUHnX 3axO/liB,

CIIpAMOBAHUX Ha YCYHCHHS 3arpoa3;
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O IPHUHILIUIY BUKOPUCTAHHS 1HPOPMAIIITHIX pecypciB MEPCOHATIOM KOMITaHii 1
30BHIIIHIMU KOPUCTYBauyaMU;

O OpraHi3allil0 aHTUBIPYCHOT'O 3aXMUCTYy 1 3aXHUCTy MPOTH HECAHKI[IOHOBAHOTO
JOCTYMy Ta JIId XaKepiB;

0 MUTaHHS PE3EPBHOTO KOIMIIOBaHHSA JJAHUX Ta 1HPOpMAaIlii;

0 TOPANIOK MPOBEAEHHS MNPO(MUIAKTUYHUX, PEMOHTHHX Ta BIJHOBIIOBAIBHUX
poOiT;

0 MporpamMy HaBYaHHS Ta IMABUIIIEHHS KBai(ikallii mepcoHamy.

2. Po3poOka meromosorii BUSABIEHHS Ta OIIHKK 3arpo3 Ta pPHU3HKIB ix
3MIMCHEHHS, BU3HAYCHHSI IT1IXO0/IIB JI0 YIIPABIIHHS PU3UKAMHU: UM € TOCTATHIM 0a30BHiA
PIBEHb 3aXMILEHOCTI 200 MOTPIOHO MPOBOAUTH MOBHUI BapiaHT aHAJI3y PU3UKIB.

3. CTpyKTypH3allifo KOHTP3aXO0IiB 3a PIBHIMHU BUMOT 110 OC3MEKH.

4. IMopsimok ceptudikaliii Ha BIAMOBAHICTS cTaHaapTaMm y ranysi Ib. [loBuaHa
OyTH BH3HAY€HA MEPIOJAMYHICTL MPOBEACHHS HapaJ 3a TemaTukor Ib Ha piBHI
KEepIBHHIITBA, BKIIOUAIOUN TEPIOAMYHUN TIEPETIIs]] MOJIoKEeHb ToiTuku Ib, a Takox
NOPAJIOK HaBYaHHA BCIX KaTeropiil kopucryBayiB 1H(QOpMAIIHHOT CUCTEMU 3 MUTAHb
Ib.

Hactynmaum eranmom mo0y10BU KOMILIEKCHOT cUcTeMU 1H(GOpMaIlIiHOT O6e31eKu
CIIy’)XKHTh TPHUAOAHHS, BCTAHOBJICHHS Ta HAJAIITYBaHHSI PEKOMEHJOBAaHUX Ha
MoTIepeTHHOMY €Tarri 3aco0iB 1 MeXaHi3MiB 3aXHCTy iH(pOpMaITii.

Jlo Takux 3aco0iB MOXXHa BIAHECTH CHUCTEMH 3axucTy iHdopmarii Bi
HECAHKIIIOHOBAHOI'O JIOCTYIY, CUCTEMHU KPUOTOrPapidyHOrO 3aXUCTy, MIKMEPEKEBI
eKpaHH, 3ac00M aHai3y 3aXUIICHOCT] Ta 1HIII.

Yum 3axuniarucs?

YMOBHO MOKHA BUAUIUTH TPU KATETOpii 3aC001B 3aXUCTY - TPaAULIKHI 3acO0H,
HOBI TEXHOJIOT1i Ta 3ac00M KpunTorpadiyHOro 3aXUCTy 1HPOpMaIii.

Kpunrorpadiuni 3acodu

Kpunirorpadiuni 3acobu npuszHaueHi A 3aXUCTy KPUTUYHO BAKIUBUX JTAHUX

B1JI HECAHKIIIOHOBAHOTO MIPOYMUTAHHS 1/ a00 MoamdiKkaIrii.
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dopmanbHi MaTeMaTu4Hi MeToau Kpuntorpadii Oymm po3pobieni Kmomom

[Hennonom [Illennon K. Marematuuna teopis kpunrtorpadis, 1945]. Bin noBiB

TEOpeMy MpO ICHYBaHHS Ta €IHICTh a0COJIIOTHO CTIMKOro mudpy - Takoi CUCTEMU

m@pyBaHHs, KOJIU TEKCT OJTHOPA30BO 3aIU(POBYETHCS 3a TOMOMOTOI0 BUMIAAKOBOTO
BIJIKDUTOTO KJIFOUA TAKOi K JIOBXKUHHU.

Y 1976 poui amepuxaHcbki Marematuku Y. MHibdpi ta M. Xemnman
OOTpYHTYBaJl METOJOJIOTIF0 ACHUMETPUYHOTO MmHU(pPYyBaHHA 3 3aCTOCYBaHHSIM
BIJIKPUTOT OJTHOCTIPSIMOBaHO1 PyHKIIIT (1€ Taka (GyHKIIis, KOJIM 3a 1l 3HAUCHHSIM MOXHA
B1JIHOBUTH 3HAYEHHS apTyYMEHTY) Ta BIIKPUTOI OJTHOCTIPSMOBAHO1 (DYHKIIIi 3 CEKPETOM.

VY 1990-1 poxu B CIIA OGynu po3po6ieni Metoau mudpyBaHHs 3 TOIOMOTOIO
ocobnuBoro knacy @yskuid - xem-¢yHkuiii (Hash Function). Xem-¢gyHkiis
(maitmxecT-QpyHKIlis) - 1€ BiAOOpaKEHHs, HA BXIJl SKOTO MOJAETHCS MOBITOMIICHHS
3MIHHOI JIOBXXHMHU M, a BHUXOJIOM € PSAJ0K (¢ikcoBaHOi aoBxuHU h (M) - makmkect
noBiIoMJieHHs. KpumoOCTIMKICTh Takoro MeToay IudpyBaHHS TOJIATae B
HEMOXKJIMBOCTI MigiOpaTu JOKyMeHT M ', AKuii BOJIOAIB OM HEOOX1THUM 3HAYCHHSM
xem-pyHkiii. B nanuii yac Ha HUX NpUHLIUNAX OYAYIOTHCS aTOPUTMU (POPMYBAHHS
esieKTpoHHOoTro 1upposoro nignucy (ELIT).

Haii611b111 BUKOPUCTOBYBAHUMU CUMETPUYHUMU aJITOPUTMAMU MU(PpPyBaHHS B
nanuit yac € DES (Data Encryption Standard), IDEA (International Data Encryption
Algorithm), RC2, RC5, CAST, Blowfish. Acumerpuuni anroputmu - RSA (Rivest,
Shamir, Adleman), anroputm Enp T'amans, xpuntocucrema ECC Ha eminTHYHHX
KPUBHX, QJIFOPUTM BIIKPUTOTO po3noautry kirouiB [lidhdi-Xemnmana. Anaropurmu,
3aCHOBaHI Ha 3aCTOCYyBaHHI Xem-PpyHkIii, - MD4 (Message Digest 4), MD5 (Message
Digest 5), SHA (Secure Hash Algorithm).

Haii6iabp1m1 BiIOMUM NPOrpaMHUM IPOIYKTOM, NOIIUPIOBAHUM BUIBHO, € MaKET
PGP (Pretty Good Privacy). (1995 ®inom lummepmanom), sikuii BUKOPUCTOBYBAB
3rajani Bunie anroputMu RSA, IDEA, 1 MDS.

PGP cknagaetnes 3 Tppox yactus - anroputmy IDEA, curaarypu ta nudposoro

nignucy. PGP BukopucTOBy€e TpH KITIOUl - BIAKPUTHI KIIIOYU ajgpecara, CEKPETHHM
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KJTI0Y BJIACHHUKA 1 CEAHCOBUH KITIOY, 1110 TEHEPYEThCA 3a TOMOMOT010 RSA 1 BigkpuToro

KJIFOYa BUIIAJIKOBUM YHHOM TpH K(PyBaHHI MOBIIOMICHHS (PUCYHOK 2.5).

2

M NoxonHi,
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o rexcry

e RFC822
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Pucynok 2.5 - Cxema popMyBaHHS 3aXHILEHOTO NOBIJOMIICHHS 3a

nornomMororo nakety PGP

Cucremn pO3MEXyBaHHS JOCTYIy 1 MIXKMEpEXEBI €KpaHU (PO3MEKOBYIOThH
JOCTYN MDK JBOMa JAUISHKaMH MeEpexi 3 PI3HMMHU BHMOTaMH I0JI0 Oe3mneku). 3
MDKMEPEKEBUX €KpaHiB MOKHAa Ha3BaTu npoAyktu komnaHid CheckPoint 1
CyberGuard - Firewall-1 i CyberGuard Firewall). Jlo kiacy Mi>kKMepeKeBUX CKpaHiB
MO>KHA TaKOX BIIHECTH 1 6araTo MapuipyTU3aTOPH, pealli3yloTh PUIbTpaLIil0 JaHUX Ha
OCHOB1 crerianpbHuX mpaBuil (pucyHok 2.6). Hepnomik: SKIO0 MpPeasBUTH M
cUCTEMaM BKpaJieHl 1ACHTU(IKATOP 1 CEKPEeTHUN eNeMEeHT (K MpaBuiio, 1M's
KOPHUCTYBaua 1 1apoJib), TO 1 CHCTEMHU PO3MEXKYBAHHSI JOCTYITY, 1 MIKMEPEKEB1 EKpAHU

"mponycTATh" 3IOMIIMKA B KOPIIOPATUBHY MEPEKY
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Pucynok 2.6 - BukopucTtanHs KOMIUIEKCY ""MapiipyTuzaTop-paeppoa" B

cUCTEMax 3axMcTy 1H(opmauii mpu miakIrodeHHi 10 Internet

JUist yCyHeHHsI TaKuX HEJOJIIKIB Oyslu po3poOJeHi HOBI TEXHOJOTIi 1 pi3Hi
MEXaHI3MH 3aXHCTYy, 3 SKUX IIUPOKE MONIUPEHHS OJepKalld aHali3 3aXHUIIEHOCTI 1
BUSBJICHHS arak. HalBigoMilIUM OPOIYKTOM B 00JIaCTI aHaNi3y 3aXMILEHOCTI €
cimeiictBo SAFEsuite amepukancbkoi kommanii Internet Security Systems, sike
CKJIaJIa€ThCS 3 TPHOX CHUCTEM, IO BUSABISAIOTH ypa3nuBOCTI ("mipku'") 1 MOMHWIKU B
nporpamMHomMy 3a0e3nedeHHi - Internet Scanner, System Scanner 1 Database Scanner
(pucyHok 2.7).

BusiBnenns arak - 1ie HoBa TEXHOJIOT'1s, Ika Ha0yJia MOIIMPEHHS B OCTaHHI POKHU.
[i BigMiHHA OCOONHMBICTH MOMATAE y BUABIEHHI OYAb-KMX aTak, B TOMY YHCIHi
BUXIJHUX 1 BiJI aBTOPHU30BAHMX KOPUCTYBAYiB, 1 MPOMYCKAIOTHCS MIKMEPEKEBUMU
eKpaHaMH 1 3aco0aMM pO3MEXYBaHHS JOCTymy. Ha 1bOMy pHUHKY TakoX JiAUPYE

kommanisg ISS 3 cucreMmoro BusBIIeHHS atak RealSecure.
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Pucynok 2.7 - Cxema 3acTOCyBaHHS CKaHyIOUO01 CUCTEMH 1H(pOpMaIliiiHO1

oe3neku

Kpunirorpadist - 11e CykymHiCTh TEXHIYHUX, MAaTEMAaTUYHUX, aITOPUTMIYHUX 1
IPOrpaMHUX METOJIIB MEPETBOPEHHs AaHUX (WKM(pyBaHHA AaHHUX), AKa POOUTH IX
MapHUMU JJi OyIb-SIKOTO KOPUCTYBaya, y KOr0 HEMA€E KIItoua sl pO3IU(pPOBKH.

KpunTorpadiuni nepeTBopeHHS 3a0€3MeUyI0Th BUPIIICHHS HACTYITHUX 0a30BUX
3aBJIaHb 3aXUCTY - KOH(1ICHIIHHOCTI 1 IJIICHOCTI.

Texnonorii xpunrorpadii J03BOJSIIOTH peai3yBaTH HACTYyIHI TMPOIECH
1H(pOpMaIITHOTO 3aXHCTY:

* imeHtudikamis (OTOTOXXKHEHHs)) oO0'ekta abo cyO'ekta wmepexi abo
1H(DOopMaIIiHOT CUCTEMU;

« ayteHTHIKallis (mepeBipka aiiicHOcTi) 00'ekTa a00 cy0'ekTa Mepexi;

*  KOHTPOJb / pO3MEXYBaHHS JIOCTYIy /10 PECYPCIB JIOKAJIBHOI Mepexi abo
BHECETEBHM CEPBICIB;

* 3a0e3MeueHHs Ta KOHTPOJIb IUTICHOCTI JaHUX.

XTO 1 sIK TOBUHEH 3alMaTHCs OPTaHI3alli€lo 3aXUCTy?

[MuranHsg BUSHAYEHHS CTpATET1i pO3pOOKH, TPpUI0aHHS 1 BIPOBAKEHHS 3aC001B
3axucTy 1H(popmalii, BU3HAYEHHS KOJa MEpHIOYEProBUX 3anad 1 (POpMyBaHHA
MOJIITUKH 1H(GOpPMaIIiitHOT 0e3MeKr € MPepOoraTUBOI0 BUIIOTO KEPIBHUIITBA KOMIIAHI].
[Mutanus peamizanii Ta 3a0e3nedenss b npsmo BxoasaTs y cdepy BIANOBIAANBHOCTI

kepiBauKa [ T-nemapramenTy (skmo koMmanis Benuka) ado [T-sigmimy a6o I T-cmyxom.
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CrangaptHuii Habip 3aco0iB KOMIUIEKCHOTO 3axucTy iHpopMmamii y ckiasil
cydacHoi IC 3Bn4aliHO MICTHTh TaKi KOMIIOHEHTH:

* 3aco0u 3abe3nedyeHHsl HaAlMHOro 30epiraHHs iHQopMalii 3 BUKOPUCTAHHAM
TEXHOJIOTi1 3axucTy Ha (aitnoBomy piBHi (File Encryption System - FES);

* 3ac00M aBTOpHU3AIlii 1 pO3MEXKYBaHHS JIOCTYIy J0 1HGOPMAIIHHUX PecypciB, a
TAaKOX 3aXMCT BI1J] HECAaHKI[IOHOBAHOTO AOCTyNy 10 iH(popmalli 3 BUKOPUCTAHHSIM
cucteM OIlOMETpHYHOI aBTOpM3allii 1 TEXHOJIOTli TOKEHIB (cMapT-kaptH, touch-
memory, kitoui i USB-niopTiB 1 T.11.);

* 3aco0M 3axMCTy BIJ 30BHINIHIX 3arpo3 MOpH MIJKIOYEHHI [0
3araJbHOIOCTYHUX Mepex 3B's3Ky (Internet), a Takox 3aco00M yIpaBIiHHS JOCTYIIOM
B Internet 3 BUKOpUCTaHHSM TexHoOJOTIT MiKMepexeBux ekpaniB (Firewall) 1
3micToBHOI (pibTpanii (Content Inspection);

* 3aC00M 3aXHCTy BiJI BIPYCiB 3 BUKOPHUCTAHHAM CIICI[iaTi30BaHUX KOMILJIEKCIB
aHTUBIPYCHOI MPO(IITaKTUKH;

* 3aco0u 3a0e3nedyeHHsS KOH(DIACHIIMHOCTI, IUIICHOCTI, TOCTYIHOCTI Ta
JTOCTOBIPHOCTI 1H(OpMaIlii, MO TepeJacThCs IO BIAKPUTHUX KaHajax 3B'SI3Ky 3
BUKOPHUCTAaHHSAM TEXHOJIOT1] 3aXHILEHUX BIPTyaJIbHUX IpuBaTHUX Mepex (VPN);

* 3ac00H 3a0€3IMeUeHHS aKTUBHOT'O JIOCIIKEHHS 3aXHUIIIEHOCT 1H(POpMAaIlIHHIX
pecypciB 3 BUKOPUCTAHHSIM TeXHOJIOT1i BUsiBIeHHs aTak (Intrusion Detection);

* 3acobm 3a0e3leueHHs  IEHTPATI30BAHOTO  YIPABIIHHS  CHCTEMOIO
iHpopMariitHoi Oe3MeKr BIAMOBIAHO O Y3TOJKEHO1 Ta 3aTBepkeHoi "llomTukoro

Oe3nexku Komrmadii'".

2.3 Po3poOka KJ/IIOYOBHX METOJIB CHCTEMH 3axXHCTy KoOH(ixeHuiiHoi

iHnpopmauii
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SIx moyaTKOB1 00’ €KTH MOXKYTh 3aCTOCOBYBATHCS anreOpaiuHi OJIOKOBI KOAU 3
IIBUJIKUM (TIOJIIHOMIaIBHOT CKJIA{HOCTI) aJITOPUTMOM JICKOAYBaHHS, TaKi, HAIIPUKJIIA],
ak komu IT'omm, Pima — Conomona , boyza — UYoyaxypi — XokxBirmema
HaiiedexkTuBHIIMMEU 3a CTIMKICTIO 10 aJIrOPUTMIB KPUNTOAHANI3y € KPUITO-KOIOBI
3acobu 3axucty iH(popMallii 3 HEIBIMKOBUMHU JIIHIWHUMH OJOKOBUMM KOJIAMH, SIK1
BUHUKAIOTh HA alreOpaiyHuX KpUBUX — anredpo-reomerpuyHumu kogamu (AI'K). 3
oJHOro OOKy, MmoJiOHI 3ac00M CTiHKi 0 arak, 3amporoHoBaHuX CiaeabHIKOBUM, 3
1HIIIOTO OOKY, BOHHU 3a0€3I1eUyI0Th BUCOK] ITOKA3HUKH JIOCTOBIPHOCTI 1 ONIEPaTUBHOCTI
nepenaBaHHs JaHuX. BogHouac mpakTHYHE BUKOPUCTAHHS KPHUNTO-KOJOBUX 3ac001B
3axucTy iH(popMaIllii 3 HeIBINKOBUMU alreOpaidyHuMu OJTOKOBUMH KOJIaMH Tiepen0adae
3aCTOCYBaHHSI METO/(IB 1 00UHCITIOBAIbHUX AJITOPUTMIB HEABIMKOBOI'O PIBHOBAaroBOIO
KOoAyBaHHS (K 3a cxeMoto Mak — Emica, Tak 1 3a cxemoro Hineppaiitepa). Ha cboroani
ICHYIOUM HayKOBO-METOJWYHUM amapaT, 3aCTOCOBYBaHI METOJM 1 OOYHMCITIOBAIbHI
QJITOPUTMHU HE TO3BOJISIIOTH peali3yBaTy HEJBIMKOBE PIBHOBArOBE KOJAYBAHHS, B TOMY
YHUCII 1 B KPUNTO-KOJOBUX 3aco0ax 3axucty iHdopmarrii. OTxe, akTyaIbHIM HayKOBO-
TEXHIYHUM 3aBJIaHHSM, [0 MAa€ BaXXJIMBE MPUKIAJHE 3HAUYCHHS B JUISHI MOOYI0BU
00YHMCIIOBANIBHO €()EKTUBHUX KpUINTOrpadiuHUX 3aco01B 3aXHUCTy iH(popMalii, €
pPO3pOOJICHHSI METOJIIB 1 aJITOPUTMIB HEJIBIMKOBOIO PIBHOBAroBOr0 KOJyBaHHS 1
KPUIITO-KOJIOBUX 3aC001B Ha iX OCHOBI JUIsl KOMIUIEKCHOTO 3a0e3MedueHHs O€3IMeKH 1
noctoBipHOCTI iepenaBanss nanux y KCiM.

CrpykTypa moOyI0BH IOKa3HHWKA Taka, 110 B HiM 00’€HaHO JBI OCHOBHI
XapaKTEPUCTUKU CUCTEMHU: HEOOX1AHAa MMOBIPHICTh JOCATHEHHS METH 3a0e3MeUYeHHs
KoHbineHITIIHOCTI (1H(pOpMAIliitHOI TPUXOBAHOCTI) B MEBHUX YMOBAaX 30BHINTHHOTO
CepelIoBHINA 1 MPHU MEBHOMY PIBHI BIUIMBY BHYTPINIHIX BHIIAJIKOBUX YHMHHUKIB Ta
BUTPATH, SIKIi HEOOXiTHO TPOBECTH Yy BKA3aHWX YMOBAaX IS JIOCSTHCHHS METH 3
HEoOXiMHOIO0  ¥WMoBipHIicTIO. llel moKa3HWK, BKIIOYAIOYM  XapaKTEPUCTUKH
JIOCTOBIPHOCTI, KOH(1IEHLIMHOCTI 1 4acy OTPMMAaHHS IaHUX B KOMIT IOTEPHIN Mepexi
(KM), o cyTi, BigOMBae MBHAKICTH TOCTOBIPHOTO 1 KOH(DIACHIIIITHOTO TIepeaaBaHHs

JAHUX, 10 J1a€ 3MOTY OIlIHIOBaTH €(EeKTHUBHICTh MEpEXi B IIUPOKOMY Jiara3oHi
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IHTEHCUBHOCTE TMOMMWJIOK B KaHaJl Mepe/laBaHHs JaHUX MPU PI3HUX MIBHAKOCTIX

nepeaBaHHs R:

) B o (2.1)

ne W(ui) — mokasnuk edekrmBHOCTI KM mpm oOpawniii crparerii (meromi
nigBueHHs goctoBipHocTi) Ui ; N — gycno indopMaliiHUX po3psIiB MaKeTy MpH
oOpaHiii cTparerii Ui 3a qanuii ac; t“) — yac noctaBku nakery t mpu BUOpaHiii crpaTerii
Ui;

BUW _ kinpkicTh omepamii, HEOOXiTHUX Ul PO3KPUTTS KPUIITOAITOPUTMY
MOPYIIHUKOM IpH oOpaHiii crparerii Ui ; Y — kinpkicTh omepariiii 00UUCIIOBAILHOT
CHCTEMH, IOCTYITHOI KpMITOAHANITUKY (IIPOTUBHUKY) IpK 00paHiii cTpaterii Ui} Py 4"
— WMOBIPHICTh MPAaBUIIBHOI JOCTaBKU MAKETy Mpu oOpaHiil ctparerii; U — GUIBLIICT
JOMYCTUMHX CTpATETii (METO/IB MiBUIIICHHS JOCTOBIPHOCTI, SIKi BUKOPHCTOBYIOTHCS B

KM). [Ipu upomMy okpemi XapakTEpUCTUKU OBUHHI 33JI0BOJIbHITH CUCTEMY OOMEKEHb
{T s21,,P,, <P, <t } , IpY MiHIMI3allli yacy JOCTaBKH Kajapy iH(popmarii ze:

Th — 6e3neunuii yac poOOTH KpUNTOAITOPUTMY; 177 - JOoNyCTUMUM Oe3neuHuit yac, 7y
< 200 pokiB Ipu nepeaBaHHl KOHP1AEHIIHHO1 1H()OopMaIii KOMEpUIHHUMH KaHAIAMU
3B’s13Ky; P — WMOBIPHICTh MOMHJIKOBOT'O IIpUAMaHHs; Py - pomyctuMa WMOBIPHICTh
TIOMHJIKOBOTO NPUHMAHHS CHMMBOJIIB MOBiJOMIIEHHS, cTaHOBUTh Py < 1077 — 10° B
3QJIEKHOCTI  BiJ Kareropii IiHHOCTI iHoOpMarlii, sKa ONparbOBYEThCH, Il
NPIOPUTETHOCTI 1 HAJEXKHOCTI; ly — Yac mpuiiMaHHA TakeTy; Lz - AOMycTUMHUN dYac
npuiiManHs makeTy, cknanae t; < 1072 — 107° ¢ B 3anexnocTi Big Bubpanoi crparerii
M1JBHUIICHHS JOCTOBIPHOCTI IIEpeIaBaHHs TIOB1JOMIICHb.

VY3aranbpHeHui Moka3HUK epekTuBHOCTI KM moBuHeH matu 3Hadenns W(Ui) >
0,9 mpu 3amanux kputepisx epexktuBHOCTI KM. OOpaHi y3araJilbHeHHI MOKAa3HUK 1
KpUTEPiil JO3BOJISIIOTH OTPUMATH YMCIIOBI 3HAYECHHSI, SIKI XapaKTepU3YIOTh MIBUAKICTD

JOCTOBIPHOTO 1 KOH(1AEHIIHHOTO nepeaaBaHHs AaHuX B KM 1 311l CHUTH TOP1BHAHHS
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icayrounx npoTokoiiB ['OC 3a edekTuBHICTIO OOMIHY JaHUMH MK JBOMa BY3JIaMU
KM.

Posrnsanyto ¢dopmanpHUl MaTeMaTUYHUNA ONMUC KPUITO-KOJOBUX 3ac00iB
3axuCTy iH(MOpMaIli, IJOCIIIKEHO TIPOIEC KPHUMNTO-KOJOBOTO TMEPETBOPCHHS
iH(opMarii 1 nepenaBaHHs JaHUX Yy PEKUMI aBTOMATUYHOTO Tepe3anuTy. BeaeHo
dbopmanbHe MaTeMaTHYHE BU3HAYEHHS KPUNTO-KOJOBUX 3aC001B 3aXUCTy 1H(OopMalii
3 BUKOPHUCTAaHHSM HEABIMKOBMX PpIBHOBAaroBMX KOJMIB Ta  3alpPOIIOHOBAHO
00UYHCITIOBAJIbHI AJITOPUTMU TIEPETBOPEHHS 1HGOpMAITii.

dopmasibHe MaTeMaTHYHE BHU3HAYEHHS KPHUITO-KOJOBOi CHUCTEMH 3aXHUCTY
iH(MopMaIli Ha HEABIUKOBUX PIBHOBArOBUX KOJIaX 1 3 BUKOPUCTAHHAM anreOpaidHuX

OJIOKOBUX KOJIIB B PEKMMI1 BUSIBJICHHS TOMUJIOK 1 aBTOMAaTUYHOTO [1€PE3ANUTY BBEACHO

TakK:
- MHOXHHA BIIKPUTHX TEKCTiB
M =(|\/|1,|\/|2,---,|\/|qm ), me M. =(lg, 0,001 1), Vl; €eGF(q) (2.2)
OpUYOMY KO)KHOMY M; MOXHa OJHO3HAYHO CITIBCTABUTU BEKTOP
(d-1)
3 wmuoxuan D =(g,¢, R ), TOOTO, BHUKOHYEThCS BifOOpaskeHHs
v:M->OoO

Tak, mo At Vi cmnpaBemnuBo & =w(M,), ae ¥ 3amaerscs mpouemayporo

HEBINKOBOTO (32 OCHOBOIO (] ) pIBHOBAaroBOTO KOJAYBaHHS;

— MHokuHa kpunrorpam E =(E;,E, ,...,Eqm ) (2.4)
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ne E; :(SXO,S an—k—l ), VSXJ_ e GF(q), npuuomy koxxkHOMY E; MOXHA

X,

OJIHO3HAYHO CIIBCTaBUTH BEKTOP &;;

— MHOKHHA TPSIMHX Bigoopaxkens @ = {@1, @, ..., ¢} (2.5)
ne g M > E,j=1,2, ..., s, npudomy as Vj crpasemmaso Ej =@ (m;);

—  MHOHMHA 3BOPOTHHUX BigoOpaxens ¢ 1 ={m?, @} ..., o5} (2.6)

ne g E—>M,j=1,2, ..., s npudomy mig Vj crpaBemmBo M; = (oj_l( Ei);

- MHO>KHMHA KJIIOYiB, SIK1 TAPaMETPU3YIOTh MPSAMI B11OOPAKEHHS

K={K,K,,..K }={H} H% ... H}} (2.7)

T00TO @] :ML)E, Ei =¢;(m;,Kj);

- MHOKHHA KJIFOUiB, K1 TapaMeTPU3yIOTh 3BOPOTHI BIIOOpaKEHHS

K™ ={K] ,K3,...KS }={{X,P,D} {X,P,D},...{X,P,D} } (2.8)

TOOTO goj_l E— N uMm , M= (oj_l( E; ,K’; ). BuKOHaHHS  3BOPOTHOIO
BioOpaxkeHHs ¢ 1, TO6TO 00UMCIeHHs M; = (pj_l( E; ) Oe3 3nanus kimroua
KjeK™ ={K; ,K;,...K; }={{X,P,D}; {X,P,D},....{X,P,D}; }

MOB’SI3aHa 3  PO3B’SI3aHHAM TEOPETHKO—CKIAMHOI 3a/Jadi  JAeKOAYBaHHS
BUIQJIKOBOTO KOay (KOXy 3arajJlbHOro IojJoXeHHs). Muoxuaun M, @, 1 E

PIBHOMOTYH1, TOOTO

M| =|®|=|E|=q" (2.9)
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IPUYOMY IOTYXHICTH (" HE IE€PEBHUILYE MOTYKHOCTI PiBHOBAroBOro KOy,

TOOTO MOBHOI MHOXKMHH MOCIIIOBHOCTeH NoBXHHH N i Barm W(g; ): " <C. (&)
(10),
: . < | CW( &i)
3BI1AKHM MaeMO: M < qu n .

[ToyaTKOBMMH JaHUMHU TPH OMKCI PO3MIIIHYTOI HECUMETPUYHOI KpPUITO—
KOJZIOBOi CHCTEMH 3aXMCTy 1H(opMaIii €:
— HeJBiKOBHH piBHOBaroBui ko Haj GF(Q), ToOTO MHOXKHMHA TTOCITIJOBHOCTEH

JOBXKMHU N 1 Bark W( &; );
— HenBiiikoBuil anreOpaiunmii OgoxoBmit (N, Kk, d) xox C mag GF(Q), ToodTO
MHOHMHA KO0BUX cliB C; € C TakuX, 110 BUKOHY€EThCA piBHAHHA C;H T - 0, ne H -

nepeBipoyHa MaTPHUILI airedpaiuHoro 6JI0KOBOTO KOJY;

— MAacKyBaJIbHI MaTpU4HI B1100pakeHHsI, 3aJJaHl MHOXKHHOO MaTpulb {X,P,D},

, 1e X —HeBupopkeHa K x K matpums Hag GF(q), P — nmepectaHoBOYHA N X N MaTPUILS
Han GF(Q) 3 oAHMM HEHYJbOBHM €JICMEHTOM B KOXKHOMY PSJAKY 1 B KOXXHOMY
cToBMUUKY Marpuili, D — miaronmameHa Nxn marpuns Hax GF(() 3 HEHYIbOBHMH
eJIEMEHTAMH Ha TOJOBHIN AlaroHall.

Ha pucynky 2.8 cxemMaTH4HO 300pakeHO OCHOBHI eTanu (HOopMyBaHHS
KpPUIITOTpaMu 3 BKa3aHHSIM METO/IIB KOJIyBaHHS, sIK1 3aCTOCOBYIOThCs. CXxemy mporuecy
3BOPOTHOTO KPHITO-KOJOBOTO TEPETBOPCHHS B PEXUMI BHUSABJICHHS TOMHUJIOK 1

ABTOMATHYHOT'O IMCPC3AIIUTY IOAAHO Ha PUCYHOK 2.9.

BBeneHns 1 miaroroBka
iH(QOpMaLIMHUX JTaHUX

==

: IleperBopenHs naHux, K1
Meronu piBHOBaroBoro N BBOJSATHCS B PIBHOBArOBi
KOAyBaHHA HOCJIJIOBHOCTI

|M6TOZ[I/I HaUTUIIKOBOTO | N

P | N



Ilupporpama I:\'>

BBeneHHs 1 miaroToBKa
OTPUMAHUX JAHUX

v

Mertoay HaUIUIIIKOBOTO
OJIOKOBOI'O KOIVBAaHHS

dopmyBaHHS KOJIOBOI
HOCJ1I0BHOCTI

s

Kitrouosi nani

JL

MeTtoau MaTpU4YHOTO ONKCY

OJIOKOBUX KOJIIB

JlemackyBaHHS KOJOBOI1
MIOCITTOBHOCTI

(=

Bsenenus 1
IIITOTOBKA

s

MeToau HaUTUIIIKOBOT'O

KOJYBaHHA OJIOKOBHMH KOJaMM1

JlexomyBaHHs JeMacKoBa-
HOI KOJIOBOI ITOCJIIJOBHOCT1

5

Mertoau MaTpU4HOTO OIKCY

0JI0KOBHX KOJ1B

VN N2 Nz

dopMmyBaHHS piBHOBAro-
BOI ITOCJIIIOBHOCTI

5

Metoau piBHOBaroBOro
KOJTyBaHHSI

=N

JlekoryBaHHSI piBHOBA-
rOBOI ITOCJI1IOBHOCTI

—>

[ndopmariiine
IMOBIIOMJIEHHS

Pucynok 2.9 - Cxema npouecy 3BOPOTHOTO KPUNTO-KOJOBOTO

BucHoBkHM 10 po3ainy 2

EPETBOPEHHS

62
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P03BUTOK MiAXOMAIB 10 pILIEHHS NPOOJIEMH 3aXUCTy 1H(POpPMALIil MPOXOAUB Bl
3a0€3MeUCeHHS 3aXUCTy Jinie (HOPMATBbHUMHU MEXaHI3MaMH, 10 MICTATh TOJIOBHUM
YUHOM TeXHIuHI ¥ mporpamui 3acobu B pamkax OC 1 CYBJl, uepe3 BuUALICHHS
KEPYIOUOTo KOMITOHEHTA, s/ipa Oe3MeKH, 1 pO3BUTOK He(pOpMaTbHUX 3aC00IB 3aXUCTY
10 GOopMyBaHHsS TOTJSIAY HA 3aXUCT SIK Ha HEMEpPEepBHUI IMPOIEC, 10 PO3BUTKY
CTaHAApTIB, IOCWICHHIO TEHJACHII] amapaTHOl peanizamii QYHKUIA 3aXUCTy,
(dhopMyBaHHIO BUCHOBKY MPO B3a€MO3B'SI30K 3aXUCTY 1H(OpMaIlii, apXiTEKTypH CUCTEM
KOMNJIEKCHO20 Ni0X00y, 110 € BU3HAYAIbHUM Ha Cy4YaCHOMY €Talll PO3BUTKY.

HeoOx11H0 3axumaTucs Bi;

* BiJI MOpyLIEHHS 1HQOpMALIHHUX KaHAJIB 1 PECYpPCIB;

* BiJ HECAHKI[IOHOBAHOIO JOCTymy 10 iHdopMalii, o MOPUBOAUTH A0
MOPYILIEHHS 11 IIJIICHOCTI,

* BIJ pyiHYBaHHS 3ac00IB 3aXMCTy IO BOYJIOBaHI, MPU3HAYEHUX AJIS JT0KA3y
HEMPaBOMIPHUX 1 KOPUCTYBAUiB 1 0OCITYyTOBYIOYOTO MEPCOHAIY;

* B1J1 BIPOBaKeHHs "BipyciB" 1 "3aknas0k" B mporpaMHi MpoAyKTH Ta TEXHIUHI
3aco0m.

YMOBHO MOKHa BUJIJIUTH TPU KaTeropii 3aco01B 3aXUCTy - TPAIUIIIIHI 3aCO0H,
HOBI TEXHOJIOT1i Ta 3acO0M KpUNTOrpadiyHOro 3aXucTy 1H(popMmariii.

Texnonorii kpunrtorpadii JO3BOJSIOTH peali3yBaTH HACTYMHI MPOIECH
1H(OPMAIIIHHOTO 3aXUCTY:

* imeHtudikamia (OTOTOKHEHHs) oO0'ekta abo cyO'ekta wmepexi abo
iH(pOopMaIiiHOT CUCTEMU;

* ayTeHTHdiKaIs (mepeBipka JiMCHOCTI) 00'ekTa a00 cy0'ekTa Mepexi;

* KOHTPOJIb / PO3MEXKYBaHHS JOCTYNY JO PECYPCIB JIOKaJIbHOI Mepexi ado
BHECETEBHM CEPBICIB;

* 3a0€3MeYeHHs Ta KOHTPOJIb IUTICHOCTI JJAaHUX.
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3 PEAJIIBAIIISAA CACTEMH 3AXUCTY KOH®UIEHIITAHOT
IH®OPMAIIIi B MPUBATHUX OPTAHIBALISIX

3.1 Peauizanisi cucremu 3axucTy KOH(pineHuiiinoi inpopmanii

3anponoHOBaHMUI METOJ] 3aCHOBAHUI Ha Mpe/ICTaBIeHHI iH(QOpMAIIHHUX TaHUX
y BHIJISII YUCIOBOTO EKBIBAIEHTY A 3 TMOJANBIIUM PO3KJIAJAHHSIM B JIHIAHY
KOMOIiHaIi0 OiHOMIAIbHUX KOe(DIIIE€HTIB, KOXKEH 3 SKMX KOAYETHhCS IMO3UIIHMHOIO
HYMEpALl€0 TaK, 100 BHUKOHYBaJacsd CUCTEMa KOJIOBUX OOMEXEHb 3a JOBKHUHOIO
PIBHOBAroBUX MOCIIIIOBHOCTEH 71, Bard KOJIOBHUX CJIiB W 1 ITOTY>KHOCT1 KOIY

M. Vj:w(C}.)zconst =w:0<A<M:0<w<n: OSC/i <q.
Yucno A mojaaHo y BUTJISI PIBHOBAroBOi HEJIBIHKOBOI MOCIIIOBHOCTI

) n—1
CAz(CAO Cp - CAn_l),HpI/I‘-IOMyAZAE-(q—l)w-i-An,I[eA5=;a5ibi,

b= "N 4 =S @ -1, h=q-1.

w—1[ I=

3anponoHoOBaHa cucTeMa OOYHMCIICHHS] Ha OCHOBI y3araJlbHeHOT0 O1HOMIaJIbHO-
MO3UIIHHOTO TPEJCTABICHHSI YKMCENl 3aCHOBaHA Ha KOMIUIEKCHOMY BHUKOPHCTaHHI
CUCTEMHU OIHOMIAJIBHOIO PaxyHKy (depe3 3poCTarody IMOCIIAOBHICTh OIHOMIAIbHUX
KOoe(DIIEHTIB 334a€THCSI PO3MIIIEHHSI HEHYJHOBUX €JIEMEHTIB) 1 O3UIIIHHOT CHCTEMH
oOuncieHHsl (3HAYCHHsI HEHYJIhOBHUX E€JIEMEHTIB 3a/1al0Th Yepe3 MOMICHE 3HAYCHHS
yyucen). 3acTOCyBaHHS po3po0JeHoi cucTteMu 3adesneyye noOyAoBY e(PEeKTHBHUX
METO/11B HEIBIHKOBOT'O PIBHOBArOBOTO KOAYBAHHS Ta IX MPAKTUYHOTO BUKOPUCTAHHSI.

3anponoHOBaHWN  aJTOPUTM  HEJABIKKOBOTO  PIBHOBAroBOTO  KOJyBaHHS,
3aCHOBAHHMI Ha 3alMpOTIOHOBAHOMY METOJi, MEPETBOPUTH YHCIO A Ha PIBHOBArOBY
HeBilikoBY mociigoBHicTs C, = (C n Ca - C An—l) 1 CKJTaJIa€ThCS 3 HACTYITHUX
KPOKIB:

1. Beectu mapametpu, N, W, g 1 yucio A<M, sike HaJIEXKUTh HEJABIMKOBOMY

PIBHOBAaroBoMy KOJyBaHHIO.
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2. IlpeacraButu yncio A y Burisigi A=A, -(q-1)" + A,, TOOTO O0YHCITUTH:

2.1. A {ﬁJ;

22. A, = (A)mod((q -1)W).
3. 3akomyBatu yuCiIO A, JABIHKOBUM O1HOMIaJTbHUM KOJIOM:

3.1. Ipwitasitut x=A,, 1=0, | =0;

n-i—-1
3.2. O0uucauTu yucio b, =£ I );
W_

3.3. dxmo b; > x:

331 a, =0;

3.3.2. i =i+1 i mepeiitu 10 Kpoky 3.2.
3.4. xmo b; < x:

341 a, =1;
343.i=i+1;

3.4.4. | =1 +1 i nepeiitu 10 KpoKy 3.2.
3.5. ChopmyBaTu BexTOp (a,, a, .. & ,).
4. 3akomyBaTH YUCIO A, TMO3UIIIHUM KOJOM JTOBXHHU W 332 OCHOBOIO (] —1:
4.1. Iputitasta x=A,, 1 =0;
4.2. O6uncnutu a, =(x)mod(q—1)+1;
4.3. O6uncauTu X = LLJ ;
q-1
44.1=1+1;
4.5. SIxkmo | < w nepeiitu 10 4.2;
4.6. Cpopmysatu BekTop (8, @, .. a,;).
5. CpopMyBatu HEJBIMKOBY PIBHOBATOBY MOCIIJOBHICTH:
5.1. Ilpuiiasamu 1 =0, 1 =0.
5.2. SIkmo a, #0:
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52.1.C, =a;

522. 1=1+1;
5.2.3. i =i+1 i mepeiit 10 KpoKy 5.2.
5.3. SIkmo a, =0:

53.1.¢c, =0;

5.3.2. i =1+1 i nepeiitu 10 Kpoky 5.2.

5.4. ChopmyBatu BEKTOp (CAO Cp o CAn_l)'
6. Busectu Bektop C, = (CAO Cp - CAH).

OTxe, 3aMpOTIOHOBAHUN AJITOPUTM (POPMYBaHHS HEABIWKOBHX PIBHOBArOBUX
MOCTIIOBHOCTEH peali3yeTbcs 4Yepe3 CYKYIHICTh MPOCTHX 1 OOYHCITIOBAIBHO
e()eKTUBHUX MEPETBOPEHDb, 3aCHOBAHUX Ha €IEMEHTapHUX JBIMKOBUX OMEpaIlisix Hal
eJIEMEHTaMH TIOCTIOBHOCTEH. 3 TOTJISAMY MNPAaKTAYHOI peami3alii po3po0JIeHOro
METO/y 1 aITOPUTMIB HEJBIMKOBOI'O PIBHOBArOBOTO KOJIYBaHHS HAMOUIbII JOIIJILHUM
€ 3aCTOCYBaHHSA HEAOPOTrux oOuMcaoBanbHUX NpucTpoiB Ha 0as3i IIJIIC 1 CMAPT-
kapT. DopMyBaHHS KpPUIITOTpaM Yy 3alpONOHOBAHMX KPHUMITO-KOJOBUX 3aco0ax
3axXUCTy 1HGOpMAaLii 3A1MCHIOITh 32 JTONOMOIOK0 BUKOHAaHHS MpoueAyp 1 (yHKIiH
PIBHOBAaroBOTO 1 HEPIBHOBAroBOTO aJreOpaiuHOTO KOJyBaHHS, METOJIB MAaCKyBaHHSI
BIJIMOBIAHUX KOJIB TiJ] BUMQJAKOBY IMOCTIJOBHICTh 1 (DYHKI[IOHAJIBLHUX OIEpallii Haj

KIHIIEBUMU ITOJIIMU.

3.2 TectyBaHHSI cUCTeMH 3aXUCTy KOHigeHuiiinoi ingopmauii

VY mporieci TOAATBITNX JOCTIKEHb MTO0YT0BAHO ITUKIN KPUITOIIEPETBOPCHHS
IpeacTaBlieHI Ha PHUCYHKY 3.1, ki cTaJii OCHOBOIO MOOYJAOBH OPIEHTOBAHOIO

ncesaorpada KkpunrorpadiuHux NepeTBOPEHb, IPEICTABICHOIO HA PUCYHKY 3.2.
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Tabmuusg 3.1 - MaTpuuHi Mozeni KpuntorpadiqvHOro nepeTBOpeHHs BiA10paHi

TSl 0OYHCITIOBATBHOTO €KCTIEPUMEHTY

KonyBanus

PoskonyBanHs

KonyBanhs

Po3konyBaHHs

Tabnuus 3.2 - PesynbTaTil 004MCIIIOBATBLHOTO eKcriepuMeHTy (Nel)

M M M3 M Mg Mg
o/ o/’ o/’ o/ o/ o)y o/
M K M M M M M
0y 0/ 0; 0; 0; oy 0;
M M M M, M ¢ M
07 0’ 0/ 0y 0y 0, 0;
M M M M, M ¢ M
0 o/ 0y 0; 0; 0; 0y
M M, M3 M M & M
o7 o’ o7
Mlk __________ MJ: __________
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M O? | 1M O2 MEOF Mt 0P

ToasiitHI INKTT KPHITONEPETROPEHHA A Matpimy M IToaBiiinuii LK KPHITONEpPEeTBOPEHHS LIS MATPHLi M

MOy \

Moy Mmtoy | MO

TloTpiitHHIT [T KPHNTONEPETBOPEHHS A MAaTpHIi M) TToTpiiiHmil KT KPHIITONEPETBOPEHHA LT MATPHLL M,

Pucynok 3.1 - Llukin KpunTonepeTBOPEHHS

Pucynok 3.2 - OpienToBanuii rceporpad KpunronepeTBOPeHb Ha OCHOBI

MaTPUYHUX AITOPUTMIB, 110 JOCTIHKYIOTHCS

Pesynbratn  aHamizy  Opi€EHTOBAaHOTrO  ImiceBnorpady  KpunrorpadiuHux
MEPETBOPEHh Ha OCHOBI MATPUYHHUX aIrOpUTMIB (Tabmuis 3.3) MiATBEPIKYIOTH

pe3yJbTaTH TEOPETUYHUX JOCIKCHb.
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Tabmuns 3.3 - Pe3ynpratu aHammizy opieHTOBAHOTO TiceBIOTpady

KpunrorpadiyHuX MepeTBOPEHb HA OCHOBI MATPUYHUX AJITOPUTMIB, IO

JOCIIKYIOThCS
IloBHe M, 0-apHa nis
@ ®
CUMETPHYHE 0, =0,
KPHIITO- 0, —0; MoHOUMKIIH
M HapHa Jist
IICPETBOPEHH ! 08 —0¢ yHapHa 1
Pl
@ ® _ :
YacTkoBO 0, =0, O-apHa mis 3
M K MoHouMKII
HECHMETpUY 2 e o e paBoro
0, —0, —0; . +
He KpHIITO- IiICTAHOBKOO '
IloaB1iHNM
O @ N O ® . N
IePETBOPEHH 3 3 0-apHa 1is 3 JTiBOIO
M X ITUKJT
A 0f —0f —0y IiJICTAHOBKOIO
IToBHe yHapHa Jis 3
necumerpud | Mg 0, —»0; —0;/—0; TIPABOIO
_ [ToTpiviaunii
HE KPHUIITO- IiICTAHOBKOO
IMKIT
IePETBOPEHH yYHapHa st 3 JTiBOIO
M & 0, =0, —>02—0;
Pl IiICTAHOBKOO

Pesynbrati mopanbux — OCHIDKEHb Hamamud 3Mory  (opmanizyBaTu
BCTAHOBJICHI B3a€MO3B’SI3KM MK MaTPHUYHUMH aJrOpUTMaMU Ta CHHTC30BAaHUMHU
OTIepallisiIMH TPHU iX B3aEMHOMY BUKOPUCTaHHI B KpUTITOTPa(IuHUX TIEPETBOPEHHSX Ta
JIOBECTH iX KOPEKTHICTh, IO 3a0€3MeUYnI0 MOXKIIMBICTH MOOYJIOBH MOJENI CHHTE3Y
ornepartiii 00EpHEHOr0 MATPUYHOTO KPUOTOTPaPpIYHOTO NMEPETBOPEHHS.

3anmponoHOBAaHO METOJ CHHTE3y Ta TEXHOJOTII0 JOCTIDKEHHS oOmeparii
JI0JIaBaHHS 3a MOJYJIEM JIBa 3 TOYHICTIO JIO TICPECTAHOBKH PE3yJIbTaTiB BUKOHAHHS
omeparii, sfika 3a0e3nedyye CHHTE3 MOJM(DIKOBAHUX oOmNepaiiil, NpUAATHUX I

KpunrorpadiyHuX MEepeTBOPEHb, Ta YHI(IKY€E MpoIleC 3HAXOMKEHHS B3a€EMO3B’SI3KIB
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MK MATPUYHAMH aJTOPUTMaMHU Ta CHHTE30BAHUMHU MOJM(IKOBAHUMH OIEpallisiMu
pH X B3aEMHOMY BUKOPUCTaHHI B KPUNTOTPAPIUHUX MTEPETBOPEHHSIX.

VY3arasibHeHa TaOimyHa (opMa mpeAcTaBlieHHs onepamnii O HaBelIeHa B
Tabmuii 3.4.

Jnst dopmanizariii OTpuMaHUX pe3yJbTaTiB JOCHIKEHb BBEIEMO HACTYIMHI

op . .
MO3HAYEHHS: P(ng) — TepecTaHoBKa orepaHaiB omeparii, ae (0123) — BapiadT

. ro .
TIEPECTAHOBKY OTEPAHIiB; Mgy — MEPECTAHOBKA PE3yJbTATIB BUKOHAHHS OIEPAILii;

®
(0123) (O ) — IepeCTaHOBKA OmepaHiB omeparii O ; (1823) O,) - NepecTaHOBKa

pe3yJIbTaTiB BUKOHAHHS orepariii O, .

Tabauis 3.4 - Y3araapHeHa TabnuuHa popma mpeAcTaBiIeHHs omnepaiii O,

0 1 2 3

0 0 1 2 3

1 1 0 3 2

2 2 3 0 1

o = ?ylz 3 3 2 1 0
0 1 2 3

0 a b C d

1 b a d C

2 C d a b

3 d C b a

Sk BUHO 3 TabMI 3.5, TUIe YOTUPH BapiaHTH MIEPECTaHOBOK omepariii O MOKYTh

OyTH BUKOpPHUCTaHI ISt peanisauii' onepauiﬁ KpHHTorpa(bquoro nepeTBopeHH;I

iH(popMalii: 1€ NepeCTaHOBKH (0123) (O® ) (1032) (O X ) (2301) (O® ) (3210) (O® )
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Tabmuusg 3.5 - ExcriepuMeHTanbH1 AaHi 040 BUKOPUCTAaHHA onepariii

3 TOYHICTIO JI0 IEPECTAaHOBKU PE3YJIHTATIB

IIepecranoBka | IlepecranoBka | IlepecranoBka | IlepecranoBka

1 0123 7 1023 | 13 | 2103 | 19 | 3120

X, @y, 0132 8 1032 | 14 | 2130| 20 | 3102

o

X, @Y, 0231 9 1230 | 15 | 2031 | 21 | 3201

0312 | 11 | 1302 | 17 | 2310 | 23 | 3012

2
3
4 0213 | 10 [ 1203 | 16 | 2013 | 22 | 3210
3)
6

0321 | 12 | 1320 | 18 | 2301 | 24 | 3021

[ToGynoBaHO MEpecTaHOBOYHI CXEMHU CHHTE3y MOAM(IKOBAHUX OImeparlii Ta
MEPEBIPEHO KOPEKTHICTh OTPUMAHMX pPE3YyJbTaTiB. AHAJOTIYHO JOCHIKEHI 1HII
CHUHTE30BaHl OMepallii M0oJaBaHHS 3a MOJIYJIEM JBa 3 TOYHICTIO JIO MEPECTaHOBKU
pe3yibTaTiB BUKOHaHHS omnepaiiil. OTpuMaHi pe3ysiabTaTd AOCHIKEHb HAaBEJIEHO B
Tabsmii 3.6.

HeoOxigHo 3ayBakuTH, IO BapiaHTH IIEPECTAHOBOK, Ha OCHOBI SIKUX
noOynoBani Mmoaudikarii onepamiii O i O, CMiBNaAal0Th. AHAJIOTTYHO CITIBIAIAIOThH
1 BapiaHTH NIEPECTaHOBOK JIJIs TOOYTOBU MO U diKaIiid onepariidi Oy i Oy .

Jlns  Bigyamizaimii  pe3yJibTaTiB  JOCHIPKEHHS TOOYJIOBAaHO y3arajlbHEH1
MEPECTAHOBOYHI CXEMHU JJIsi CHHTE3Y OIepalliil Ha OCHOBI MEPECTaHOBKH PE3yJIbTATIB,

K1 HaBeJAeHO B Ta0auIl 3.7.
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Tabmuist 3.6 - Moaudikarii onepartiii 0,” -0, mpumaTHi A1 KpUnTorpadigHoro

[IEPETBOPEHHS
ITepecranoBka | IlepectanoBka | IlepectanoBka | IlepectanoBka
1 2 3 4
01@Zxxl€;yl oide(B OEadc@ Ogdab@ Oglcba@
2 Y'Y P(0123) (01 ) P(1032) (01 ) P(2301) (01 ) I:)(3210) (01 )
Ogalee;yz 0?:)1de@ otsdac® Ogadb@ O?bca@
X2 ON P(0213) (Oz ) P(1302) (Oz ) P(2031) (Oz ) P(3120) (Oz )
o® X, @Yy abcd badc cdab dcba
3 x1® y2 |3(8F1’23) (Oe(,9 ) P(ig32) (Oe(,9 ) P(Zgon (Of ) P(ggm) (Oe(,9 )
o® X, Y, acbd bdac cadb dbca
4 1 ® 1 P(ggl?,) (OA(,B ) P(;JCF%)OZ) (Of ) P(ggBl) (Of ) I:)(grl)zo) (OZB )

Tabmuis 3.7 - Y3aranbHeH1 IepecTaHOBOYHI CXEMHU Pe3yJIbTaTiB BUKOHAHHS

omepariii s iX Moaudikarii

Ne Ne
Omnepa Omnepa
nepect nepect
- [TepecTanoBOuUHa cxema - [TepecTaHoBOUHA cxeMa
a- a-
it it
HOBKH HOBKU
a C
osiog| L) o) L) L2 oziog| [+] [v] [+] [4]
t  f
a c
topiop Ll LTS orior ) e [
. f
@ 3 (<) @ ; D l
Ofiog| |« | [b ] [ 4] Ofiog| [a| [v] [ef [d¢]
tt
2 , S N S| 4 | i |
ogiof| [ | [> e [¢] Oyioy| [a| e v [
t




73

3a pesyibTaTaMu AOCTIPKCHHS BCTAHOBJIEHO, MO Bci 16 momudikoBaHUx

oriepalliif Ha OCHOBI oTepallii 10JjaBaHHs 32 MOYJIEM JIBa, SIK1 CKJIAIal0Th TOBHY TPYITY

JaHUX onepauiﬁ, MOXHa OTpHMATHU 3a AJOIIOMOTOI0 ITIOE€NHAHHSA TPbOX IIOIIAPHHUX

NIEPECTAHOBOK Ta OAHIET OJIMHAPHOI IEPECTAHOBKU PE3YJIbTaTIB BUKOHAHHS ONEpaliiii.

Ak 1 B apyromy posauii, OyJo TPOBEAEHO JJOCIHIIKEHHs TOBHOI TPyIU

CHUHTE30BaHUX ONepalliii 3a MOIyJIeM JIBa 3 TOUHICTIO JI0 IEPECTaHOBKH.

Pesynbraty anamizy KpUNTONEPETBOPEHb HA OCHOBI MATPUYHUX AITOPUTMIB

MOKa3aJju, 110 BCl CHHTE30BaHI1 oIepallii MaroTh OJIHAKOBY apHICTh 1 € yHapHUMH. Kpim

TOT'O CJiJ 3a3HAYMTH, 10 BCl 3a3HaYeH1 oneparii no0yaoBaHl Ha 06a31 O/HI€ET onepanii

JOJIaBaHHS 3a MOJYJIeM JBa NUISIXOM IEPECTAHOBKM OMNEpaHIIB Ta pPE3yJbTaTiB

BUKOHAHHS OIepallii 1 MatoTh OJTHAKOBI BJIACTUBOCTI.

MaremaTudH1 MOJIeJli JaHUX OIepallii MOKHa MPEICTABUTH HACTYITHUM YHHOM:

P(ggzs) (01(9 ) =

X, DX, DL.

P® (O%) = )
(3210)( (! ) X, ® %, DL

P(ggl?:) (O? ) =

X, DX,, D1

Pop O@ —
(3120)( 2 ) Xl.z @ lel 1

P(ggzs) (Oe,@ ) =

X, ®X,, D1

Py (05) =
(3210)( 3 ) X, ® X, , ®1

P(E);lS) (04(19 ) =

X, DX, D1,

Pro O@ — ;
(3120)( 4 ) Xllz (‘B lez (‘Dl

Xl.l ® X2.l .
X1.2 ® X2.2

Xl.l ® X2.2 .
’
X1.2 ® X2.l

X1.2 ® X2.1 .
Xl.l ® X2.2

Xl.l ® X2.1 .
’
X1.2 ® X2.2

X1 © X4

P, (OF) = ,
(1032)( 1 ) X, ® X, ®1

X1 DX,

POp O® = 1]
(1302)( 2 ) Xllz @ X2A1 D1

X2 DX,y

P® (0%)= :
(1032)( 3 ) X, @ X, , ®1

ro Xl @ X .
P(1302) (O? ) = s

X, ® X, DL

X 19D X, @1;

Py, (02) =
(2301) \M1
X, DXy,

X, DX, DL,

p® (O@) =
(2031 \Y2
X, DXy,

X, DX, @1,

P, (0F) =
(2301 \Y3
X1 DX,

X1 ® X51 ®1.

Pro O® —
(2031)( 4 ) Xl.z @ X2.2

Cxema peanmizauii HaBeJeHOI Tpynu omepaliil MojaHa Ha pUCYHKY 3.3.

3acTocyBaHH4 L1€1 CXeMU JJI MIOTOKOBOTO MM(PYBAHHS HABEAEHO HAa PUCYHKY 3.4.
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: r
Binxpura 1 Brnox mHOPYEAHHI :
iadopmMaris {IV) I 1 3aKpHTA
1 Baox | igopyamiz (4,
[em—— : KPHIITOIIEP €TEOD €HEHA |
nocninoesicts ()| ¥ 1
1 |
[ Baok BHGOPY 1
Tanyro4a | KOMaHI |
noc:[i,::[osﬂicrb(}’g)!_ __________ __I
SamuadpyEaHET
3aKpHTa e T T T T T
. 1 Braok mHpYBaHHS I
ingopyauniz (£ ) I 1 BinkpuTa
1 Baok 1 indopMarnis (L
[am— : KD HITTOIIEP €TBOP €HHA |
nocninoesricts ()| ¥ |
1 1
[ Bnok BHOOpPY 1
Taryroda 1 KOMaHI |
noc:[i,::[oaﬂicrb(}’g)!_ __________ __!
PozmHdpyBaHEA
Pucynok 3.3 - YHiBepcasibHa Pucynok 3.4 - CtpykTypHa cxema

CXCMa peallisatiil IpyId oliepatiin MOTOKOBOTO MU(PYBaHHS 3 BAKOPUCTAHHIM

JI0JTaBaHHS 32 MOJIyJIEM JIBa 3 , »
rpynu Moau(iKoBaHUX oreparini

TOYHICTIO JI0 IEPECTAaHOBKU
KpUNTOrpaiyHoro A0JaBaHHA 3a MOyJIEM
1Ba

3 TOYHICTIO JIO0 IEPECTaHOBKU

JIns mepeBipkr KOPEKTHOCTI TiMOTe3H, 10 Bcl MoAudikallii onepaiii MarTh
OJIHAaKOB1  KpunTorpadiuHi BJIACTHUBOCTI, TMPOBEICHO OI[IHKY CTaTUCTUYHUX
BJIACTUBOCTEH pe3ysbTaTiB mudpyBaHHs 3 BukopucTaHHsM mnakery NIST STS.
Pe3ynbraty KUIBKICHOI OLIHKM pe3yJibTaTiB TECTyBaHHS IIM(PYBAHHS HABEICHO B
Tabymmi 3.8.

Ak BUIHO 31 3BEJACHUX PE3YJbTATIB, JOCTIKYBaHI MOCIITOBHOCTI MPOMIILIN
KOMIUIEKCHUM KOHTPOJIb 32 METOJIUKOI BUIpoOyBaHb maketom TectiB NIST STS.
Cnig BIAMITUTH, IO SIKICTb OTPUMAHOI TICEBJIOBUIIAKOBOI TMOCIHIIOBHOCTI MpHU
BUKOPHUCTAHHI MOBHOI Ipynu Moaudikamii onepariii Hallkpaia 3 TOBHOI MHOKUHU

PO3IIIIHYTHX HpI/IKJ'IaI[iB .

Tabnuus 3.8 - 3BereHa TadNuIs TECTYBAHHS pe3yJIbTaTiB MU (PyBaHHS

I KiibkicTh TECTIB, Y | IIIuppyBaHHs BUIIAAKOBUMH MATPUHYHUMH AJITOPUTMAMHU
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SIKHX TeCTYBaHHS 3 BUKOPHCTAHHSIM:
NPOMIIIA OiIbII HisK Opuiei onepanii | Yotupbox Moaudikarii [ToBHOI rpymH
orepariiit Moaudikarii
oreparii
100 % mocmigoBHOCTEH 65 (35 %) 65 (35 %) 69 (37%)
99 % mocnigoBHOCTEH 127 (68 %) 128 (68 %) 131 (70%)
98 % mociigoBHOCTEH 172 (91 %) 171 (91 %) 172 (91%)
97 % mocii0BHOCTEH 180 (96 %) 181 (96 %) 185 (98 %)
96 % mociigoBHOCTEH 188 (100 %) 188 (100 %) 188 (100 %)

ITpoBeneMo OIIIHKY pe3ylIbTaTiB MOPIBHAILHOrO aHamizy. Hexait momis A —
HasIBHICTh BIJIKPUTOI BXIJHOI 1H(oOpMalii, B — HagBHICTb NEPIIOi TraMyr4oi

nociIoBHOCTI, C — HasBHICTH APYroi raMmyrod4oi MOcCHioBHOCTI, D — mpaBuibHe

¢GyHKIiOHYBaHHS TpucTporo; D, — mpaBwibHe (QYHKIIIOHYBaHHS TPUCTPOIO 3
MOKpAIICHOI SKICTIO IM@pyBaHHS; H — Ha BUXOAl 3amu@poBaHa Tamyroda
nocHiI0BHICTh; G — mepenymMoBa A0 3JlaMy Kio4ya; F — MepeaIyMOBH BUTOKY

1H(dOopMaIi yu 31aMy Kiro4a; W — InepeayMoBa BUTOKY 1H(hopmariii.
BignoBimno mo Tabmuii 3.9, 3a yMOBH pPIBHOMIPHOTO PO3MOALTY TMOIH,

OTPUMAEMO:

1
PD(ABC)=§> PD(AB)=%; PD+(ABC)=§> Py, (AB)=0; PW(ABC)=%<PW(AB)=%;

1 3 2
PG(ABC):gz PG(AB):%; Py (ABC) = 2 > P, (AB) =0, P (ABC) = 2 < P, (AB) =

Tabmnis 3.9 - B3aeM03B’ 13k MK BXITHUMH 1 BUX1THUMHA I10JISIMH
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IToTtoxoBe Buxigni moaii
muppyBaHHA Bxigni moaii D D D, W H G F
3 AB + — — _
BUKOPHUCTAHHAM AB _ L L _ +

OJHI€T oneparii —
A B - |+ — + | +
AB — |+ - -

3 ABC + _ + _ _ _ _
BUKOPHUCTaAHHSAM ABC + _ _ _ _ _ _
TpyIy orneparin —

ABC + - - - - - -
ABC — + - - + - -
ABC =R
ABC -+ | = | =1 -1+ |+
ABC = + = = — + +
ABC — [+ | - -] -] -]-

3a yMOBM OJIHOKPATHOI BIIMOBH (OHI€T 00EpPHEHOT BX1HOT MO/111) OTPUMAEMO:

* * * 1 * * * 1
PD(ABC)=%>PD(AB)=%; P5, (ABC) == > P; (AB)=0; R} (ABC)=0<PR,(AB)=7;

. . 1. o= 1.
P:(ABC)=0<P;(AB) =7 PH(ABC)=Z>PH(AB):0; p;(ABc):0<p;(AB):%_

VIMOBipHiCTb NpaBHIBHOrO (YHKIIOHYBAHHS 3aNpPONOHOBAHOI CXEMH Oyje
outbiior Ha 1/8, mo 3abe3neuyuTh 30UIbIIEHHS HafAidHOCTI M0 12,5 %, a mpu
00Me)KXeHHI Ha OJIHY BiJIMOBY Oyjie OiabIoro Ha 5/12, mo 3a0e3neunTh 301IbIIeHHS
HagiHocTi 10 41,6 %.

3a pe3ynbTaTamMul MOPIBHSHHS MOXHa 3pOOUTH BHUCHOBOK, IO BHUKOPHCTAHHSI

IpyIH omepaliiii Jo/1aBaHHs 3a MOJYJIEM JiBa 3 TOYHICTIO NIEPECTAHOBKU Ha OCHOBI
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J0JJaTKOBOI TaMyI040i MOCIiTOBHOCTI 3a0€3MeUnTh MiABUIICHHS SIKOCTI MU(PYBaHHS
1 HQTIMHOCTI poOOTH, a TP OJHOKPATHHX BIJIMOBAX KaHAJIB BXiJHOI iH(OpMaIii —
BUKJIIOUYUTH MOJKJIUBICTh CTBOPEHHSI MEPEIyMOBHU BHUTOKY i1HGOpMAIi 4Yd 3j1amy
KJIFOYa.

OtpumaHi pe3yJbTaTH JI03BOJSIIOTH C(OPMYIIIOBATH METOJ IMiABUIICHHS
CTIMKOCTI 1 HaAIMHOCTI MOTOKOBOro MMU(PYBaHHS, SIKAW TOJATae y BUOOpI AJiA
KOXHOTO eTamny mudpyBaHHs Moaudikaiiil onepailii 3a MOIyJIeM JBa 3 TOYHICTIO J0
MEPECTAHOBKM Ha OCHOBI JI0JIATKOBOI TaMYIOYO0i MOCIIIOBHOCTI, 110 BUKIIOYUThH TIPU
OJIHOKPAaTHUX BIJIMOBax MOXJIMBICTb BUTOKY I1H(OpMaLli YW CHPOILEHHA 3Jamy
KJTI0Ya.

JlocnipkeHHST  MOJKIIMBOCTI  BCTAQHOBJICHHS — 3QJICKHOCTI  MDK — BXIJHOIO
1H(popMaLIi€ro 1 pe3yJibTaTaMH IU(PYBAHHS T4 MOKJIMBICTh BCTAHOBJICHHS 3aJI€5KHOCTI
B 3aIU(pOBaHii raMyroUiii MOCIIIOBHOCTI 3 BAKOPUCTAHHIM MaTEMaTUYHOTO arapary
MiHIMI3a1lii HeJIeTepMIHOBAaHMX KIHIIEBUX aBTOMATIB, @ CaMe: aJITOPUTMY KJlacTepu3arlii
CUTYyaIlld JJI 3aCTOCYBaHHS HE3aKIHUEHOTO METOAY 3aCTOCYBaHHS TUIOK 1 TpaHMUIIb;
MYJIbTUEBPUCTUYHOTO QJITOPUTMY BEPUIMHHOI MiHIMIi3alli Ta aJlropuTMy reHepaiii
113’ FOHKTUBHO-HOPMaJIbHOI (POpPMU MpeICTaBIeHHS BUTIQAKOBUMH IPAaHSIMH JO3BOHIIH
OTPUMATH JIUIIIE YACTKOBI1 PIIICHHS, SIKI HANPsIMY 3aj1eKaTh BiJl BAOPAHOTO KJIF0Ya 1 HE
JO3BOJISIIOTh MMOOYAYBaTU MPHUAATHY JJIsi BUKOPHUCTAHHS MOJIETb uYepe3 OOMexeHi

MO>KJIMBOCTI BUKOPHCTAHHS O0YMCITIOBAILHUX PECYPCiB.

3.3 AHaJi3 epeKTUBHOCTI Po3po0dJieHoi cucTeMH

Ormianmo kpunTorpadidyHy CTIHKICTh PO3POOJIEHUX KPHUIITOCHCTEM A0 PI3HUX
aTak TMOpYyIIHWUKA 1 HABEJICHO PEe3YJbTaTH EKCICPUMEHTAIBHUX JOCIIKCHb
CTaTHCTUYHOI Oe3reku 3a MeToaukoro NIST STS.

JIns BHCOKOIIBUAKICHUX HAIMIIKOBUX KOJIIB KOPEIAIIMHUN JEKOACP MEHII
e(eKTUBHUHN, HIK CUHApOMHMU. [Ipu 3HMKEHHI BIAHOCHOI MIBHIKOCTI KOJyBaHHSI

oOuucioBaibHa €(EKTUBHICTh CHUHIAPOMHOIO JEKOAYBAHHS 3HUXKYETHCS, a MpH
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R=k/n<0,5 kopensuiitauii gexozep OiIbII TPUAHATHUN JJI1 BUKOPUCTAHHS HOTO
CYNPOTUBHUKOM SIK METO]T KPUTITO aHAI3y.

AHami3 3anexHOCTeH, CBITYUTH, 110 3aCTOCYBaHHS MEPECTaBHOIO AEKOAepa 3
BIIOMUM MPOTUBHUKY BigkputuM KiroueM mnpu  0,1<R=k/n<0,95 i pgoxwuHi
Bukopuctanoro koxy N =1000 nmns kpunroaHamizy OOYMCIIOBAJIBLHO HEIOIIILHO,
KPHUIITO-KOJIOBA CHCTeMa 3axucTy iHdopmalii epekTuBHO 3abe3nedye Oe3NeKy
nepeaBaHHs JaHUX Y KOMI'TOTEPHUX CHCTEMax Ta MEpekax.

[TimcymMKoBiI 3Ha4YEeHHS Ta PE3yJbTATH KPaIIUX CBITOBUX KPUIITOAITOPUTMIB

HaBeJIeHo B Tadumi 3.10

Ta6muis 3.10 - Pe3ynbrat €KCIIepuMEHTAIBHOTO TECTYBaHHS

KinpkicTe TecTiB, B KimpkicTh  TecTiB, B
I'eneparop SAKUX TECTYBaHHS MPOMIILIO | SKUX TECTYBaHHS MPOMIILIO
>99% mocI1I0BHOCTEN >96% 110CII1I0OBHOCTEN
BBS 134 (71%) 189 (100%)
FIPS 197 126 (67%) 189 (100%)
Po3po6ieni
KPHUIITO-KOJIOBI
racotn — 132 (69%) 189 (100%)
iHdopmarii

Takum YWHOM, aHaM3 OTPUMAHHMX PE3YJNbTATIB  EKCIIEPUMEHTATLHUX
JOCIIKEHb TI0Ka3aB, IO 3a CBOIMH BJIACTHMBOCTSIMH 3aIlpPOIIOHOBAHI 3aco0M He
MOCTYMAIOThCSL KpaluM CBITOBUM aHaimoraMm. OTke, MpaKkTUYHE 3aCTOCYBaHHS
po3po0IeHNX 3ac001B 3aXUCTy 1H(OpMAITi JO3BOJIIE OTPUMATH XOPOIIli CTATUCTHYHI
BJIACTUBOCTI ()OPMOBAHMUX TMOCTIJOBHOCTEH 1 €(PEeKTUBHO 3a0e3IMeuyroTh O€3MeKy
JAHUX, K1 ONPallbOBYIOTH 1 IEPEAIOTh.

Ha pucunky 3.5 HaBemeHo 3ajekHOCTI S,(N) MpH HECHCTEMATHUYHOMY

anroputmi koxysanus (N, K, d) koay Hag GF(Q) 3 pi3HOO BiIHOCHOIO IIBHIKICTIO KOIY
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R = k/n. Ha pucynky 3.6 momaHo 3anexxHOCTi Sp.(N) mMpu BHKOpHCTaHHI anredpo-

reomerpuunux koiB (AI'K) i koxiB Piga — Comomona (PC), ne n — nosxwuna (n, k, d)

xoxay Hax GF(q).
S Spu(N)
OcHosHoii OcHOBHOJ
Al'K
—] —
Octioioit OcHoBHOI I/
r
OcHoBHo# I // S
OcHoBHO# R - 0,75 |\>/ N /'/ PC
OcHosHo# IR = 0,5
OcHoBHOIM
OcHosHo#
o . é__/// N R = 0,25 OcHOBHOI
CHOBHOM 200 400 600 800 1000 1200
200 400 600 800 1000 1200
Pucynok 3.5 - 3anexHocTi PucyHok 3.6 - 3anexxHocTi
CKJIQHOCT1 (JOPMYBaHHSI KPUIITOTpaMu CKJIQJTHOCT1 po3in(pyBaHHs

KpUIITOTpaMu

Sx BumnuBae 3 pucyHkiB 3.5, 3.6 KpunTo-KoA0Bi 3acobu 3axucty iHpopmarrii
MaloTh BUCOKI MOKA3HUKHU MIBUAKOAIT K IpH (OPMYBaHHI KPUIITOTPAaMU, TaK 1 MpH ii
po3mudpysanHi. [Ipu miABUIIEHH] TOBKUHU KOAY CKJIAJHICTh MEPETBOPEHHS JAHUX
pocTe SK MoJIIHOMiaJIbHA (YHKITIS.

3 BUKOPUCTaHHSAM BBEJCHOTO Yy3araJlbHCHOrO0 TIOKa3HHWKa e()EKTUBHOCTI
nepenaBanHs gannx B KCiM mpoBeaeHo qociikeHHs €heKTHBHOCTI OOMIHY TaHUMH
3 BUKOPHUCTAHHSM PI3HUX KpumnrTorpadiyHux 3aco0iB 3axucTy iH(pOpMaIli B pi3HUX
peXumax yhpaBiiHHA OOMiHOM AaHuX. /i1 MIABUIIEHHS 3HAYEHHS IOKAa3HUKA
dbynkionanpHOi edexTuBHOCTI KM BHUKOPHCTOBYIOTHCS Pi3HI CIIOCOOW YIIpaBIIiHHS
00OMiHOM gaHUMH: 06€3 3BOPOTHOTO 3B 53Ky 3 BUSBIICHHSM I — KPAaTHUX MMOMUIIOK; 0€3
3BOPOTHOTO 3B’SI3KY 3 BUIPABICHHAM | — KpaTHUX TOMWJIOK; 3 BHUPIIIAIEHUM
3BOPOTHHUM 3B’SI3KOM 1 O6e3nepepBHUM TiepenaBaHHsM kaapis (B336m) “IloBepHeHH—
Ha—N”’; 3 BUpIIIaJIbHUM 3BOPOTHUM 3B'SI3KOM 1 TO3UTHBHOIO KBUTaHIi€r0 (B33mK). s
00JIIKy CTaTHCTHYHUX BJIACTUBOCTEH MOCIIOBHOCTEH MOMUJIOK B PEAIbHUX KaHajaxX
3B’S3Ky OTPUMAHO CINIBBIIHONICHHS JUISI BIAMOBIAHUX MOJCJIEH IIiJBHIICHHS

JIOCTOBIPHOCTI TpPUNAMaHHS TOBIJOMJIEHb, SIKI TEPEAArOThCs, B MOJENI KaHaly 3
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nam’sSITTI0. AHami3 3aJeKHOCTeH 3acBiauye, MO0 HaleeKTUBHIIIMMH MPOTOKOIAMU
yOpaBiiHAS OOMIHY JTaHWUMH € MPOTOKOJIM 3 BUPIIIAIBHUM 3BOPOTHUM 3B’SI3KOM 1
MO3UTUBHOI0 KBUTAHIIEIO Ta 3 BUPIIAIBHUM 3BOPOTHUM 3B'SI3KOM 1 O€3MepepBHUM
nepenaBaHHsaM kaapiB “TloBepHeHHs—Ha—N”. Ilpu BUKOpPUCTaHHI B MNPOTOKOJIAX
OOMIHY aCHMMETPUYHUX KPHUNTOAITOPUTMIB BUMOIM 3a OIEPATUBHICTIO 3HUXKYIOTb
y3arajibHeHUI MOKa3HUK epekTuBHOCTI 00Miny nanumu B 'OC Ha 20%.

Ha pucynky 3.7 mnpeacTtaBieHO pe3ylbTaTd JOCHIIKEHb €()EKTUBHOCTI
nepeJaBaHHs JaHUX Yy KOMITIOTEPHHX CHUCTeMaxX 1 MepexkaxX 3 BUKOPHCTAHHSAM
pPO3pOOJIEHNX KPUINTO-KOJOBUX 3ac00iB 3axucTy 1H(popmalii, CHUMETPUYHUX 1

HCCHUMCTPHUYHUX KPHUIITOCUCTCM.

W

0 51077 001 0.015 Po "oz

Pucynox 3.7 - 3anexxHicTh moka3HUKa €()eKTUBHOCTI OOMIHY TaHUMH B

KoMIT t0TepH1i Mepexi W BiJ IMOBIpHOCTI OITOBUX MOMMIIOK Po,

[To3HauenHs rpadikis:
1 — “TloBepHeHHsI—Ha—N"’ (IPOTOKOJI 13 ACHMETPUYHOIO0 KPUTITOCUCTEMOIO); 2 —
3 B33nk acum. (3 BUpIMIAIBHUM 3BOPOTHUM 3B’SI3KOM 1 MTO3UTHBHOIO KBUTAHIIIEIO,

MIPOTOKOJI 13 aCUMETPUYHOIO KPUNITOCUCTEMOIO); 3 — “IloBepHeHHsI—Ha—N"’ (ITPOTOKOJI
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13 CUMETPUYHOI0 Kpuntocuctemoro); 4 — 3 B33mnk cum. (3 BUpIIATLHUM 3BOPOTHUM

3B’S13KOM 1 TIO3UTUBHOIO KBUTAHIII €10, IPOTOKOJ 13 CHMETPUYHOI KPUIITOCHCTEMOIO);
5 — po3po0lieHa KpUNTO-KOJA0Ba CUCTEMA 3aXUCTY 1HhOpMaIlii.

AHaui3 puc. 23 nokasye, 1110 3aCTOCYBaHHS pO3POOJIEHUX KPUIITO-KOJOBUX CUCTEM

JIO3BOJIAE 3a0€3MEYUTH HEOOXIMHUM TOKa3HUK e(EKTHBHOCTI OOMIHY JaHUMHU Y

KoMmIT toTepHiid mepexi W = 0,95 npu BUKOpHUCTaHHI yCiX BHUJIIB KaHAJIB 3B 53Ky (BiA

JPOTSAHUX JIiHIH 3 Proy = 102 — 1073 10 0NTOBONOKOHHMX JiHiM 3 Prow = 107°9-10712),

BucHoBku 10 po3ainy 3

3anponoHOBaHW  anTOpuT™M  (OpMyBaHHS HEABIMKOBUX  PIBHOBArOBUX
MOCTIIOBHOCTEH peali3yeTbcsl 4Yepe3 CYKYIMHICTh MPOCTHX 1 OOYHCITIOBAIBHO
e(peKTUBHUX MEPETBOPEHDb, 3aCHOBAHUX Ha €JIEMEHTapHUX JBIMKOBUX OMeEpaIlisix Haj
eJIEMEHTaMH TIOCTIOBHOCTEH. 3 TOTIISAMY MNPAKTAYHOI peaii3alii po3poOJIeHOro
METO/Yy 1 aITOPUTMIB HEJBIMKOBOI'O PIBHOBArOBOTO KOJIYBaHHS HAMOUIbII JOIIILHUM
€ 3aCTOCYBaHHS HEJAOPOTUX O0UMCIIOBaNBHUX TpucTpoiB Ha 6aszi IIJIIC i CMAPT-
kapT. DopMyBaHHS KpPUIITOTpaM Yy 3alpONOHOBAHMX KPHUMITO-KOJOBUX 3acobax
3axXUCTy 1H(pOpMAaILii 3A1HCHIOITh 3a JTONOMOIOK BHUKOHAHHS mpoueAyp 1 (yHKIIH
PIBHOBAroBOTO 1 HEPIBHOBArOBOTO aJreOpaidHOTO KOJyBaHHS, METOJIB MAaCKyBaHHSI
BIJIMOBIAHUX KOJIB TiJ] BUMAJAKOBY IMOCTIOBHICTh 1 (DYHKI[IOHATBLHUX OIeEpallii Haj
KIHIIEBUMH ITOJIIMU.

3a pe3ynbTaTamMu MOPIBHAHHS MOXHa 3pOOUTH BHUCHOBOK, 110 BUKOPUCTaHHS
Ipynu omepariiii J1ogaBaHHs 32 MOJYJIEM JIBa 3 TOYHICTIO NMEPECTAHOBKH HA OCHOBI
JI0JTATKOBOI TaMyI0401 MOCIIIIOBHOCTI 3a0€3MeUnTh MABUIICHHS SIKOCTI mU(pyBaHHS
1 HQTIMHOCTI poOOTH, a TIPHU OJHOKPATHHUX BIJMOBAX KaHAJIB BXiJHOI 1H(OpMaIii —
BUKJIIOUYUTH MOKJIUBICTh CTBOPEHHSI MEPEIyMOBHU BHUTOKY 1HGOpMAIli 4Yd 3j7amMy
KITIOYa.

3 BUKOPUCTaHHSAM BBEJCHOTO Yy3araJlbHCHOTO TIOKa3HWKa e()EKTUBHOCTI

nepenaBanHs Aanux B KCiM npoBeaeHo qocikeHHs! €peKTUBHOCTI OOMIHY TaHUMHU
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3 BUKOPHCTAHHSM PI3HUX KpUOTOrpadiyHuX 3aco01B 3axucTy iH(opmaiii B pi3HUX
peXrMMax yHOpaBiIiHHA OOMIHOM pAaHuX. [l migBUINEHHS 3HAYEHHS ITOKa3HHKA
¢dyHkuioHanbHOi epexkTuBHOCTI KM BUKOPUCTOBYBAJIMCH Pi3HI COCOOM YIIpaBIiHHS
0oOMiHOM JaHWMH. AHaii3 MOKa3as, 110 3aCTOCYBaHHS PO3POOJICHUX KPUITO-KOJOBUX
CUCTEM JI03BOJIAE 3a0€3MEUUTH HEOOXITHUHN MOKa3HUK €(PEKTUBHOCTI OOMIHY JTAaHUMU Y
KoM 1oTepHiid Mepexi W = 0,95 npu BUKOpHCTaHHI yCiX BHJIIB KaHAIB 3B 53Ky (BIA

JPOTSHUX JI0 ONTOBOJIOKOHHHUX JIHIH).

BUCHOBKH

B nunnomHiil poOOTI OTpUMAHO TEOPETUYHE Y3arajlbHEHHsI 1 PO3B’sA3aHHS
HAYKOBO-TEXHIYHOI 3a/1adi, 10 MOJSITaE B PO3POOJICHHI METOAY NOOYIOBH KPHUIITO-

KOJIOBUX 3ac001B 3aXHUCTy 1H(pOpMaIlli Ha OCHOBI HEJIBIMKOBHX PIBHOBAroBUX KOJIIB 1
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3a0e3nedyye MIABUIICHHS O€3MeKH 1 JOCTOBIPHOCTI TMEpeAaBaHHS JaHUX Y
KOMIT IOTEPHUX CHCTEMax 1 Mepexkax.

Ha ocHoBi aHanizy BIIOMHUX METOJIB 3a0e3mnedeHHs] O0€3MeKu 1 JOCTOBIPHOCTI
OOIPYHTOBAHO IEPCIEKTHBHI HANPSMH PO3BUTKY CHUCTEM 3aXHUCTy 1H(pOpMalli, sKi
JO3BOJISIIOTH 1HTETPYyBaTH METOAM KPUNTOTpadiyHOTO MEPETBOPEHHS 1 KaHAIBHOTO
(3aBaJIOCTIIIKOr0) KOJyBaHHA JAHMX Ta MIJBULIYIOTh €(QEKTHUBHICTh MepeAaBaHHs
JAHUX Y KOMIT IOTEPHUX CHCTEMax 1 Mepexkax.

3anponoHoBaHO MeTO A (OPMyBaHHS CEAHCOBUX KPUMTOTpadiYHUX KITIOUIB, SIKUH
peani3yeThCsl 3 BAKOPUCTAHHSIM pO3pOOJICHUX MPOLIEIyp pIBHOBAroBOro HEABIHKOBOIO
KOJYBaHHA 1 Ja€ MOMJIMBICTh QJalTUBHOI 3MIHU Baru ()OPMOBAHUX TOCIIIOBHOCTEH
IHTErpoBaHO 3a0e3nevyyBaTd HEOOXiJHI MMOKa3HUKM O€3MeKH 1 JIOCTOBIPHOCTI
nepeaBaHHs JaHUX B KOMITIOTEPHUX CHCTEMax 1 Mepekax y PEeKHMi MPSMOTO
BUITPABJICHHS TOMUJIOK.

CTBOpEeHO MaTeMaTHUYHy MOJIENIb KPUIITO-KOJOBOI CUCTEMH 3aXKCTy 1HGOpMaIlli,
sKa BpPaxOBY€ SK OCOOMMBOCTI (POpPMYBaHHS KpPHUIITOTpaM 13 BHKOPUCTAHHSIM
HEJBIMKOBUX pPIBHOBAroBMX KOJIB, TaK 1 1iX 3BOPOTHOTO KPHUIITO-KOJIOBOTO
NEPETBOPEHHS. HA MpPHUIIMaHHI y PEXHMMI BUSBICHHS IMOMWIOK 1 aBTOMAaTHYHOIO
nepe3anury.

BrockonasieHo mpoToKoJid OOMIHY CEKpPETHUMU MOBITOMIIEHHSIMU SIK B PEKUMI
MIPSIMOTO BUTIPABJICHHS TIOMUJIOK, TaK 1 B PEKHUMI BUSBJICHHS TOMIJIOK 3 aBTOMAaTUYHUM
nepe3annuToM JaHuX, sIKI Ha BiAMIHY BiJl BIJIOMHX BHKOPHUCTOBYIOTH KPHITO-KOJOBI
3ac00U 3 HEJIBINKOBUMH PIBHOBArOBUMH KOJAMH, IO MIJIBUIIUIIO 3aXUIIEHICTh TaHUX
BiJ i BUIAJKOBHX TMOMWJIOK B KaHajaX 3B’S3Ky, a TaKOX BiJl IUILOBOTO BILTUBY
3JI0BMHCHHUKIB.

OTpuMaHO OIIIHKHA CTIHKOCTI pO3pOOJEHUX KPHUIITO-KOJAOBHX 3aCO0IB 3aXUCTY
1H(bopMallii 70 pi3HUX aTak MOpyUIHUKa. BcTaHoBIeHO, 1110 MpU BIAHOCHIHM MIBUKOCTI 1
JIOBKMH1 BUKOPHUCTOBYBAHOTO KOIY KPUIITOAHATI3 ISl 3JIOBMUCHUKA OOUHCITIOBAIHHO
HEJOCSDKHMM, CKIIQHICTD peajizailii Halile(eKTHBHIIIIOT aTaK! 3JJOBMUCHUKA CKIIATA€E HE
menme 2%° rpynoBux onepauiii mHan momem GF(Q). 3a cBoiMM NOKa3HMKaMH

3allpONOHOBAaHI 3acO0M Mail’)ke HE TMOCTYMalThCs BIJIOMUM KPHUITOCHUCTEMaM 3a
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MeToaukoro cratuctuuHoro tectyBanHs NIST STS (31 189 craructuunux tectiB 132
tect (69%) 3amoBosibHAOTE Kputepito [0.99 < rj < 1.00] i 189 TectiB (100%) —
kputepito [0.96 <r; <1.00]).

OTprMaHO OLIHKM CKJIaJIHOCTI peaitizallii po3po0IeHNX KPUIITO-KOJAOBUX 3aCO01B
3axucty iHQopmarii. Po3pobreHi KpunTo-KOAOBI 3aco0M  3axucTy iHbopMarlii
N03BOJISIIOTh peanizyBaru mBuake (10-100 M6it/c) kpunrorpadiuie nepeTBOpEeHHS
BEJIMKHUX OOCSTIB JAHWUX 3 BUKOPUCTAHHAM BIIKPUTHX KJTFOUIB. 3 TOYKH 30pY MPAKTUIHOT
peamzariii po3po0JICHOr0 METOJy HaWOUIBII JOIIIBHUM € 3aCTOCYBaHHS HEIOPOTHX
oOuncmoBanbHUX MpUCTpoiB Ha 0azi [TJIIC 1 CMAPT-kapr.

OTpuMaHi OINIHKK y3arajlbHEHOTO TOKa3HHWKAa e(EKTUBHOCTI PO3POOICHIX
KPHUIITO-KOJOBUX CHCTEM CBIT4aTh, IO Il CHUCTEMH JalOTh 3MOTY 30UIBIIUTH
y3araJibHeHUH TMOKa3HUK e(peKTHBHOCTI 10 PiBHA W(Puow)orpuw = 0,95, mpu mpomy
3abe3nedeno Horo npupict Ha 0,05 mpu mokasHuKy kpunroctiiikocti B = 10% - 10%
IPYMOBHX Omepariii, tu = tposu = 0,1¢ 31 BUAKICTIO Siu(N) = Sposw(n) = 10 - 100 M6it/c, i
MMOBIPHICTIO MOMUIKH Proy = 1072 — 1073, mo B nmoBHOMY 00CS3i 3aJ0BOJIBHSIOTH

BuMoram J1o cyyacHux KCiM.
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