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PE®EPAT

MeTtoro AUMIIOMHOT poOOTH € AOCHIIKEHHSI ICHYIOUMX METO/I1B cTeraHorpadii y
web-3acTocynkax Ta ix creranoanainizy. Web-3actocyHku € 3pyuHuM 00’ €kTOM IS
MIPUXOBAaHHS TMOBIIOMJIEHHS, OCKUIBKHM 3aJOBUIBHSIOTH OaraThbOM HEOOXIIHUM IS
peanizaiiii creranorpadii ymosam. Lleit ¢hakT BUKOPUCTOBYETHCS 37 TOBMUCHUKAMMU J1JIS
peasnizanii cBOiX HaMipiB, TOMY Ha JJaHUH MOMEHT ICHY€ rocTpa notpeda y eeKTuBHUX
IHCTpYMEHTaX BHUSBICHHA creranorpadii y web-zactocynkax. Y  poOoTi
PO3MIISAAIOTHCS ICHYIOUl METOAM peanizaiii creraHorpadii Ta BiAMOBIAHI METOIU
creranoananizy. OcobOiMBa yBara BiJBeJIeHa CTEraHOrpapiuHOMY METOAY, SKHUN
Ipalioe Ha OCHOBI 3MIHM TOJIOKEHHSI aTpUOYTIB y Terax - Jjsi HOro BUSBICHHS
3alpONOHOBAHO JIBa AJTOPUTMH. 3arajibHuii olcar pob6otu: 63 cropinku, 20

utrocTpaitiii, 7 Tabnuue Ta 24 616aiorpadiuHUX JHKepe.

Kimrodori  cmoBa:  creranorpadis, creranoanamiz, HTML, 1mudposa

creraHorpadis.



ABSTRACT

The purpose of the thesis is to study existing methods of steganography and
steganoanalysis in web-applications. Web applications are a convenient object for
concealing a message, since they satisfy many of the requirements for the
implementation of steganography. This fact is used by criminals to reach their goals,
so there is an urgent need for effective tools for detecting steganography in web
applications at the moment. The paper considers existing methods for the
implementation of steganography and the corresponding methods of steganoanalysis.
Special attention is paid to the steganographic method, which works by changing the
position of the attributes in the tags - two algorithms are proposed for detection. Total
volume of work: 63 pages, 20 illustrations, 7 tables and 24 bibliographic sources.

Key words: steganography, steganoanalysis, HTML, digital steganography.
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BCTYII

JItoaCTBO KOPUCTYBAIOCS CTETaHOTPAa(iYHIMH METOJaMH IIe Ha 30pi CBOTO
ICHYBaHHA, TIPOTE Kiacuikaiis Ta CTPIMKUN PO3BHUTOK IIi€l Tamy3i BigOyBcs y 20
CTOJIITTI, 1 HE 3YIUHSIETHCS y HAIII Yac.

[3 BuHMKHEHHSM [HTEpHETY MM OTpuUMaiM Oe3Jid MepeBar Ta MOXKIUBOCTEH,
AKUX He MayiM panime. KoMmMmyHikalis 6e3 oOMeXeHb, PO3BUTOK O13HECY Ta HOBUU
piBeHb CBOOOJM — BCE II€ CTa€ JOCTYIMTHWM pPa3oM i3 iHTEpHeT-3’€aHaHHsIM. [IpoTte
HE3Ba)Kal0UM Ha BEJIMYE3HY KUIBKICTh IUIIOCIB, [HTEpHET Mae OJIMH AyX e CYTTEBUU
HEJIOJIIK — BIH € JIIF0YOI0 Ta JIyKe 3pYUYHOIO MIaTGOPMOIO JIJIsl peaizallli 3JI0BMUCHHUX
HaMIpiB.

CyTtTeBy podb 3irpana nossa [HTepHeTty 1 st cteranorpadii — 3’ IBUJIMCS HOBI
HampsiMU SIK JJIS TIPUXOBYBAHHS TMOBIJOMJICHb, TaK 1 i iX BusiBiIeHHS. CBiTOBa
Mepexa cTajga NPUYMHOK BHHHKHEHHS II€ OJHOrO MiApO3AuTy creraHorpadii —
udpoBoi creranorpadii.

Aynuo 1 Bigeo (aitnm, 300pakeHHs Ta JOKYMEHTHU € MPEeIMETOM JOCHIIKCHHS
uuppoBoi creranorpadii. KoxeH 13 mux TUMIB NpelcTaBlieHHs 1H(opMalii Moxe
BUKOPUCTOBYBATHUCS JIJIsI IPUXOBYBAHHS CEKPETHOTO MOBITOMJICHHS, (DaKT HassBHOCTI
AKOr0 3HAa€ JMIIE OTpUMMyBad Ta BiAnpaBHUK. [IpoTre BCl mepeniueHi THUMIH
1H(}OopMaIIHHUX KOHTEHHEPIB MAIOTh IIIHHICTH JUIs cTeraHorpadii JTuIie 3aBasiki CBOTH
NOIIUPEHOCTI - caMme dYepe3 (I3UYHy HECIPOMOXKHICTh MPOaHaII3yBaTH BCIO
1H(popMallito, IKa KypCye y CBITOBIM Mepexi 3a 100Yy.

[Mudposa creranorpadis nepeadadae BUKOPUCTAHHS III€ OJJHOTO KOHTEHHEPY —
Web-ctopinku. OcobnuBocti MoBu HTML Ta po3noBcromkeHicTs Web-CTOpiHOK
pOOJSATH OCTaHHI 17IcaTbHUM 00’ €KTOM JjIsl CTeraHorpadii, sika B CBOIO UYepTy MOXKE
BUKOPUCTOBYBATUCS JJIA 3JIOYMHHMX HamipiB. Came TOMY TWTaHHA BUSBJICHHS
3aCTOCYBaHHs cTeraHorpadii 10 CTOPIHKH 3JIMIIAETHCS JOCI BIIKPUTHM.

Mertoro 1 3aBHaHHSM AaHOi pOOOTH € AOCTIHPKEHHS METOJIB CTEraHOAHAII3Y

web-cropiHok Ta po3poOka ehekTuBHUX MeToaiB BusiBiacHHS HPAT creranorpadii.
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OO0’eKTOM JOCTIKEHHS € alropuTMu IudpoBoi creraHorpadii y web-
CTOpIHKaX Ta MPUHIUON IiX poOOTH, a TaKOX ICHYIOYl METOAW BUSBICHHS
3aCTOCYBaHHS ITUX aJITOPUTMIB.

[IpeameTom MOCTiIHKEHHS € METO/IM CTeTaHOaHAITI3y Y web-CTopiHKax.

MeTogoM JOCHKEHHST € O3HAHOMJICHHS Ta ONPALIOBaHHS EJIEKTPOHHUX
JKEpeN Ha PI3HUX MOBax Mpo cTeraHorpadiyHi aaropuTMHU Ta CIIOCOOM X BUSIBJICHHS.

HayxoBa HOBU3HA AOCIIIKEHHS MOJISITae y TOMY, 10 OYyJIH 3apONOHOBaH1 HOBI

metoau BusiBiacHHS HPAT creranorpadii y web-cropinkax.
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1 OCHOBHI OJIOKEHHS CTETAHOT'PA®II TA METOIU
CTEI'AHOAHAJII3Y

Y mpoMy po3gim mpeactaBieHa iHdopwarliss mpo creradHorpadiro i

cTeraHoaHaJi3, ONMCaHl OCHOBHI cTeraHorpadiyHi MOHATTS Ta BUBHAUYCHHS .

1.1 Creranorpadgis Ta ii HApPAMMA

Creranorpadis - ue meton nepenayi ado 30epexkeHHs iHdopmallii, pu SKOMy
30€eiraeThCsl CEKPETHICTH (PakTy mepenadi uu 30epeskeHHs iH(popmalii s BCiX, KpiM
BIJIIPAaBHUKA Ta OTpUMyBada. BukopucrtanHus creranorpadii motpedye neBHOro Hocis
a00 KOHTEWHepa, KUl BUCTYNAE y POJII MACKYIOUOTO MOKPUTTS ISl TIPUXOBYBAHHS
MOBIJIOMJICHHS. Y 1IbOMY BUIIAJKY MpUXOBaHa 1H(OpMAILisl € CTETaHOMOBIJOMIICHHSIM,
a JaHl, y skux 0s iHdopMalis HpuxoBaHa — CTEraHOKOHTeHHEepoM. ['oloBHMM
KpUTEPIEM SKICHOTO KOHTEHHEPY € Te, 1[0 HOTO BUKOPUCTAHHS JUIsl cTeraHorpadiyHuX
IiJIeil He MOBMHHO MPHUBEPTATH YBAard TPEThOI CTOPOHU — HASBHICTH MPUXOBAHOTO
MOB1JIOMJICHHSI HE TOBUHHO OyTH OYE€BUIHUM a00 BUKJIMKATH MiI03PHU Yy BUTIAIKOBOTO
criocTepiraya [1].

Ha BigMiHy Bif kpunrtorpadii, sika 3axuniae KOH(PIAEHIIHHICTh 1H(OpMalii
IUIIXOM 11 TMEepeTBOpPEHHS, cTeraHorpadis HampaBlieHa Ha MPUXOBYBaHHS (akTy
MPUCYTHOCTI BakuBO1 1H(opmarltii. Bukopuctanas kpunrorpadiyHux NEpeTBOPEHb
BJK€ BKa3ye€ Ha WIHHICTh 1H(oOpMalli, B TOH yac Koju creraHorpadis J03BOJISIE
nepeaaBaTH iHGOpMaIliio, He IpUBepTatouu yBaru. [Ipore HaOUIbIT HAAIMHI CHCTEMHU
MOEAHYIOTh B €001 Kpuntorpadiro Ta creraHorpadiss — HaBITh SKIIO 30€piraHHs YU
nepeaya TOBIOMIJICHHS Oylia pO3KpHUTa, aHAMTHUK Oyjae 3MyIICHUN IMOJ0JIaTH
KpunrorpadiuHuid 3aXUCT TOBIMIOMJICHHS [IJI1 OTpPUMaHHS HEOOXIAHOI Homy
1H(popMmarii.

Creranorpadisi BUKOPUCTOBYEThCS SK IS 3JIOYMHHUX, TaK 1 MPABOMIPHUX

uineit. IlpukiaagoM MNpaBOMIPHOTO BHUKOPUCTAHHS € BIPOBAIKEHHS MPUXOBAHUX
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MOB1JIOMJIEHBb JIJISI 30€pEKEHHsI aBTOPCHKOTO IMpaBa YU CEKPeTHA KOMMYHIKAIlI MiXK
OpraHaMy MpaBOMOPSAKY. [HIIA cTopoHa cTeranorpadii, KpuMiHaidbHA, BiOMa SIK
3pYYHUN METOJ JUIsl KOHTpaOaH U JaHUX (B TOMY YMCI 1 JJISI IiJIeH TPOMHCIOBOTO
IIMUTYHCTBA) Ta TAEMHOTO CITUIKYBaHHS MiXK 3JJOBMUCHUKAMH.

binpmr geTanpHUl TpHUKIAA JIETAIBHOTO BHKOPUCTaHHS cTeraHorpadii —
Boasauit 3HaK [3]. [Ipuabani B InTepHETI HU(POBI HaHi (KHUIH, 300paKeHHs, TOIIIO)
HAJAI0THCA KYIyI04oMy 0€3 BHAMMOTO BOJISHOTO 3HAKy, MPOTE MPH IIbOMY Ha HUX
NPUCTYHIA cTeraHorpadiyHuil BOASHUN 3HAK. PI3HUIS MIDK HUMH IOJSTaE y
1H(popmarrii, ssky B co01 Hece creraHorpadiyHui 3HaK — TaKUK COCIO0 MapKyBaHHS €
MiITBEPKCHHSIM aBTOPCTBA Ta MOKE€ BUKOPUCTOBYBATHCS VISl MPOTH LT ITU(DPOBOMY
MipaTCTBY, IPUUOMY HASBHICTh TAKOTO 3HAKY HEMOMITHA JIJIsi KOpUCTyBava. SIKicHUiA
CTEraHorpa(iuHuil BOASHUN 3HAK € CTIMKUM JI0 pI13HUX (OPM CHOTBOPEHb AAHUX -
oOepTaHHs, CTUCHEHHSI 1 KaJIpyBaHH (SIKILIO MOBa W1 PO 300pasKeHHS).

Jlnst  3MOBMUCHUKA BUKOPHUCAHHSA  CTEraHOTpadiuHUX  IHCTPYMEHTIB €
PUBAOJIMBUM, OCKUIBKU:

> 30epIra€ThCsi CEKPETHICTh MIEPCOHU BiIMPABHUKA Ta OTPUMYBaya.

> 3’ABJISIETHCA  MOXJIMBICTh HE  BHKOPUCTOBYBAaTH  Kpuntorpadiro,
3a0€3MeUrIoUH MPH [IbOMY CEKPETHICTh MOB1JOMJICHHS.

Creranorpadito MokHa Kiacu(ikyBaTH 3a PIZHUMH [apaMeTpamMu Ta
criocobamu nipeacrapiieHHs. [IpoTe SKIo po3risiiaTd KOMI ' I0TepHY cTeraHorpadiro,
BHHUKHEHHS SIKOI MO’KHA BBa)KaTH HEIABHBHOIO MOIICI0, MOXKJIMBO BHIIJIATU TaKl
OCHOBHI HaNpsIMH JIUI Kiaacudikarii:

> creraHorpadiss gaiioBuX CHCTEM — BHUKOPHUCTOBYE OCOOJUBOCTI
30epiranHs (ailniB pi3HUMHU OmNepariiHuMu cuctemMamMu. BoHa BKIIFOYa€ CTBOPEHHS
CrelialbHAX PO3IUTIB TaM’aTi JJIsl TpUXOBYBaHHsS iHpopmarii [4], a Takox
MacCKyBaHHS TPOTPaMHOTO 3a0e3MeYCHHS.

> muppoBa creraHorpadis — I Kareropis 0a3yeTbcsi Ha 3aCTOCYBaHHI
creraHorpadii 1o uuppoBuUx Meia, TaKUX SK: 300paKeHHs, BiJIe0, ayJdi0 Ta TEKCTOBI

daiimu. Y npoMy Hampsimi 3Haxoauthes 1 creranorpadis HTML cropinok.
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> creraHorpadiss Mepexx — mnepeadadyae BUKOPHUCTAHHS MEPEKEBUX
IPOTOKOJIB Jii TaEMHOTO OOMiHYy iH(popmamiero. CTpykTypa Ta MOpPUHIUMN [ii
MepexXeBHX 3a0e3rnedye JBi CyTTE€BI XapaKTEPUCTUKH, SKHUMU TOBHHEH BOJOIITH
SKICHUM CTEraHOKOHTEHHEp - IUPOKE MOIIMPEHHS 1 MOXIUBICTh Monudikarii 6e3
Bi3yaJbHO MOMITHOI mOBeAIHKU. [lOMIKOMKEHHS AEAKMX MaKeTiB 1 iX MOBTOpHA
nepeaaya nepeadadeHa MepeKeBUMU MPOTOKOIAMH, 110 MOXKe OyTH BUKOPUCTAHO IS

NPUXOBYBaHHS MTOB1IOMJICHHS 0€3 BUHUKHEHHS Mi7103pH [5].

1.2 Mogeab cTeraHoCHUCTEMH

Ha pucynky 1 300pakeHa KjacHMuHa MOJENb CTEraHoCUCTEMH. Mojenb
nependayae ICHYBaHHs JIBOX JIFOJIEH — BIANIPABHUKA Ta OTPUMYBaya, K1 BITOKPEMIICHI
OJIMH BiJl OJTHOTO Ta MalOTh MOKJIMBICTh CHIJIKYBAaTHCS TUIbKH 4Y€pe3 OJHUH KaHal
3B’A3Ky. ICHYIOUMII KaHajl KOHTPOJIIOETbCA TPETHOK OCO00I0, a CEKPETHICTh
1H(popmarrii 3a0e3neuyeTbes CreniaJbHUM KII0YeM — CTeraHoKIIoYeM. BianpaBHUK Ta
OTpUMYyBa4 TOBUHHI OOMIHIOBATHUCS TIOBIJJOMJICHHSAMH TaKUM YHHOM, IIIO00 HeE
OPUBEPHYTH YyBaru CTOPOHHBOI o0coOu, sika BoJoJle kaHaioM. Ilpum wnpomy
nepeadavyaeThCs, M0 CTOPOHHSA 0co0a € CTEraHOAHATITUKOM 1 Ma€e MOMJIMBICTH
MOU(DIKYBAaTH MOBIOMIICHHS.

Haacunay moBMHEH BUKOPHUCTATH MEBHUM METOJ KOTYBaHHS IS IPUXOBAHHS
MOBIJIOMJICHHS B 00'eKTi-HOCIT (cTeraHokoHTeiHepi). OTpUMyBay BUKOPHCTOBYE
CTEro-KJItOU Ui JE€KOAYBaHHS Ta BUIYYEHHS MOBIJIOMIJIEHHS 13 CTETaHOKOHTEWHeEpA.
BukopuctanHs cTero-kitoua B I[i MO MOKHA BBa)KaTH aHAJIOTOM BUKOPUCTAHHS
KITt04iB mu(pyBaHHs B Kpuntorpadii.

CeKpeTHICTh MPUXOBAHOTO MOBIIOMJIEHHS 3aJIEKUTh BiJl BUOOPY CTEro-Kioya
SAKUU pO3MOAUISIETbCS MK BIAMPABHUKOM 1 ofiep)KyBaueM. BpaxoByrouu neit daxr,
HEOOX1HE 1CHYBaHHS MPOTOKOJY cTeraHorpadii, 3 SKUM MOMEPETHBO MOTOAMINCH 1

HaJICWiay, 1 OTpUMyBad.
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[1¢]

MosigomneqHA »| KooyEaHHA 3

¥ [oEiOMNEHHS

BignpaBHuk CTeradoauaniTHL OTpumyEay

Pucynok 1.1 - Mojenb cTeraHoCUCTEMU

VY KJacu4HIil MOJENl CTEraHOCUCTEMH Mepea0ayeHO BUKOPUCTAHHS CTEro-
KJIto4a, MpoTe cTeraHorpadivHi MPOTOKOIN MOXKYTh Kiacu(iKyBaTUCS BIAMOBIAHO 110
MPUCYTHOCTI [HOTO KJII0Ya Yy CUCTEMI.

»  Uwucra creranorpadisi: creranorpadisi, B sSKili HE BHKOPUCTOBYETHCS
CTErO-KJIto4. [HIIMMHU cl10Bamu, Jijisi OOMIHOM MOBIJJOMJICHHSIMH HEOOX1THUMH € JIUIIIE
aITOpUTMH BOYAyBaHHS Ta BHJIyYeHHS. Y I[bOMY BUMQAKYy Oe3IeKka CTeraHOCHCTEMHU
MePEeBAXKHO 3aJICKUTH BiJl 11 CEKpeTHOCTI. Takuii miaXiJl € OCHOBOIO 0araTh0oX Cy4acHUX
CTEraHOCUCTEM (Cepell HUX cUcTeMHU 13 BUkopuctanHaM HTML-creranorpadii).

> Creranorpadisi CEKpeTHOro Kiroda - Juisi BOyJIOBYBAHHS 1 BUIIYUEHHS
MPUXOBAHOTO TOBIIOMJICHHSI BUKOPUCTOBYETHCS CEKPETHUN KITFOU (BIIOMUNA TUTBKU
BIIIPAaBHUKY 1 ojepxxyBauy). I[lpuHumn nii Takux cucTteM Haraaye poOoTy
KpUNTOTpadiuHUX CUCTEM.

> Creranorpadis myOMiYHUX KIIOYIB — Y TaKUX CTEraHOCHCTeMax
HEOOXIHI mapa KIOYIB — MyOJIYHOTO Ta NPUBATHOrO. BiakpuTuil Kirou
BUKOPUCTOBYETHCS Il BOYJIyBaHHS MPUXOBAHOTO TOBIJOMIICHHS y KOHTEHHEp, a
3aKpUTHUH KITFOY 3aCTOCOBYETHCS JJISl BITHOBJICHHS TPUXOBAHOTO MOBIAOMIICHHS.

Knacnyna mopjenb M03BOISE BH3HAYMTH ACAIKI Ba)KIWBI TOHATTSA, Takl fK
“KOHTEHHEP” YM “TIOBITOMJICHHS "

o KOHTeWHep — iHdopMmarlisi, sika BUKOPUCTOBYETHCA SK TOKPUTTS IS

MMOB1JOMJICHHS.
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o NOBIIOMJICHHS — 1H(OpMAIls, NPEICTaBICHA Y BHIJISAL TEKCTY,
300paKeHHsI, ayAN0 9H Bijeo Qaiiry.
° MOPOXKHIM Ta 3allOBHEHHMM CTETaHOKOHTEHHEp — KOHTelHep 0e3

IIOBIIOMJICHHS Ta 13 IPUXOBaHOIO 1H(OpMaIIi€ro BiamoBiaHo [6].

1.3 IIndpora creranorpadisn

[leit HampsM € MiAPO3AUIOM KOMIT IOTEpHOI creraHorpadii 1 0a3yeThcs Ha
MPUXOBYBaHHI YW Jl0jJaBaHHI 1HGopmaiii 10 nudpoBux 00’€KTiB. 3aCTOCYBaHHS
uudpoBoi creraHorpadii nepegdayae BUKOPUCTAHHS HAAJIMIIKOBOCTEH, XapaKTEPHUX
JUTSL MeJlla TaHuX pi3Horo tumy ((oto, TekcT, Tomo). [I[pucyTHICTh HAITTUIIIKOBOCTEH
JT03BOJISIE IPUXOBATH Y HUX 1H(OpMaIIi0, 3aMIHSAI0OUYM OCTaHH1 Ha MOBIIOMJICHHS. Tak,
MaHIMyTI0I0YN KOJIBOPOBOIO MATITPOIO 300pakKeHHS, MOXKIIUBO 3aKOAYBaTH Yy HbOMY
TEKCTOBE MOBIAOMJIEHHS [7]. HagnumkoBicTe mpuCyTHA 1 y 1HmMX (opmaTax
npeacTaBieHHs 1HGoOpMaIlli, 3aBASKA YOMY IX BHKOPUCTOBYIOTh Yy SIKOCTI
CTEraHOKOHTEHWHEPIB.

Monudikaiist ¢hainiB-KOHTEHHEPIB MPU3BOJAUTH 10 3MiH, TPOTE BUKOPUCTAHHS
edeKTUBHUX cTeraHorpadiyHuX alrOpUTMIB pOOUTH 111 3MIHU HEMTOMITHUMU HE TIIBKU
JUTS TIOJIMHU, a ¥ JUIST CTEraHOAHAJIITHYHUX METO/IIB.

[Mudposa creranorpadis icHye yepe3 MOMMPEHICTh Meia (paiiiiB — BCs CBITOBA
MepexXa CKIAJaeTbCcsl 13 Web-CTOPIHOK, 300pa)keHb, BiaeodailliB Ta I1HIIUX
NOTEHIIHHUX KOHTeHHepiB. DI3UYHO HEMOXKJIMBO TNEPEBIPUTH TaKy KUIbKICTb
iH(dopmarrii, Tomy nepenideHi (GopmMaTH BHKOPUCTOBYIOTHCS 3JTOBMUCHUKAMH IS

JIOCATHEHHS CBOIX IIIJIEH.
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1.3.1 HHudposa creranorpadis 300pakeHb

300pakeHHSI € OJHUM 13 HAWMOMIMPEHIIIMX THIB CTEraHOKOHTEHHEpIB.
Bukopuctanns uporo ¢popmaty /it BOy1yBaHHS OB1IOMJIEHb Mae 0araTo repesar:

> IHTEpHET MICTUTh HE3JIIUYEeHHY KIJIbKICTh 300paKeHb, SKI IIOJCHHO
JIOJTAIOTHCS Ta OHOBIIIOIOTHCSI — 3aBAHTAXXEHHA 300paKCHHSI-CTEraHOKOHTEITHepa He
BUKJIMYE M1J03PH MPU HOTO 3BUYAHOMY MEPEerJIsii.

> €EMHICTh 300paKE€Hb JT03BOJISIE TIEPEIaBaTH 3HAYHY KUIBKICTh 1H(POpMAITi.
[Ipy oMy iCHye THYYKYCTh, y BHUIJISIII BHOOpPY MIXK EMHICTIO KOHTElHepa Ta
HETIOMITHICTIO MoiudiKaIliii cCTeraHOKOHTCHHEDY.

> BpaxyBaHHs OCOOJIMBOCTEHN JIOJACHKOI OioJorii(3opy) mpu po3poOir
CTETaHOAJITOPUTMIB MOJKE IMO3UTUBHO BIUIMHYTH Ha HPUXOBAHHA MoJudiKalii y
300pakeHHi [8].

[MuppoBa crera”orpadis y  300paKEHHSAX  BUKOPUCTOBYETbCA IS
MIITBEPPKEHHST aBTOPCHKOTO TpaBa, 30KpeMa JUIsl J0JaBaHHS MiAMUCIB 1 MUGPOBUX
BIIOMTKIB, Ta 3a0e3MeueHHd UUIICHOCTI 300paxeHHs. Meroau creraHorpadii
300pakeHb MOXHA KJIacu(IKyBaTH 33 TPUHIIMIIOM POOOTH aJITOPUTMIB.

> [TpocTopoBi MeTO M IPUXOBYBaHHS MoBioMieHHs. Llei Tun nependavae
NPUXOBAHHS TMOBIJIOMJIEHHS Yy MPOCTOPOBIM 00JacTi cTeraHokoHTenHepy. s
KOJIyBaHHSI TOBIJJOMJICHHSI BUKOPUCTOBYIOTHCSI HAaWMEHII 3HAUYIIl OITH - MOJIOIIII
OiTh TiKceniB 300pakeHHs-KOHTelHepy. Bimomuii anroputm LSB (Least Significant
Bit) micTuTh y Ha3Bi npuHIUI cBOET aii [9].

»  UacrorHi meromu. Lleli THIT METOMIB peajitoa3y€eThCsi BUKOPHUCTAHHSIM
JKII (nuckpeTHOro KOCMHYCHOTO niepeTBopeHHs) Ta moaudikamnii LSB. Meroau wiei
rpynu € OLIbII CTIHKHUMH J0 CTeraHorpadiuHux arak, TaKuX SK CIIOTBOPCHHS
KOHTEWHEpY YM aHajli3 4aCTOTHUX IMOKAa3HUKIB 300paxkeHHs. Jleski 13 momudikariii
QITOPUTMIB 37aTHI BUTPUMYBATH KOMIUIEKCHI CTEraHOATakKW 1 BaXKKO MIAAIOTHCA

PO3KPHTTIO.
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Creranorpadiss 300pakeHb yXKe€ JOCTaTHbO JIOBTMHA Yac  YCIIIIHO
BUKOPHUCTOBYETHCSI K 3JIOBMHUCHUKAMH, TaK 1 CHJIaMH TIPAaBOMOPSAKY. Bemmkwmii
MOTEHIIAJI Ta THYYKYCTb METOJIB cTeraHorpadii 300pakeHb CIpHUSE CTBOPEHHIO

HOBHUX CTETaHOTpa(iYHUX Ta CTETAaHOAHATITUYHHUX aJITOPHUTMIB.

1.3.2 Creranorpadis texkcroBux aiiis

Po3mnoBciomkeHHs TEeKCTOBOI1 iHGopMallii € OJHUM 3 HaWJaBHINIMX 3ac00iB
MacoBoi 1H(dopmarlii, sKUii Moxe OyTH BHUKOPUCTAHHUW SIK cTeraHorpadiunuii
KOHTelHep. Benuwka KUIBKICTh TEKCTOBOI 1H(opMalii B IHTepHETI J03BOJIsAE
cTeraHorpagam BUKOPUCTOBYBATH LieH (popMaT NpeCTaBICHHS JaHUX Y SIKOCT1 HOCLS
MPUXOBAHUX MOBIIOMJICHb.

IcHye OaraTo mpuKiIaAiB peanizallii alrOpuTMIB 3aCTOCYBAHHS TEKCTY Y SIKOCTI
CXOBHIIA JAHUX, IIPOTE y 00J1acTI TEKCTOBOI cTeranorpadii icHye cyTreBa mpobiema.
TekcToBl (hailsiu MaroTh Ay»e HE3HAYHY HaMIPHICTh y TOPIBHSHHI 13 300pa)KEHHIMU,
Bifleo Ta ayauwo ¢ainamu. Hapasi icHye Oararo momaudikaiiiid, siki J03BOJSIOTH
30UTBIIMTH  HAJUIMIIKOBICTh TEKCTY HE 3MIHIOYHM BUIJISA JA0KyMmMeHTy [9].
Omnwupatounce Ha podoty Gary C. Kessler [11], meToau TekcTtoBoi creranorpadii
MO>KHA Kacu(iKyBaTH Ha:

> METO/M, SIKI 0a3yroThCad Ha (opmaTi Ta XapaKTEPUCTUKAX TEKCTY IS
MPUXOBYBaHHS JaHUX — (pOpMaATyBaHHs, 3HaKU MYHKTYyallii, angasiT.

> JIHTBICTUYHI METOJH, AKI BUKOPUCTOBYIOTh CHMHTAKCH4YHI 1 CEMaHTHYHI
0COOJIMBOCTI MOB.

»  METOAH, SIKi ONHPAIOThCS HA TPUXOBYBAHHS JAaHUX 3 YpaxyBaHHSIM
CTaTUCTUYHO «IPUPOJHBOTO» BUIIIALY TEKCTy. Peamizaiis Takux aJropuTMiB
OpIEHTOBaHA Ha 30€peKEHHs 4acTOT OYKB Ta CIIIB TEKCTY.

Pazom 3 1iuM MOKIJIMBO PO3AUIATH TEKCTOBY cTeraHorpadiro Ha OUIbII 3araibHi
TeYil — JIHTBICTUYHY Ta TexHIYHYy. OCTaHHS nepeadadyae BUKOPUCTAHHS TEXHIYHUX

ACIIEKTIB TEKCTOBOIO JAOKYMCHTY, TAKHUX K INPUXOBYBAHHA AAHUX 34 JOINOMOI'ORO
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HEBUJIMMUX HAMKCIB, 3MIHU (POPMH Ta KOJIHOPY JIITEP, BUKOPHUCTAHHS TEXHIYHUX MOJIIB
Ta 3aMiHa KOy CHMBOJIIB.

[{iTr0 JTHTBICTUYHOI cTeraHorpadii € BUKOPUCTAHHS CKJIQIHIIIMX METOIB,
OpIEHTOBAHUX Ha CHEIU(IYHICT MEBHOI MOBI Ta MpaBUjIa MPABOIUCY - IEPEHECEHHS
CIIB, TIEPCHECCHHS PSAKIB, BHOIPKOBUX TOMIJIOK. MeETOau  JIHTBICTUYHOI
creranorpadii MoXxyTh 0a3yBaTHcs Ha mUA@pax uu xaproHi — iHdopMmailii, 3po3ymiiaoi
auie 115t oOMexeHoi rpymnu Joaeit. HaiiBigominmm € MeTo Hy1b0BOTO HU(PY, CYTh
SKOTO TIOJISITa€ Y JOTPUMaHHI MOIMEPEHHO BCTAHOBIICHUX TIPABUII JJi BOYyBaHHS Ta
BUJIYYEHHS MPUXOBAHUX MOBIAOMIIEHB. [Ipukiaz: skmo Oyno BCTaHOBIIEHE MPABUIIO
YUTAHHS KOYKHOI MepIoi OyKBH HOBOTO ab3ally, TO OTpUMaHuil Hallp CUMBOJIB Oyje
IPEJICTaBICHUN y BUIJISI1 OCMHUCIIEHOTO ITOBITOMJICHHS.

OmuH 13 BIAOMHUX HAmOpsIMKIB y JIHTBICTUYHINA cTeraHorpadii - oOpoOka
npupoaHix MoB (Natural Language Processing). Bin 0a3yeTbcs Ha BHUSBIICHHI

CUHOHIMIB y MOBax Ta iX BUKOPUCTaHHI JIJIs1 KOJyBaHHS MTOBIJJOMJICHHS.

1.4 Creranoanaui3 uugposoi creranorpadii

BukopucTtaHHs cTeraHoaHalli3y BH3HAYa€ThCS SK BHSBJICHHS MPUCYTHOCTI
cekpeTHoi iH(popMaliii y 30epiraeMux JaHHIX a00 TMepeaaBacMHUX IOBIIOMIICHb. Y
O0araTbOX MNPHUHIMIAX CTEraHaji3 JyXKe CXOXMH Ha KpUNTOAHaN3, SKUU
3aCTOCOBY€ThCsl B Kpumnrtorpadii. OCHOBHA BIIMIHHICTh MDK CTEraHOAQHATI30M Ta
KpUIITOAHAMI30M Toyisirae 'y iHGopMmarlii Mpo CEKPeTHICTh TMOBIAOMIICHHS —
KpHUIITOaHaII13 3aCTOCOBYETHCS /10 OBLAOMIIEHD 3 LIIHHOIO 1H(OPMAIIi€l0, B TOW Yac SK
CTETaHOaHaI3 TIOYMHAETHCA 13 TIAO3pH TPO IIHHICTH moBimomieHHS. [Ipu
KPUINTOAHAI31 BXKE€ HAsBHI JIOKa3W IIIHHOCTI TOBIJOMJIEHHS — BOHO 3aXWIICHHE
mudpyrounm anroputMoM. Lle oapasy Bukasye iHHICTb JaHUX, IPOTE ISl OTPUMAHHS
CEeKpeTy HeoOXigHe iX po3mudpyBaHHA. [HIIUMU CIIOBaMH, TOJIOBHOK METOIO
CTEraHOaHaJI3y € BIANOBIAb HA MUTAaHHS — MICTUTh (pallI-KOHTEMHEp MPUXOBAHE

noBiiomieHHs 4 Hi. Jly)ke wyacTto cTeraHoaHaniz nependadae He TUIBKU
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MITBEPKEHHS (paKTy HASBHOCTI MpUX0OBaHOi iHGopMaIlli y cTeraHOKOHTeHHepl, a 1 i1
BUJIYYCHHS — BCE 3aJICKUTD BiJ I[IJIeH aHANITHKA.

CreraHoaHaJliTUK 3MYILIEHUA BPaxOBYBAaTH 0arato acrlekTiB Ta MpoOjeM Mpu
aHaJli31 CTETaHOKOHTEHHEPY.

> [IpuxoBaHi gaHi MOXYTh  pO3TAIIOBYBaTHCS B  MOCIIJOBHHX
(cnenudigHMX) MICIIIX YU BUITaIKOBO PO3MO/ILICH]I 0 CTETAHOKOHTEHHEDY.

> CekpeTHi TMOBIIOMJICHHS MOXXYTh BOYJOBYBAaTHCS B JIAHIIO)KOK 3
BUKOPUCTAHHAM JI€KUJIBKOX CTEraHOKOHTEHHEPIB.

> [HOMI HEMOXIMBO OOpOOUTH MHOXKMHY KOHTeHHepiB. [lpuxmamom s
HTML creranoanaini3y € cnpo0a BUSIBUTH HasBHICTb cTeraHorpadii y KoxHiil web-
CTOpIHIII — BUPIIICHHS I1€1 33714l Hapa3i € HEMOKJIMBUM.

> Creranoanai3 € peCypcoMICTKUM MPOIECOM - BiH MOTPEOy€e NoNepeaAHbO1
MIJITOTOBKU Ta 4yacy.

Haii6inpm BigoMi METOAM CTETaHOAHANN3y — Bi3yaJbHUM Ta CTAaTUCTHYHUM.
S0 HaAIMHICTD MEPIIOro 3aJUIIAEThCA 1] MUTAHHSAM, TO JPYTUid € 3HA4YHO
edEeKTUBHIIINM 1 TIependayae CIOCTEPEKEHHS 3a MPOIIECOM 3aMiHM HaJIMIPHOCTEH B
KOHTEWHEpP1 Mpu J0JaBaHHI MOBIAOMIICHHS. byab-sika Moaudikailiss Tpu3BOIUTH 0
3MiH CTaTUCTUYHUX BJIACTUBOCTEH OPHUTIHAILHOTO KOHTEHHEPY, 10 MOKE BKa3yBaTH
Ha (aKT BUKOPUCTAHHS cTeranorpadii, 1 3a71a40r0 CTeraHOAHAIITUKA € BUSBIICHHS ITUX
3miH [11].

IcHytOTH pi3HI criocobu kimacudikarii creranoananizy [12]. Ogun i3 6aratbox
BapilaHTIB — KJiacudiKailis cTeraHoaHat i3y, B OCHOBI SIKOTO 3HAXOSIThCS MIEBH1 3HAHHS
aHamiTuka. [le MoXyTh OyTH 3HAHHS PO MPUPOY CTETAHOKOHTEHHEPY, TTPUXOBAHOTO
MOBIJJOMJICHHST YW OPUTIHAJIBHOTO KOHTEHHEpPY a00 K BHKOPUCTAHOTO AITOPUTMY
creraHorpadii.

BianoBigHo 10 IbOTO MOKHA BU3HAYWTU BUJIM aTaK IMPHU CTEraHoaHami3i, sKi
HaBefeHl y TaOmuimi 1. OdikyeTbesi, 10 aHANITUK BOJOJMIE€ 1H(OPMAINED TIPO
BIIMIYCHUN y TaOMMLI eleMeHT 1 Oyaye CBOK aTaky Ha OCHOBI CBOiX 3HaHb.
EdexkTuBHICTh aTaku 301TBIIYETHCSA, SAKIIO CTETAHOAHATITHK OTPUMYE OUIBIIE

1H(popmarlii mpo 00 ’€KT CTEraHOaHam13Yy.
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SIKIIO  CTEeraHOAHAITHK BOJIOJIE 3HAHHSAMU TPO CYTh IMPUXOBAHOTO
MOBIJOMJICHHS — Ofpa3y BiAManae morpeda CTeraHoaHa i3y Ta MOOYJIOBH aTaKu Ha

CTGF&HOKOHTCﬁHep.

Tadomuig 1.1 - Tunu ataku B 3aJI€KHOCTI BiJl 3HAHb CTErAHOAHAIITHKA

CreraHo OpuriHanbHAR [puxoBane IAnropuTt™ creranorpadii

00’ €KT KOHTeHHep MOBITOMJIICHHS

CreraHo 00’ekT

KonTeiinep 3 3

TToBimomiieHHS

BiZOME 3 3
OO6panwnit
METOJ, 3 3
TToBigoMiIEeHHS 3 3
Bce okpiM k. 3 3 3

3 Tabnuil MOKHA MOOAYMTH, IO HANWCKIAQIHINIOW JJId CTEraHOAHANTHKA €
peamizailisi araku, sika 0a3yeThCsl JIMIIE HAa 3HAHHI HAsSBHOCTI BUKOPUCTAHHS
creranorpadii Ha xKoHTelHep. [IpoTHiiexkHUN BUMAIOK — CTEraHOAHAIITHUK BOJIOMIE
BCi€ro 1HGOpMaIli€l0, KpIM CaMoro MOBIIOMJIEHHS — TOOyJoBa TakOi aTaku €

HAWJIETIIIM BapiaHTOM.

1.4.1 Knacudikauisi MeToiB cTeraHoaHasi3y

binenr rnobOaipHO CTEraHoa”Hailil3 MOKHA TMOAUIATA Ha 3arajbHUM  Ta
crpsimoBanuii [13]:

>  cmpsmoBanmii creranoanamiz (Targeted Steganalysis). Moro wmime —
BHUSIBJICHHS TIOB1JIOMJICHD Y CTEraHOKOHTEHHEPax, MPUIOMY CTeraHOAHATITHK BOJIOJIIE

JESKO0 1H(HOPMAITIEIO PO 3aCTOCOBAHUI aNTOPUTM cTeranorpadii. 3HaHHS TIPUPOAH
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CTEraHOrpa(iuHOro aIrOpUTMy JA03BOJISE €(EKTUBHO BHSBJISATH Ta BUIydYaTd
IPUXOBaHI MOBIJOMJICHHS. .

»  zaramphuii  (Universal). MeTtoagu  3araipbHOr0  CTeraHOaHai3y
BUKOPHUCTOBYIOTh Y BUIIQJIKY, KOJIU € TM1J03pa HAsBHOCTI IPUXOBAHOTO MOBIIOMIICHHS,
MPOTE CYyTh CTEraHorpadigyHOTO AITOPUTMY 3ATUIIAETHCS HEBIIOMOIO. 3arajlbHUN
CTEraHOaHaJ i3 Ma€ MEHIINY TOYHICTh BUSIBJICHHS, HIK CHOpPSIMOBaHUM, MpPOTE BIH
JI03BOJIsIE OOPOOIATH OUIBIITY KUTBKICTh MiIO3PUINX KOHTEHHEPIB.

Cepen 1BOX METO/IIB, CTIPSIMOBAHUM CTeraHOAHAIII3 Ma€ BUILY €()PEKTUBHICTD
yepe3 3HaHHS cTeraHorpaiuHoro ajiroputMy. B cBowo uyepry, 3aranbHUN
CTeraHoaHas i3 BOJIOJII€ OUIBIIOI HIBUJKOJIEID 1 MOXKE OOpOOISATH 3HAYHI MAacCUBU
JTAHUX.

Cnipg 3a3Ha4YMTH, IO SKICHUM CTEraHoaHall3 NoTpedye MONepeaHbOro
OTpUMaHHA Ta 00poOKM 1H(OpMalli Mpo 00 €KT AOCHIKEHHS(CTEraHOKOHTEUHED).
k1o po3rsaaTy Uen miaxiJl Ha IPUKIIaii TEKCTOBOTO (paility, TO CTEraHOaHaITUKY
HEOOXITHO TMPOBECTHM BHUIAJCHHS BCIX 3HAaKIB IMyHKTyalli Ta 3aJaTh IIE€BHE
MapkyBaHHs. Pe3ynbratoM nux aiit Oyje orpuManHs HaOOpY CiB, AK1 Hajam OyayTh
aHamizyBatucsa. Jlo mnomnepeaHpoi MIJATOTOBKM MOXE BIJHOCHUTHCS (DOpMyBaHHs
CIIOBHMKA HAWMNOIIMPUHIIIMX CHUMBOJIIB Ta CIJIB, BUAUICHHS CIIB-KJIIOYIB YH
JOCIHKEHHS JIIHIBICTUYHUX O0COOJIMBOCTEN MOBHU. Takui MiaxiJ 3HAYHO MOJIETIINTD

MOJAJTBIINNA CTEraHOAHAI3.
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BucnoBku 10 po3uiay 1

VY oMy po3iai 0yJ10 po3TiIIHYyTO OCHOBHI 33/1a4i Ta HaMpsIMU cTeraHorpadii i
cTeraHoanamnizy. BaximBy ponb ans creranorpadii rpae TN KOHTEHHEpY, Kyau
MPUXOBYETHCS MOBiMOMIEHHS. OCOONMMBOCTI KOHTEHHEPY BUKOPHUCTOBYIOTHCS IS
pO3pOOKH €(PEKTUBHUX aJITOPUTMIB, BHUSBJICHHS IPUCYTHOCTI KOTPUX IOTpeOye
3HaYHUX PECYPCIB.

[Tonepenus oO6poOKka Ta OTpPUMaHHS JTaHUX NPHU CTETaHOAHANTI31 € BaXJIMBUM
KPDOKOM Il BUSIBJIGHHS 3aCTOCYBaHHs cTeraHorpadii. 3HaHHS MOpuUpoaU
CTEraHorpaiyHoOro ajaropuTMy Ta HomepenHs o0poOka iHdopmalii JA03BOJIAIOTH

BUSIBJISITU cTeraHorpadiro.
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2 CTET'AHOI'PA®ISA TA CTETAHOAHAJII3 Y WEB-
3ACTOCYHKAX

B 1mpoMy po3mimi po3risigaroThcs OCHOBHI MeTomu creraHorpadii y web-
CTOpPIHKaX Ta CIIOCOOM BHUSBJICHHS 3aCTOCYBAaHHS IIUX METOMIB. TakoXX IMiaiiiMaeTbCs

MUTAHHS PO BUKOPUCTAHHS Ki1acu(ikaTopa sk 3aco0y CTeraHoaHami3y.

2.1 Yomy moxiauba creranorpadiss B HTML daiinax

MoBa po3miTku gokymentiB, abo HTML (HyperText Markup Language),
BUKOPUCTOBYETHCS JIJISI CTBOPEHHSI Maif>ke BCiX web-CTOpIHOK y cydacHOMY [HTepHeT!.
Ines BukopucTtanHs creranorpadii y web-cTopiHkax 3°sIBUJIAcs MPAKTUYHO Pa3oM 13
BUHUKHEHHSAM caMoro IHtepHeTty. IcHye nocuth 6arato creranorpaiyHuxX METOJIB Y
web-cTopinkax, mporte cepe HUX MOYKHA BHIUTHTH:

o nonaBaHHs 1H(poOpMali y MeTa-Terd, SKIi He BAOOPaXKaroThCSA IS

3BUYAHOTO KOPUCTYBaya.

o 3anuc noigomieHHs y kiHers HTML daitry.

o KOJIyBaHHS MIOBIJIOMJICHHSI Y KOMEHTap1, K1 HEBUAUMI JIJIsl KOPUCTYBAUiB.
° JIOJIaBaHHsI CUMBOJIIB TaOyIIsAIIIi.

o 3MiHa NOPSAIKY aTpUOyTy y Terax.

KoxeH 13 1Mx MeTo/11B BUKOPUCTOBYE NeBHI ocodnmBocTi MoBU HTML, Taki sik
HEYYTJUBICTH JI0 MOPSAKY PO3TAIIyBaHHS TETiB UM MOPSAOK 3UMTYBaHHS Opay3epoM
ctopiakd. KoxkeH 3 mepelmiueHuX METOJIB HE 3MIHIOE BUIJISAI CTOPIHKHA IS
KOpHCTYyBaua, MpOTE Ha MPaKTUIll JACSKl 13 HUX HeePeKTHBHI JJjIsi cTeraHorpadii,
OCKIJTbKM MOXYTh JIETKO PO3KpUBATHCS HaBITh 0€3 BUKOPUCTAHHS CICIIaIbHUX
3ac001B.

Web-cTopiHkn €  iIealbHUMH  CTETaHOKOHTEHHEpaMM, OCKIIbKH  1X

BUKOPUCTAHHS HE BHKJIMKAE IMII03pU YEpPE3 CBOIO TMOIIUPEHICTh, 3 1X JOMOMOTOIO
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MOXHa MePeIaTH CeKPEeTHY 1H(POopMaIlito He PpO3KPUBIIN 0CO0Y OTpUMYyBaya 1, TOJIOBHE
— crtpykrypa HTML nmokyMeHTy [dO3BOJISIE peani3oByBaTH CTeraHorpadivHi

AJITOPUTMHU.

2.2 Creranorpadisi HeBUAUMHX CUMBOJIIB

[Tig gac oOpoOKM TeriB CTOpPIHKH, Opay3ep HE 3BepTa€ yBaru Ha HEBHIUMI
CHUMBOJIH, TaKi sIK CHMBOJIM TaOyJii, mpoOiny, Ta HeBuaumoro npooiry (U+0020,
U+0009, U+200B Biamoeiauo) [14]. Inmmmu ciioBamu, s Opay3epa HeMae pi3HUIL
MDK TeroM <br/> ta <br />. Came 1€ 1 BUKOPHUCTOBYE CTeraHorpadisi HEBUIUMUX
cumBoitiB, abo Invisible Characters Steganography (ICS). 3a momoMorow Iboro
MiAX0Ay MOXJIMBO TMPUXOBATH MOBIAOMJICHHS y Terax YW MPOCTO JOJABIIN 3aiiBi
CHMBOJIH y KiHElb (ailiry — 11e He MPU3Bee 10 BUAUMUX 3MiH Y WED-CcTOpiHIIi.

Lle#i Bupa creranorpadii BIIOMUN TakoX sIK cTeraHorpadis BIIKPUTOTO
npoctopy - Open Space Steganography. Llefi MmeTo Ma€ sk IepeBary, Tak i HeJIOJTIKH.
Cepen mepeBar MOXHa BUAUIMTUA HasiBHICTh CUMBOJIIB MPOOLTY un TaOysIii B Oyb-
SAKOMY JTOKYMEHTI, Ta 1X 3HAa4HYy KIJBKICTh — Yy BEIUKOMY TEKCTI CHMMBOJI MPOOLTY
3’ABJIAE€THCS CTATUCTUYHO YacTille, Hik Oyab-sikuid 1HIMi. HenonikoM BUKOpUCTaHHS
ICS € 36inblleHHS PO3Mipy TeKCTOBOTrO (aiiny — 3BuuaiiHOoro uu Webb-cropiHkwu.
KO TOBOPUTH MPO BI3yaJbHY PI3HUIIO 3allOBHEHOTO CTEraHOKOHTEHHEPY BiA
MOPOXKHBKOTO (Web-CTOpiHKAa 13 TMOBIAOMJICHHSIM Ta 0e€3), TO s 3BUYAWHUNA
KOPHUCTYyBa4 He 371aTeH BUABUTH 3MiH. TexHika [CS Moke BUKOPUCTOBYBATH OJIMH 200
KOMOIHYBAaTH TakKi CIOCOOM MPUXOBYBAHHS MOBIAOMJIICHS:

> 3MiHa BIJICTaH1 MK CJI0OBaMH 200 BUKOPUCTAHHS CHMBOJTY MPOOLITY pa3oM
13 HEBUJUMHUMHU CUMBOJIaMH MPOO1Ty, MHOKEHHSI, TOIIIO.

> 3MiHa BiICTaH1 MK a03aliaMu Ta peYeHHSIMHU.

»  JoAaBaHHS MPOOLTIB 1 TaOYJSMI] y KiHEIb CTOPIHKY Micis Tery </html> -
Opay3ep irHopye iHpOopMallilo 32 MeXaMH I[bOTO TETY.

> 3MiHa IHTEpBaIy M1k naparpadamu.
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[IpuknagoM  BUKOPUCTAHHS ~ CHMBOJIB  TaOymsiuii  Juisi  NPUXOBAHHS
MOBIIOMJICHHSI MO>KHA 00paTH 1i 10/1aBaHHA Y TET:

Skiio npu 34MTyBaHHI TETiB Mapa <article> .... </article> ymoBHO Biamogigae 0,
TOJI <article> .... </article > yMOBHO BignoBigae 1. Takum 4MHOM BHHHKA€E MOYKJIUBICTh
3MIHIOBaTH MOPSAIOK BUKOPUCTAHHS TeriB. BUKOPUCTOBYIOUM Taki MaHIMysii, Oyab-
XTO MOXKE 3aKOJyBaTH y Web-CTOpPiHIIl MOCHUMBOJIbHE MOBIIOMIICHHS (IIPUXOBaH1
MOBIJIOMJICHHS TPEACTaBJICHI y ABIAKOBIA (opmi). Pazom 13 po3mipoM cTOpiHKH
30UIBIIYETHCS 1 11 €MHICTB, @ JIOJYYCHHS JOJAATKOBUX CTOPIHOK J03BOJISE MEpenaTH
TEKCT JOCTAaTHHO BEJIMKOTO pO3MIpY.

IcHyroul anropuTMu mnependavyaroTh 1 CUTYalllo, KOJM PO3MIP MOBIIOMJICHHS
NEPEBUILYE EMHICTh CTOPIHKU. ¥ TaKOMY BUKOPUCTOBYETHCS IIO€JHAHHS aIrOPUTMIB
— yacTuHa 1H(opMallii KOAYEThCS 3a JOMOMOTOI0 TETIB, a 3AIMIIOK 3aMUCYETHCI Y
KiHelb JokyMeHTy. CywacHi anroputMu [CS crnoyaTky OLIHIOIOTH pPO3MIp

KOHTEHHEpY, a MOTIM 00MPalOTh CIIOCIO MPUXOBaHHS MOBITOMICHHS [15].

2.3 Creranorpadisi 3MiHU pericTpy cCMMBOJIiB

Creranorpadisa 3miau perictpy abo npunuun Hiding by Changing the Case of
the Letters (HCCL) xopuctyerbess HeBuOarmusicTio MoBu HTML 1o 3minu perictpy.
[Ipuknaa: npu 3uuTyBaHHI Tery <head> #oro 3MmiHa Ha </HeAd> Moxe OyTH
npenacrasieHa sk 1010 — 3MiHa cTaHIAPTHOTO HAMKMCAHHS HE MPU3BEAE 10 3MIHU wWeb-
CTOPIHKH YU TPYHOIIIB MpH 1IeHTUDIKAIT TETYy.

VY sKoCTI MpUKIaAy BUKOpUCTAaEMO riceBAoko ] anroputmy Cyi-JIyo, onucanoro
y [18]. Ilepen Bu3HAUEHHSM TICEBIOKOAY JJIsl BUIIE3a3HAYEHOIO aJITOPUTMY
creraHorpadii ¢ BBECTH Taki BUBHAUYCHHS:

 H - web-crTopinka, ctBopena mosoro HTML.

* M- GiHapHi KOJI0BaH1 TEKCTORBI MOBiAOMIICHHS, TpuxoBaHi B H. M = {m1, my,
ms,...my }.

* Q: HaO1p imeH TeriB y H.
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[IceBnokon onucanmii Ha pucyHky 2.1. Ha Bxoai anroputm oOpoOssie Web-
ctopinky H ta moBigomsienns M. KiHmeBuUM pe3ynbTaToM poOOOTH aITOPUTMY €
crerano Web-cropinka H' 3 mpuxoBanuM HoBifoMIeHHAM M. AJITOPUTM MpALIOe
TaKUM YMHOM: SIKIO OIT MOBIIOMIJICHHS M; = 1, TO JiTepa TEry 3MiHIOE PETICTp Ha
BepxHiid. B iHmIOMY pa3i HiYOro He BiAOYBA€THCS, 1 AJITOPUTM MEPEXOAUTH O
HACTYMHOI JITepu Tery. Y HaHlid peasizailii BUKOPUCTOBYIOTHCS YyCi JITEpU TETiB,

MPOTE ICHYIOTh AJITOPUTMHU, SIKI BUKOPUCTOBYIOTH JIMIIIE TIEPIII JIITEPU IMEBHUX TET1B.

1: Input a webpage H

2: Input a message M

3: Output= a stego webpage Hi
4: Find Q set

5:while M f=0do

6: foreachtagT€ Q do

7 if m; = 1 then
8: Switch a tag letter to uppercase
0: else

10: No switching

11: end if

12: M=M-m;

13: end for
14: end while

Pucynok 2.1 - TlceBnokon anropurmy HCCL

Ak 1y Bunaaky anroputmiB ICS, cydacHi anropuTMu 3MiHHU PETICTPY 3a3BUYAMA
MOPIBHIOIOTH JIOBKMHY MOBIJIOMJICHHS T4 EMHICTh KOHTEHHEDY.

Ha Bigminy Big ICS, Bukopuctanus HCCL He mpu3BoauTh 10 301TBIIICHHS
posmipy HTML daiiny. Ilpote neit meron creranorpadii € ayxe OYEBUIHUM JJIs
aHami3y. Yacte BUKOPUCTaHHS 3MIHH BEPXHBOTO Ta HUKHBOTO PETICTPY B TETaX MOXKE
BUKJIMKATH TMIJ03pU MPO HASBHICTh NPUXOBAHOTO TMOBIJOMJIEHHS Yy CTOpIHIII.
[Tpaktiune BukopuctanHs HCCL wmoxnmBe mnwime a7 KOPOTKHX TOBIIOMIICHB Y

0araToCTOpIHKOBUX peCypcax.
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2.4 Creranorpadisi nepecTaHOBKH aTpuOyTiB

Creranorpadis arpudytiB, ado meron Hiding by Permuting Attribute of Tag
(HPAT) takox BukopucroBye BiactuBictb MmoBu HTML. Sk Bizomo, HTML He
YyTJIMBA JI0 MOPSAKY PO3MIIIEHHsI aTpuOyTiB BcepeauHi Tery. Hampukman, Oynb-ski
3MIHU TOPSJKY aTpUOyYTIB TEry <img class = “Test” src = “Tst.jpg” alt = “Testim”/> He
OpU3BEAYTH J0 3MIHU 3MICTY UM Bi3yaldbHOI MOAMDIKAIT CTOPIHKH.

[Ipote 3a Takoi KOMOIHAIl1 3’ IBIASETHCSA 6 CIIOCOOIB YIOPSAAKYBaHHS aTpUOYTIB
JUIsL TETy <img/>. 3MIHIOIOUU MOPAJIOK iX PO3TAaHOBKU y KOKHOMY HAcCTYITHOMY Te3l,
CTa€ MOXJIMBHM 3aKOAYyBaTU NOBiAOMJIEHA. YuM Ounblie aTpuOyTIB Ma€ TEr, TUM
OlTbIIa TOBXXUHA IPUXOBYEMOT'O TIOB1IOMJICHHS.

[Tpu Bukopuctanui HPAT ne 3minioeThcst po3mip HTML daiiny ta BUTIISAL
CTOpIHKUA. BUSBUTH 3acTOCyBaHHS I[OIO CTEraHorpaiuHOro METOJy 3a3BUYaid
MO’KHa JIMIIE 3a JOMOMOror creraHoaHanizy. Cepes NMpHKiIaaiB peaizaiii JaHOTO
MeToy BioMi anroputMu Xyanr-3oHr Ta Illen [19]. Bonu cxoxi 1Mo npHHIUITY Jii,
MPOTE MaIOTh MEBHI BIIMIHHOCTI. JJIsl ONUCY airOpUTMIB BUKOPUCTOBYETHCS:

. H - HTML web-cropinka.

. M - noBiioMIIeHHS, sike OyJle MPUXOBAHO AITOPUTMOM B KOHTeWHepl H.

. N — gucno, npencrasnene y surisial ASCII konis. Hum npeacraBisieTsest

. T - rer 3 Habopom atpubytiB BH. T = { @1, a2, as, . . . am }, Ie M - KIIBKICTb
atpuOyTiB y Te31 (| T | =1).
. Q - Habip teri B H, y sixux | T | > 2.
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[IceBnokox anroputmy XyaHr-30HT IPEICTABICHUNA HA PUCYHKY 2.2.

1: Input a webpage H

2: Input a message M

3: Output= a stego webpage H’

4: N=large number made of the ASCII codes representing M.
5: M=N

6: Find Q set

7:while M f=o0do

8: foreachtagT e Qdo

9: MI=M div m! (m is the number of T attributes)

10 p=M mod m! (p is a number between 0 andm!-1)
11 Transform p to a permutation

12: Replace T with the new permutation

13: M=Af

14:  end for

15: end while

Pucynok 2.2 — [IceBnokon anroputmy XyaHr-30HT

Ha Bxin anroputmy mnpuiimaercss web-ctopinka H Ta mnosigomiieHHs M.
PesynbratoM Jii € cTeraHokoHTeiiHep H' 3 NpHXOBaHMM IOBiTOMIEHHAM, sKe
3aMucaHo y 3MiHY TO3HIIIN TETiB.

[Tpu peanizauii anroputmy Illen ABiiKOBEe BIIHOIIEHHS MK aTpUOyTaMu TeTy
TpaHcopMyeThes y nBiMKOBUI psiok. IlleH € OuUIbIl CKIaAHUM aITOPUTMOM, 1 JJIst
HOT0 poOOTH BUKOPUCTOBYIOTHCS (DYHKITII:

> ¢ynkuiss  SubMessage - BHKOPHUCTOBYEThCS Il MOLIIYKY M-
MOBITIOMJICHHS Sm Yy M, nipu 1ibOMY JoBXuHa | Sm | =| T |- 1.

> ¢yukuis BinaryString - mepersoptoe | T | - 1 arpuOytu y ABiHKOBHI
panok BS.

> Tt - HaGip nepectanoBok BS.

> dbyukiisg Trunc — Bigauisie sm Big M.
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[TceBnoxon nist anroputmy Lllen 300pakenuii Ha pucyHky 2.3:

1: Input a webpage H

2: Input a message M

3: Output= a stego webpage H

4: Find Q set

5:while M f=o0do

6: foreachtagTe O do
sm=SubMessage(m, |T| -1)
BinaryString=transform |T'| — 1 attributes to a binary string BS
Find G a set of BS permutations

10 p=permutation in G that equals to sm
i Replace T withp.

12: M=TI'U.I]C(M,SIDD

13:  end for

14: end while

© ® 3

Pucynok 2.3 — nceBnokon anroputrmy Illen.

Ak 1 y Xyanr-3oHr, Ha BXiJ alropuTMmy HpuilmMaeTbcsi web-ctopinka H Ta
noBiiomieHHs M. Ha mepmiux kpokax aiaroputMm obupae sm i renepyroe BS s
NPEICTABICHHS B3a€MO3B'SI3Ky MK aTpuOyramu TeriB. BS reHepyerbcs 3
BUKOPUCTAHHSAM CJIOBHUKOBOTO TOPSJIKY MepIuX OYyKB aTpuOyTiB. SIKIIO mepiina
JiTepa arpuOyTa a1 3HAXOAUTHCS B ai(aBITHOMY MOPSIKY PAHIIIE MEPIIOi JITEpH
atpulyTa a2, To 61T y BS nopisutoe 0. VY inmomy Bumanky 01T nopisatoe 1. Jlami
TeHEePYEThCSl MHOXKHHA tt, 1110 BKJIO4ae Bci nmepectaHoBku BS. IlepectanoBku Bupy tt
= SM BUKOPUCTOBYIOTHCA JIJ1s 3aMiHu T.

[IpeacraBneni anrOpuTMH  MOXKYTh INPUXOBYBAaTHM JIOCTaTHHO  BEJIHKI
TIOBiIOMJIEHHs, 30epiralou TpH IbOMY CEKPETHICThb. 1X OiNbII CKIamHi pearmizanil

nependaydaroTh OI[IHKY €EMHOCTI CTOPIHKH.
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2.5 Creranoananiz y HTML ¢aiinax

KoxHOMYy 13 onmucaHux MexaHi3MiB cTeraHorpadii mpoTHCTaBIAETHCS OKPEMUA
CTeTaHOAHATITUYHUHN MiJIX11, SIKUi 0a3yeThCs Ha 3HAHHI IPUHIIUITY POOOTH aJITOPUTMY

1 BUSIBJICHHI 3M1H Y Web-CTOPIHIII.

2.6 Creranoananaiz HPAT

Cepen BiZOMHX 3allpONOHOBAHO JBa 3arajbHi MeToga BusBiacHHs HPAT:
[Tonaka-Kotynscekoro [21] ta Jlyi-Illenr[20].

Po6ora Ilomnaka-KoTynscekoro 6azyeThcsi Ha i€l 11eHTUIKAIT JOMIHYIOUOT
BIIOPSIKOBAHOT apu aTpUOYTIB.

3anpornoHOBaHa METOJMKA MAa€ CTATUCTHYHHHA XapakTep - JUII KOXKHOI Iapu
aTpuOyTIB MiIPAXOBYETHCS KITBKICTh BUIAJIKIB, KOJW MEPIINI aTpUOYT 3'SBISETHCA
nepe ApyruM i1 HaBmaku. [Ipumyckaerses, mo Web-cTopiHKa KOHTeHHEp Ma€e OUTbII
Xa0THYHE YNOPSAKYBAaHHA aTpUOYTIB HIK 3BMYaiiHa. AJTOPUTM BpaxoBye HaOIp M
teriB T = {t1, o, t3, . . . tn H mependauae, mo koxeH Ter t; mae Ki Bxomkenb. Koxen
ter tjj mMae HaOip arpuOyTiB, siki 3 HUM moB's3aHi:Ajj = {a1, a2, . . . } #ge 1 -
ineHTH(diKaTOp Tery, a | - HoMep BXokeHHs Tery (j < k). Skmio ter tj mae mapy
aTpuOyTIB 8y Ta ay BHOPAIKOBAHY Tak, 110 8y NEPEXOIUTh 8y B OUIBLIOCTI BUMAIKIB
3ynTyBaHHA tj, TO 3HaueHHs Rjj(ay, ay) = 1. B iHmomy pa3i 3HaueHHs R popisHioe 0.

Sxmo posnozin R \ t koxxHOT mapu aTpuOyTiB ay, 8y Ta 8y, ax, He BiAPSI3HIETHCS,
to Rij(ax, ay) = 1. BBomutbcs cremianpHe 3HayeHHS W, 1m0 OOYMCIIOETBCS 3a
JIOTIOMOT'OI0  PIBHSIHHS, 300pakXeHOro Ha puUcyHKY 2.4. B piBHSIHHI OOYMCIIIOETHCS
YacTKy Tap aTpuOyTiB a8y 1 ay(3ycTpivaeTbcs 3 PI3HUM TOPSIKOM PO3TAITyBaHHS

aTpuOYyTIB) BiJl 3arajbHOI KIJIBKOCTI crioy4deHs C.

1. Zn=1m i k Rni(ax.ay)

VXVy x<y:W= -

Pucynok 2.4 — ®opmyna obpaxynky W
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Komnu Benuunna W npuiimae 3HadueHHs OJu3bKe A0 1, CBIIYUTH MpPO TE,
110 mapa atpuOyTiB @y Ta 8x 3ycTpivajiacs yacTille, HDK aTpuOyTH map ay Ta ay.
VYV takomy pasi 3HaueHHs W BIIPI3HAETHCS BiJl NepeadauyyBaHOTO, M0 MOXE
CBITUYATH MpPO 3MiHY CTPyKTypu Web-cropinku. Ilpm Takomy migxomi W
BUCTYIIA€ SIK JICSAKUN 11eHTU(DIKATOP BUKOPUCTAHHS cTeranorpadii, skuii mae
MOPOroB€ 3HAUCHHS.

3nadeHHs W TOBHHHE OyTH KOHCTaHTOI MpPH pO3TJsiai Oyab-skoi web-
CTOPIHKH, JIe MPUXOBAHE MOBIIOMJICHHS NIEpe1aeThcs O€3MepepBHO, Ta 3MIHHOIO, SKIIIO
MIPUXOBAHE MOBIJOMJICHHS MEPEJAEThCS TUIBKU MPOTITOM BHU3HAYEHOTO MEPI0IOM
yacy.

Anroputm Jlyi-lllenr rpyHTyeTbcs Ha 17€1 HaB4YaHHSI MOJENl
knacu@ikanii. Ile Moke BUKOPUCTOBYBATHCS JJIsl BUSBJICHHS NPUCYTHOCTI
3aCTOCYBaHHS HPAT creranorpadii. [us poGoTu 3 aaropurMom
BUKOpHUCTOBYBajacs kiacudikaimisi Ha ocHoBl SVM. Bekropu o03HaK
chopMOBaHi 13 BUKOPUCTAHHSIM TaKHUX CTaTUCTUYHUX JAHUX: BIACTAHHIO MI1XK
€TAJIOHHOIO CEPEIHbOIO IIO3UI€I0 aTpUOyTIB 1 BHOIPKOIO CEPEIHBOTO
3HAUYEHHSI TIO3UIlli aTpUOyTIB CTETaHOCTOPIHKH Ta gucnepcii TMo3uIlii

aTpuOyTiB.

2.6.1 THTeNeKTYAJbHUI aHAJTI3 JTaHUX

Y  miaxomi gus creraHoananizy HPAT nmouimbHO  BHKOPHUCTOBYBATH
IHTENIeKTYaJIbHUI aHalli3 JaHuX, KWW € MiAPOo3A1JIOM MallMHHOrO HaBuaHHs. Llei
METOJI BITHOCUTBCS JIO MOTEpeaHboi 00poOku iH(popMallii 1 moisrae y BUAUICHH] Ta
BUOOpP1 KOPHUCHOI /Jisi CTeraHoaHaJITHKa 1H(OpMAaIlii, IUIIXOM aHaji3y 3Ha4HOi
KUIBKOCTI JaHUX.

[HTeNneKTyanpHUiA aHaITI3 JAaHUX JI03BOJISIE€ OTPUMATH SIKICHUI HA01p TaHUX, IKUI
JIOTIOMOXKE HEWpPOHHIA Mepekl HABYUTHUCA PO3IMI3HABATH CTEraHO Ta 3BUYAMHI

cTopiaku. @opMaabHO Iel POIIeC MOAUISETHCS HA €TaIlH:
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OTpuMaHHs 3HaHb @pPO MpeAMET JOCIDKEHHA - Ui I[PaBUIbHOIO
BUKOPHCTAHHS pPE3yJbTaTIB IHTENEKTYyaJlbHOTO aHalli3y JaHuX MOTpeOyeThes
KOPPEKTHE PO3YMiHHS MPOOJIEMHOT 00J1aCTI.

Bubipka ganux. Ha npomy Kpolll BU3HAYA€THCS XapaKTep JaHHX, K1 OyIdyTh
BUKOpHUCTaHi. Hampukinam, Iu1st creraHoaHasizy IikaBUMU € Web-CTOpiHKH, SKi MiCTSITh
IPUXOBAHE MMOBIJOMJICHHS.

[Tonepennst 00poOKka JaHUX — MOTpeOy€e MEBHUX A1 AJIs 1AeHTUIKAIT JaHUX 13
IOTIEPEIHBOTO E€TAIly, @ CaMe: OUUIIICHHS JaHUX, BIIKUIAHHS Ta [IEPETBOPEHHS JTaHUX.
ETamn monepeanboi 00poOKH JaHUX MOXKE TaKOXK BKJIFOUATH IHTETpallilo JaHUX 1 BUOIp
¢ynkuii. IaTerpamis gaHuX mojsrae B ToMy o0'€HaHHI JaHUX, sK1 Oyiu oOpaHi 13
pI3HUX pecypciB (mpuKiIaa — pi3Hl web-ctopinku). BuOip ¢yHKIINH — BU3HAYUTH
NIAMHOXHHY (QYHKUINA, SIKI MAXOASATh JUIsl OTPUMAHHS XOPOILIOTO pe3yibTaTy
IHTENEKTYyaJIbHOT'O aHalli3y JaHuX. BuOip o3Hak Hazmae psj BaXIMBUX MEepeBar, TaKUX
SK:

> BUOIp HaAWOUIBbII BIANOBIAHMX (DYHKIIHA Ja€ MOXIIMBICTH CTBOPEHHS
OaxkaHo1 MojIe Kiacudikarrii.

> MOKPAIEHHS] TOYHOCTI KJ1acu(piKaliifHOT MOIeIII.

BukopucranHs oTpumMaHuxX 3HaHb. lle 3akmoyHMKA  eTam, y  SKOMY
BUKOPUCTOBYEThCSI OTpuMaHHi paHi. [lpukiianm — aHami3 CTEraHOCTOPIHKU Ta

oTpuMaHHA 10Ka3iB Bukopuctanuss HTML creranorpadii.

2.6.2 Kuacudikaropu

Jlst BUKOpHUCTaHHS KiacuikaTopa y cTeraHoaHami31 HeoOXi1THO BU3HAYUTH, SIK
came HeoOX1/IHO 11IeHTU(PIKyBaTH HAJIEKHICTh 00'€KTa O IEBHOTO HAOOPy KaTeropin
(kmaciB). SIKII0 BUKOPUCTOBYETHCA JIMINE JiBa KJIacH - 1€ 3ajadya JIBIHKOBOI
kiacudikarii. 3aBgans kiaacudikarii MokHa CHOPMYITIOBATH Y BUTIIAI KOPTEKY (X,

Y), ne X - HabOip atpuOyTiB, a Y - HaOip kiaciB ado UIOBUX aTpuOyTiB. Xoua HaOIp
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aTpuOyTIB MOXKe OyTH JUCKpPETHUM YU Oe3lepepBHUM, KJIacu TOBUHHI OYyTH
JTUCKPETHUMU.

Knacudikamis wmae 6e3m1i4 3aCTOCYBaHb, HaNpPHUKIAI: KiIacuQiKaIlis
pe3yabTaTiB aHaIi3y KPOBi HA HASBHICTD BIPYCY SIK MO3UTUBHUX TaK 1 HETaTUBHUX. [[71s
kinacudikamii crmovyarky HeoOXigHO MoOyayBaTu Kiacugikatop, SKUM Mpaiioe Ha
OCHOB1 TMOINEPEAHHO TO3HAYEHOI0 HaBYaJbHOTO HaOopy. OIiHKa epeKTUBHOCTI
KkiacudikaTopa MPOBOIUTHCS 13 BUKOPUCTAHHSIM MapKOBAaHOTO TECTOBOTO HaboOpy.
HapuanbpHuii 1 TecTOBUM HAO1p OOMPAIOTHCS PI3HUMU IS OUTBIIOT TOYHOCTI.

Icnye Oarato anroputmiB, SKI MOXHa BHUKOPHUCTOBYBATH JUIsl TOOYIOBH
noTpiOHOTO KIiacudikaropa, MpoTe AJid CTEraHOaHali3y BUKOPUCTaHA HEWpPOHHA
Mepexa.

JInst oTpuMaHHSL OLIHKK pPe3yJbTaTy OiHApHOTrO Kiacudikaropa ICHYye psj
MOKa3HUKIB, SIKI [IOBHHHI BpAaXOBYBaTUCA. buIblIICTh 13 HUX OTpUMaHl 3
BUKOPUCTAHHAM MAaTpHIll MOMWIOK. MaTpuils moMusok Mae ¢hopmy Tabiuill, y sSKii
MOPIBHIOIOTHCS 3HAYEHHS KJIACIB, IepeAadadyeHux KiIacu(piKaTopoM Ta 3HAYEHHS
CHPAaBXKHIX CIIOCTEPEKYBaHUX JaHUX. 3a JOIMOMOTOK BUKOPUCTAHHS JIIYUJIBHUKIB
True Positive (TP), True Negative (TN), False Positive (FP) i False Negative (FN)
MO>KHA BU3HAUYMTH Pi3HI BUMIPU MPOAYKTUBHOCTI KiacupikaTopa. HaitOutem yacTto
BHKOPHCTOBYBaHMMH JTiUMIbHUKAMHU € Accuracy, Sensitivity, Specificity [25].

o Tounictb(Accuracy): BigHomIEeHHsST KUTBKOCTI MPaBWIBHUX Mepe0adueHb
710 3araJlbHOro yrcia nependadeHb. TOYHICTh € 3arajibHOI0 MIpOIO MPOAYKTHBHOCTI
kinacudikaropiB. OOUMCIEHHS TOYHOCTI 3a MATPHUICI0 TOMWIOK Yy (opmyni Ha
pUCYHKY 2.5:

TP +TN
TP+TN+ FP+ FN

accuracy =

Pucynok 2.5 — ®opmyna oO9HCICHHS TOYHOCTI
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o Yytnusicth (Sensitivity) a0o cHpaBxHS MO3UTHBHA IIBUAKICTH true

positive rate (TPR), oGuncmtoeTscs 3a hopMynnoro Ha pUCyHKY 2.6:

e Ir P
Sensitivity =  +p 17

Pucynok 2.6 — ®opmyna oOUMCICHHS Yy TIUBOCT1

o Crnernudiunictb(Specificity) - koeQillieHT MOMHIKOBUX TO3UTHBHHX
MITOK HETaTUBHOTO KJIAaCy, PO3paxoBYEThCS 32 (POPMYIIOI0 Ha PUCYHKY 2.7
fici F P
Speciiicity = 5 7

Pucynok 2.7 — ®opmyia o64yucieHHs cnenudiaHoCTi

[Mnoma mig xpuBoro (AUC): AUC - une komOiHalis 4YyTJIWBOCTI Ta
cnenugiuHocTl B ojHid MeTpuul. Pi3ui noporu ({0.0, 0.01, ...}) BUKOPUCTOBYIOThHCSA
JUJISL PO3paxyHKy 1 MOOYAOBHU YYTIMBOCTI 1 crienudigyHocT Ha rpadiky. CrenidigHicTh
3HAXOJMUTHCS MO OCl X, YYTIUBICTH - 1o oci Y. OTpuMaHa KpuBa BiJioMa K KpUBa
ROC. AUC - e moma mig kpuBoto ROC. Knacudikatop 31 3nauenusm AUC 1,0 6yne

BBAXKATHCS 11€AJTbHUM KJIACU(PIKATOPOM.

2.6.3 CranaaprHe BiIXHJIeHHA MOPSAAKY aTPUOYTIiB

[Tpu BukopuctanHi HPAT y cropiHky-KOHTeHEp BHOCATHCS 3MiHM. L1 3MiHU
MOXXYTh OYTH HEMOMITHI BI3yallbHO, MPOTE BIAOOpakaTUCs CTATUCTUYHO. SIKIIO
CJIKYBaTH 3a 3MIHOIO TIOJIOKEHHSI aTpUOYTIB y Terax 1 MOPIBHIOBATH 13 JIESIKUM
CTaHJApTUM 3HAYEHHSIM, CTa€ MOKJIMBUM BIJPI3HUTH 3BUYANHY Ta CTETaHOCTOPIHKY.
[Ipunyctumo, 10 TMOJOKEHHS aTpuOyTIB TETy AYXKE CHUIBHO BIIAPI3HAETHCA BIJ
3BUYAHHOTO, SIKIIIO CTOPIHKA HE HECE MPUXOBAHOTO MOBioMiIeHHs. CTeraHOaHAITUK

MOK€ MOpPIBHIOBATU (DAKTUYHE BIAXWICHHS 13 €KUM MOPOrOBHM 3HAYEHHSM, IO
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MOJICTIIUTh 3ajauy kiacudikaiii. [lpore Takuii mMeron Mae JeKiIbKa CYTTEBUX
npobiieM:

* Po3paxoBaHe cTaHgapTHE BIAXWIICHHS MOXE BIAPI3HATHCS IJis pi3HUX web-
CTOPIHOK, fIKI HE € CTEraHOKOHTEWHepamH. 3BIICH MOXHa 3pOOMTH BHCHOBOK, IO
BCTAHOBJICHHS JESIKOTO TOPOTY CTAaHAApTHOTO BIAXWJICHHA Ui 0aratboX CTOPIHOK
Oyne Hee(heKTUBHUM.

* V BUNAAKy OHOBJICHHS CTOpPIHKM (CaliTW HOBUH, OJIOTH), 3HAYCHHS
CTaHJApTHOTO BIAXWUJICHHS B OJMH MOMEHT 4acy He OyJe BIAMNOBIIATH 3HAYEHHIO B
THIITUH.

[Tpuknaa: Tabmuusa 2.1 3 BUKOpucTaHHsAM TeriB alt Ta src. VY Hill HaBeneHi
Mo3ullii aTpuOyTIB J10 1 MICJIS JIOJAaBaHHS MPUXOBAHOTO MOBITOMJICHHS aHTJIIHCHKOIO
MOBOIO. /[ BOyayBaHHS OyB BHKOPHUCTAHHMA alroputM XyaHr-3oHr. 3 TaOJHIl
MO>KHA 0a4MTH, III0 HOMEP MO3ULIT aTpUOyTa 3MIHIOETHCA B PE3yJIbTAaTI IPUXOBYBAHHS
noBiomyieHHd. ATpuOyT alt 3'sBiseTbcs necaTh pa3iB B mojioxkeHHi “0” 1o
BOy/1yBaHHSI TOBIJOMJICHHS. Y BUMAJIKY SIC, Iepe BOyAyBaHHIM aTpUOYT 3'ABIIA€THCS
11 paziB. Sk 1 3 alt, monokeHHA aTPUOYTIB SIC 3MIHWIOCA TICIS NMPUXOBYBaHHS

MMOB1IOMJICHHS.

Tabmuns 2.1 — KiibkicTh 3MiH MO3UIIH aTpuOyTiB ipu XyaHT-30HT

[To3uwist atpubyta 1o | Ilo3uuist atpubyTa

ATpubyT BOYIyBaHHS micist BOyTyBaHHS
IMOBIIOMJIEHH [TOB1IOMJIEHH
alt 0000000000 0001010111

src 33333332001 32322312103
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3rigHo 10 Tabnuil 2.1, nucnepcis mo3uilii aTpuOyTiB 301IbIITYBAaTUMETHCS TIPU
crpo6i BOy1yBaHHS TIOBIIOMJICHHS y CTOPIHKY.
Y poboti BukopucroByBaiacs (QyHkiis VattPositions() ans oOpaxyHKy

aucTiepcii mo3uilii aTpuOyTiB a;, o 300pakeHa Ha PUCYHKY 2.8

m

a9
- o (pg — av)”
Vatt Positions(a;) = k—1 L P )

m

Tl

k=1 I.}.g'.
m

av =

Pucynoxk 2.8 — ®ynkiis VattPositions()

Taxox Oyna BUKopucTaHa (GyHKIIg oOpaxyBaHHs VS - cymMapHOi aucnepceii
MO3UIIN aTpuOyTIB JJIs BCiX TeriB. 3arajibHa IHUCIEpPCis JOPIBHIOE CyMi iX
JIUCIIEPCIi, JIe n — 3arajbHa KUIBKICTh BCIX aTpuOyTiB TeriB y S, dbopmyna Ha

pHUCYHKY 2.9:

TE
Vs = Z Vatt Positions(a;)
i=1

Pucynok 2.9 — ®opmyna VS

[HmmMEM coBamMu JonaBaHHS MOBIJOMIJICHHS TIPHU3BENE JI0 POCTY JUCIEpCii
MO3UIIii aTpUOYTiB, IO B CBOIO UEPT'y BIUIMHE HA 3HAYEHHS CTAHIapPTHOTO B1IXUJICHHS.
Taki 3MIHM MOXYTb OYTHM YCIIIIHO BHUKOPHCTAaHI $K 1HAMKATOpP MPUCYTHOCTI
3actocyBanHs anroputMiB HPAT. B cratucrtuiii ctanaapTHe BIAXUIIEHHS € MIPOIO, sIKa
BUKOPHUCTOBYETHCS JJIs1 KIJIbKICHOT OI[IHKM AMCHEPCii HA0Opy 3HAYEHb JTAHUX MO0 1X
cepeaHbOro 3HaueHHs. Hu3bke 3HAUCHHS CTAaHAAPTHOTO BIAXWIICHHS BKasye, MIO0
PO3MOMLT 3HAYCHB JAHUX OJIM3BKHM 10 CEPEeIHBOTO. B CBOIO Uepry BHCOKE 3HAUYCHHSI
CTAHJAPTHOTO BIJXWJICHHS BKa3ye, 110 PO3IMOIiN 3HAYEHb JaHWUX Habarato OUIBII

MOLINPECHUM.
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st Oyab-sikoro HAOOPy AaHUX S CTaHIAPTHE BIIXUIICHHS MOKHA OOYMCITUTH 32

J01oMororo ¢popMyiu Ha pucyHky 2.10:

|I P w2
st.p - || Elz )

| T

Pucynok 2.10 — ®opmyna oOUUCIIEHHS CTaHAAPTHOTO BIIXUJICHHS

Jle: Xj - 3HauUeHHS JaHUX Y MHOXKHHI S, N - YMCII0 3HAYEeHb JaHUX y S, | - CepeHe

3HA4YCeHHS JaHUX y Habopi S.
2.7 CreranoaHaJi3 3Minm pericTtpy aTpu0yTiB

[Migxin mo BussnenHss HCCL rpyHTyeThCsl HAa MOPYIICHH] TIAJAKOCTI TETiB pU
3MmiH1 perictpy. [Ipu Bukopucranni creranorpacdii HCCL mitepu TeriB OyayTh MaTu
BUTJISAA KOMOiHaIIi HMKHBOTO Ta BEPXHBOrO pericTpiB. Y podoti Huang-Sun [22]
BUKOPUCTOBYETHCSI KOHIIEMI[iS 3MIMIEHHA TeriB. 3MIIIEHHS TEriB BUCTYIMAE
a0COJIOTHOIO BEJIMYMHOIO, SIKA T1JICYMOBYE BIJICTAaH1 MK JJBOMA CYMIXXHUMHU JIIT€paMU

B Te31. BoHa 00uMCITIO€ThCS 3 BUKOPUCTAHHSAM (PYHKI[IT HA pUCyHKY 2.11:

n—1

F(T{I[,szuu-jmu}] - Z |A{mt'+1} - r‘l(.‘llf”-,
i=1

Pucynok 2.11 — ®yHk11iss 00YUCICHHS 3MIIICHHS TEr1B

He T (X1, X2, ...Xn) - HTML Ter. A(Xj) € (¢! U C)) tak, mo ¢ = {kodu nusxcuvozo
pezicmpy ASCII} ta C = {koou eepxuvoco pecicmpy ASCII}. BukxopucraHus
cTeranorpadii 3MiHU pericTpy mpu3Bee 10 301TbIIICHHS TOKa3HUKA BiJCTaH1 TET1B, 10

€ MACTaBOIO JJIS MiI03PH 1 CTETaHOAHATI3Y CTOPIHKH.
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2.8 Creranoanauis ICS

Jiist BusiBineHHs creraHorpadii BUKOPUCTOBYETHCS i7esl MMOBIPHICHO1
MOJEJIl BUSIBJICHHS, 3a/1a40I0 SIKOi € BIJIMOBI/IbF HA MUTAHHS: Oyiau BOyJOBaH1
HeBuAuMi cuMBoar B HTML daiin uu Hi. [l wiei metn B po6oTi JIyo- Cyi[23]
OyJIu BUKOPHUCTaHI Taki 3HA4Y€HHS HWMOBIPHOCTI BUHUKHEHHS: MMOBIPHICTH
BUHUKHEHHSI CUMBOJIY MpOO1y Ta WMOBIPHICTh BUHUKHEHHS ITOCJ1JOBHOCTI
CUMBOJIIB mpoOiny um TalOymamii. [lepma WMOBIpHICTE OOYHCITIOETHCS 3

BUKOPHCTAHHSIM PIBHSAHHS, 300pa’k€HUX Ha pUCyHKax 2.12 ta 2.13.

Prsco(W) = —=
tseo Nallchar

Pucynok 2.12 — ®opmyna 00UMCIEHHS IMOBIPHOCTI BAHUKHEHHSI CHUMBOJTY

pooLTy

NWSS
Nws

Pscso (W) =

Pucynoxk 2.13 — ®opmyna o0uucieHHss HMOBIPHOCTI BUHUKHEHHSI

MOCJIJOBHOCTI CUMBOJIIB TPOO1TY
Ie:

o W — web-cTopinka.

) Naiichar — KiJIBKICTB yCiX CHMBOJIIB y WeD-CTOPIHIII.
) Nws- KiabKicTh cHMBOITIB MPoOiTiB y WED-CTOpIHIII.
o Nuss- KiTbKICTh TOCITITOBHOCTEH CHMBOJIIB TIpo0iTy y Web-cTopiHiii.

OtpumaHi WMOBIPHOCTI TIOPIBHIOBAJIMCA 3 TOMEPEIHBO BU3HAYCHUMHU
noporamu. Pe3ynbpTaToM I10T0O MOPIBHSHHS € BUCHOBOK, OyJia mpoaHasizoBana Web-
CTOpiHKa CTeraHOKOHTEeHtHepoM uM Hi. [loporosi 3HaYeHHsS B IIbOMY BHIAJKy OyJu
BHU3HAYEHI 3a JJOTIOMOT00 po0OTH [24], y siKiil oOunciIeHa cepeHs IMOBIPHICTh MOSIBU

CHUMBOJTY TIPOOLITY.
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Tako0x BUKOPHUCTOBYBABCS IiAX1 TeMITy BOy1yBaHHS - (€rare). Tem BOyAyBaHHS
MPEACTABIICHUA Yy BUIJISAI CHIBBIAHOMIEHHSM MiX JOBXHHOI IPUXOBAHOTO
noBigomieHHS M 1 po3mipom Web-cTopiHKU (Wayichar). TeMrr BOyayBaHHS aj1si web-

CTOPIHKH Erare (VW) 00UMCITIOETHCS 32 PIBHSHHIM Ha PUCYHKY 2.14:

M
€rate (W) =

Walichar

Pucynok 2.14 — ®opmyia o64uciaeHHs TeMIy BOYTyBaHHS ISl Web-CTOPIHKH

ABTOpamu Oyn0 BH3HAYECHO HOPMAJIBHHHA PO3MOALT TeMIy BOYyIyBaHHS,
BUKOPUCTOBYIOUM CEpPEHE Ta CTaHAApPTHE BIAXUJICHHS PO3MNOAUTY €rae (U 1 O

BIJIMOBIHO) JIJIs BU3HAYEHHSI IOPOTY MPUCYTHOCTI cTeraHorpadii y CTOpiHIiIi.
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BucHoBkm 10 po3aiay 2

VY oMy po3ain 0ysio IpPOBEACHO JAeTalbHUM OTJISII METO/IB cTeranorpadii y
Web-cTopiHKax, a TaKOX PO3KPUTO OCHOBHI IiJIi Ta 3aCO0M MUQPOBOI cTeraHorpadii.

Ornsigp METO/IIB CTETaHOAHATI3y MOKa3aB, IO ICHYE MOKJIMBICTD MOKPAIIEHHS
BXKE€ ICHYIOUMX METOMIB i Outbil  eddexkTuBHOI MNpOTUAli cTeraHorpadii.
Haiicknannimum s BusineHds € meron HPAT, skuii BUKOpHUCTOBY€E MaHIMyJIALii 3
MO3UIIISIMA  aTpUOYTIB TEriB JJi1 NMPUXOBAaHHS IOBiOMJICHHs. [IpoOmemamu st
BusiBiieHHs. HPAT € #ioro HeoueBHUIHICTb, OCKUIbKU 3aCTOCYBAaHHS alrOPUTMY O
CTOPIHKHM HE MPU3BOJAUTH [0 30UIbIICHHS pO3Mipy (paiiily 4M NOMITHUX Bi3yalbHUX
3MiH.

s creranoananizy HPAT O6yno oOpaHo BUKOpUCTaHHS KiacugikaTopa s

PO3MOTY CTOPIHOK Ha MOPOXKHI Ta 3alIOBHEHI CTETAaHOKOHTEHHEPH.
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3 CTET'AHOAHAUJII3 HPAT

Y monepeTHbOMY PO3/IiJTi 3rayBajiacs i/1ess BAKOPUCTaHHS MOJEN Kiacupikarrii
JUISL PO3PI3HEHHS CTETAaHO Ta 3BUYAMHUX CTOPIHOK, a TaKOXX BUKOPHUCTAHHS
cTtangapTHoro BiaxwieHHs mis igeHTudikamii HPAT. Ilpote B 060X Bumagkax He
BPaxXOBYBAJIMCA JCSIKI BaXKJIMBI MOKA3HWUKH, IO MOTJIO TPU3BECTH IO TOTIPIICHHS

TOYHOCTI BUSIBJICHHS CTeTaHOTpadhiyHUX METO/IB.

3.1 BuxopucTaHHS JiYHMJIbHUKA 3MiHM TO3UIIIH

[ligxin BuKopHCcTaHHS Kiacudikatopa i crera”Hoananmizy HPAT Oys
BUKOpucTanud y [21]. ¥V poOoti (irypyBano BiTHOIICHHS 3HAYCHHS BiJCTaHI MiX
Cepe/IHIMU TMO3MINsIMA aTpuOyTiB HAa WeD-CTOpIHII 70 3HA4YCHHS BIJCTaHI MiX
CepeAHIMU MO3UIISAMH aTpUOYTIB Ha cTeraHoctopiHii. [Ipore mpu Takomy miaxomi
NOTEHL1aJbHO MOKJIMBA BTpaTa JACSKUX 3HAUY€Hb, 1110 MOXKE KPUTHUYHO BIUIMHYTU Ha
pe3yabTaT aHalizy.

3aMICTh CEepeIHbOI0 3HAUEHHS, ISl CTEraHOaHali3y CTOPIHKU 3aCTOCOBYETHCS
JNYWIBHUK 3MIHU ITO3UI].

JIUMJIBHUK 3MiHM TO3UIIA BUKOPUCTOBYETHCS AJIA MIATOTOBKU AaHUX, SAKI
OynyTh BUKOpHUCTaH1 kiacudikaropom. Jis kinacudikaiii HeoOXiHEe MpeCTaBICHHS
JAHUX Yy BEKTOPHOMY BUTJISI/IL, TOMY QJIFCOPUTM 3HAXOJUTH BCI 3MIHU 1 MIEPETBOPIOE B
3pyuHuit s kinacudikaropa dopmar. B cBoro yepry, kiacudikatop CIpOMOXKHUI
PO3PI3HUTH CTOPIHKUA CTETaHOKOHTEHHEPH Ta 3BUYAiHI, 32 YMOBH 3aCTOCYBaHHS [0
Hux metony HPAT.

3anponoHOBaHUIl AJITOPUTM BUKOPUCTOBYE KOHLEIIIIO 3MiHM aTpuOyTiB
no3uiii. Ines monsrae y tomy, mo BukopucranHs HPAT no web-cropinku
MPU3BOJIUTH J0 YaCTUX 3MiH MO3ULIN aTpUOYyTIB y Terax.

Jlnia peanizanii anropuTMy BU3HAYAETHCSI HOMEP MO3MIIII KOXKHOrO aTpudyTy B

te3i. Ilepma mo3uiis Bianosimae Homepy 0, npyra — Homepy 1. Takum yuHOM
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HYMEPYEThCS TO3MIlIA KOXKHOTO arpuOyTta B Te3l. Tojl meBHUM HaOip aTpuOyTiB
MaTHUMe TIOB'sI3aHUH 13 HUM Ha0lp TO3UITIH.

3a BiJicyTHOCT1 HPAT OYIKY€ThCS, 1110 3HAUEHHS y HAa0O0p1 MO3UIlii OyayTh OLIbII
MOCTIHHUMHU, HIXK y BUTIQAKY 3aCTOCYBaHHS cTeranorpadii 10 CTOpiHKU. 3BIJICH MOKHA
3poOMTH BUCHOBOK, IO MiJIPaXyHOK KIJBKOCTI 3MIH MO3MINI aTpuOyTiB TOMOMOXE
BUSIBUTU IPUCYTHICTh MeTOIy HPAT. [lipaxyHOK 31IHCHIOETHCS IIJITXOM TTOPIBHSIHHS
MIOCJTIIOBHUX TIO3UININ - SKIIO BiAOYyJacs 3MiHA TMOJIOKEHHS, TO KUIBKICTh 3MIH IS
oOpaHoro arpulyTa 30UIbIIYETHCS Ha 1.

KoHuerniist MYmibHUKA 3MIHM MO3UINT TpOJEeMOHCTpoBaHa y Tabmumii 3.1 Ha

npukiiai type ta src.

Tabmuusg 3.1 — 3miHa nojoxeHb arpuOyTiB 110 1 micist HPAT

Atpubyt |llo3umis atpubyty no| JliuunsHuK [Mozumis atpudyty | JliunmneHUK
HPAT 3MIHU TO3ULIH nicas HPAT 3MIiHH
no HPAT MO3ULIHN MiCs
HPAT
type 1111111111 0 1101001010 7
src 000000000001111 1 101000110104242 11

VY apyromy ctoBmii TaOIUI NPEICTABIEHO MOXINBI O3ULi aTpuOyTiB y web-
cTopiHi npu BifgcyTHOCcTi 3actocyBanHs HPAT. Ilepmuit atpubyT 3yctpivaerses 10
paziB, apyruii - 15 (BigmosigHo 10 1 15 mo3umiid). Y TpeThoMy CTOBIII HaBEIEHO
CIIUCOK TOB'sI3aHUX 3MiH MO3ulLliid. YeTBepTHil CTOBIELb IEMOHCTPYE MOKIIUBI O3UIIIT
aTpuOyTiB web-cTopinmi npu 3actocyBanHi HPAT. Il'stuii croBmernps mokasye
acoliifoBane yuciao 3MiH mno3umiid. Crnocrepiraerbcst sBHA PI3HUIS TOKA3HUKIB

mymibHUKA 10 1 mcist HPAT.
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3.2  AJaroputm JiYWJIbHUKA 3MiHU MO3ULII aTPpUOYTIiB

Ines BUKOpUCTaHHS AAHOTO AITOPUTMY MOJSTAa€ y BUKOPUCTAHHI BUIYYEHOI
HUM 1H(opMalii AJ1 OTpUMaHHS BEKTOpPY O3HakK. Lle 103BONUTH CTBOPUTH SIKICHUH
HaBYAJIbHUI Ha01p, HA OCHOBI SKOTO Kj1acu(pikaTop poOUTh BUCHOBOK PO BiJICYTHICTh
4YH MpUCYTHICTH 3acTocyBaHHst HPAT creranorpadii. HaBuanbuuii Habip ckiiagaeTbes
13 pIBHOT KUJIBKOCT1 3BUYaHUX 1 CTEraHOCTOPIHOK.

Jlnia moOynoBu KiaacudpikamiiHol, TaKOX BIAOMOI SIK MOJIENl MPOrHO3YBaHH!,
ICHy€ JOCHUTh 0Oarato ajroputmiB (TakoXX BIJOMHUX SIK MOJEN MPOTHO3YBaHHS).
3aranbHUMHU NMPUKIIAJAMHU € TaKl AITOPUTMU: HEUPOHHI MEPEX1, MAIIMHU HIATPUMKU
BEKTOpHUX 300pakeHb Ta NB. CriibHUM JJ151 HUX € TPeICTaBICHHS BX1IHUX JJAHUX -
B SIKOCTI BX1JIHOTO HA0Opy O3HAaK OOMPAIOTHCS BEKTOPH JOBKHHHU N, MOPOJKEHI N
BUMIPHUM NPOCTOPOM O3HaK. Y Bumaaky crteranoananizsy HPAT, mpocTip o3Hak
NpEeACTaBICHUI y BUTIIANI Habopy atpuOyTiB. KoxkeH BuMIp npeacTasisie aTpuOyT,
Jiana3oH 3HaYEHHS KOT0 3HaXOUThCs MK O Ta HEBU3HAYEHUM 3HaYEHHSIM KUIBKOCTI
3MIH TTO3UIIIH.

HaBuanbH1 JaH1 MICTSTh MAaTPUIIO N X m, Y AKIH N - KUIBKICTh Web-CTOPIHOK Y
HaBYaJILHOMY HAa0Op1, M - KITBKICTh BPaXOBaHUX aTpUOYTIB. SK 1 mij yac ONMMCaHHS
TIOTIEPEHIX ATOPUTMIB, CJIiJI 3a3HAYUTH HACTYIHI BU3HaueHHs: H - web-ctopinka, S
- HabOip reriB T B H, sixi MaroTh 1Ba um Ouibiie atpudytis, S = {T1, T2,. ..}, FV -
T'CHEPOBAHMI BEKTOP XapaKTEPUCTUK BCIX MO3UIIIN aTpuOyTiB TeriB B S. Positions(a)
€ MacHBOM MO3uLiKd y S s arpuOyTta ai, Positions(a) = [pl, p2,. . . pm]. apcc(a)
MO3HAYCHO KUIBKICTh 3MIiH MO3MIIIT Ij1s1 aTpulOyTa (a)-

AJTOpUTM ISl TEHEPYBaHHS BEKTOpa BIACTUBOCTEH MPECTaBICHO Ha PUCYHII
3.1. V sKocTi BXIJHUX JaHUX AJig poOOTH anroputMmy BHcTymnae ctopinka H. B
pe3yabTaTi Jii aNnropuTMy OTpUMaHO BEKTOp o3Hak FV, y sikomy 3amucaHa KUIbKICTb
3MiH MO3ULIH aTpUOYTIB MO BIAHOIIEHHIO 0 BCIX TEriB B Mexax S. PoOoTa anroputmy
MOYMHAETHCS 13 TOIIYKY NPHAATHHUX 0 3MiHM TeriB S. [licis 1p0oro BiH ITUKIIIYHO

MPOXOAUTh Yepe3 KokeH Ter T B S, mepebuparoun aTpuOyTH (a) B KOKHOMY Te3l.
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[To3uris atpuOyTy (a) 3amucyerbes y macuB Positions 3a gomomMororo (yHKIi
collectPositions(). ITotimM aaropuT™ MPOXOAMTH Yepe3 KokeH MacuB Positions () 1
oOuHrcIIeHHs 3MiHU TO3UIllT aTpulyTiB. KokHe oOunciieHe 3HaUeHHS 30epIiraeTbes y
FV, mo6 nmotimM creHepyBaTu HEOOXITHUM IJIsi CTeTaHOAHAI3y BEKTOp O3HaK. [[ms
HaBYAJIbHUX JIAHUX KOXKEH BEKTOP O3HAK Ma€ acolliifoBaHy 3 HUM MITKY KJacy: Kiac 1

npejcTaBisie WeD-cTopiHKy cTeraHOKOHTEHHep , Kiac 2 - 3BHUaiiHy Web-CTopiHKy.

i range(@,len(computer_raw data['urls'])):
url = computer raw_data[ ‘urls’][i]
opener = urllib.request.urlopen(url).read()
soup = BeautifulSoup(opener, "lxml’)
tags - [tag for tag soup.find all()]
S-[1
FV =[]
tag tags:
len{tag.attrs)
S.append(tag)
tag 5:
attrPositions =[]
attr tag.attrs:
apcc=0
attrPositions.append(attr.index)
p attrPositions:
p == next(p):
apcc apcc+1
FV.append(apcc)

Pucynok 3.1 —Anroputm HPAT

3.3 OuiHka podoTH aJArOpuTMY

Jns ouiHKM anroputMy OYB BUKOPUCTaHUN HaBYalIbHUI HaOIp JaHUX.
[TepeBara migxo/y 13 BUKOPUCTAHHSAM JITYMJIbHUKA TOJISITA€ Y OJTHAKOB1M €PeKTUBHOCTI
BusiBjieHHs: HPAT HesanexxHo Bij creraHorpadiudoro aaroputMy. OJHIEO 13 3a1a4

Oyna mepeBipka BIUIMBY JOBXHWHM BOYJOBAHOTO TIOBIIOMJIEHHS Ha poOOTY
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KJ1acudikaTopy, a TAKOXK MOPIBHSHHS €(EKTUBHOCTI 13 ICHYIOUMMH anroputMami. s
JIOCATHEHHS Li€1 1)1 BUKOPHUCTaH1 anropuTMu XyaHr-3oHr ta IlleH, 3a gomomororo
AKX Yy BUIAJKOBY CTOPIHKY 13 Ha0OpY BHOCHUTBHCS cTeraHorpadidHe MmoBiIOMIICHHS
TOBXUHOIO y 30 CHMBOJTIB.

g 3acrocyBannst HPAT obpano 6 atpuOyTiB TeriB. 3a TaKUX YMOB BEKTOD
O3HaK Mae GopMy 6 NHHAMIYHUX CIOTIB. Y KOXXHOMY 13 BUIIaJKIB MaTpUL JaHUX
Bu3Havanacsa sk 200 x 6, ne 200 — KUTbKICTh Web-CTOPIHOK BKIIOYEHUX 0 HAOOPYy.
J171s1 OLIIHKY BUKOPUCTOBYBANACS JIeCATUKpaTHa nepexpecHa nepesipka (TCV), B xoni
K01 BX17H1 JaH1 Oynu posauieHi Ha 10 HaGopis. [Ipoiiec TectyBanHs kinacudikatopa
B110yBCs 10 pa3iB, KO>KEH pa3 13 BAKOPUCTAHHSIM HACTYITHOTO TECTYBAJIbHOI'O HA0OPYy.
VY gxocti MeTpuk Oyinu oOpaHi mapameTpu, OMHUCaHI y PO3JAUIl 2: BiJICOTOK BJIAajo
KJIacU(PIKOBAaHUX €K3EMIUISIPIB Ta IJIOIIA IT1]T KPUBOKO.

PosrnssnyTo 1B1 Mojeni re’epailiii kinacudikaTopis: HeiiponHa Mepexa (NN) ta
MeToa onopHux BekTopiB (SVM). [lns moGynoBu kiacudikatopa Ha 06a3i SVM
BUKOPHCTaHI CTaHAAPTHI mapaMeTpu. Pe3ynpTaTu 3 BAKOPUCTAHHIM KOKHOT METPUKU
3HAXOAAThCs y Tabuui 3.2, [Tepriuii CTOBIYMK — Ha3Ba aliTOPUTMY, Y HACTYITHUX JIBOX
3HAXOJATHCS TOKA3HWKH, OTPUMaH1 B yMOBax MeTpukH Accuracy. BumineHi »xupHuM
CTOBITYMKUM MICTATH MOKa3HUKH, OTpuMaHi B Mexkax metpuku AUC. 3 Tabmuiii MoxkHa
0auuTH, 10 3alpONOHOBAaHE BEKTOPHE IPEJCTABICHHS aQJITOPUTMY JIYMIIbHUKA
NIEPECTAaHOBOK AaTpUOYTIB MOK€ OYTHM YCIHIIIHO BUKOPUCTAaHO JUIsi HAaBYAHHS
KJIacu(ikaTopiB 3 METOI0 YCIHIIIHOTO PO3PI3HEHHS 3BUYAWHUX CTOPIHOK B
CTeraHocTopiHok. Haiikpamii moka3sHuku Oynu oTtpumani nisi anroputmy HPAT
Xyanr-3oHr. [lani 3 TaOnuul BKa3ylOTh Ha YCHINIHICTh QJITOPUTMY BHUSBIICHHS,
HE3aJIe)KHO B1J] 3aCTOCOBAHOTO CTeraHOrpadpiyHoro miaxoay. Takox BiICyTHs 3HA4YHA

PI3HUIII Mk OOpaHUMU Te€HEepaTOpaMH KIacu(piKaTopiB.
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Ta6nuis 3.2 - PesynbTaTu 4181 cepeiHboi TouHOCTI Ta cepeaaboro AUC 3a

BUKOPHUCTAHHS JIUYMJIbHIKA TIEPECTaHOBKHU aTpUOYTIB.

Anroputmu HPAT NN SVM NN SVM
Hlen 92.34% 92.22% 0.96 0.95
XyaHr-30HT 92.51% 94.46% 0.99 0.95

OxpeMo po3TIsAaeThCsl BIUIUB JOBXKUHHU Ta CKJIaay MOBIJOMIICHHS Ha MPOIEC
Horo BusBleHHs. byino oOpaHO ABa TECTOBUX HA0OpU — y Web-CTOPIHKH TEPIIOro
MPUXOBYBAJIOCS 3BUYaliHE MOBIMOMIICHHS. [[1s apyroro HaGopy MOBIAOMIICHHS
CKJIAJAJIOCS 13 BUMAJKOBOTO TEKCTY 0OMEXEHOI JOBKUHU, MPUIOMY I (POopMyBaHHS
TEKCTY BUKOPHCTOBYBAJIIUCS JIITEPH BEPXHHOTO Ta HIHKHBOTO PETICTPIB, CIICIICUMBOIIN
1 udpu.

JInst Ko’kHOTO HAOOPY JTIOBKHMHA MOBIOMJICHHS 3HaXoauaack y mexax Bia 10%
10 80% MakcUManbHOI EMHOCTI CTOPIHKHM KOHTEWHepa. /{151 BOyAyBaHHS MMOBIIOMJICHb
BUKOpHUCTOBYBaIHCH anroputmiu Lllen Ta Xyanr-3oHr. I3 renepaTopis kiacudikaTopis
Oymnu 3H0BY BuKOopucTaHi NN ta SVM.

Takoxx Oysi0 BUKOHaHE MOPIBHSHHS 3alPONOHOBAHOIO IMAXOAY Ta IIIXOJIB
[Monaka-Korynscekoro [21] i Xyanr-3onra[22]. JIis KOppEeKTHOTO TOPIBHSHHS |
npeacTaBiieHut y [21] anroputM OyB alanToBaHUM yepe3 Npe/ICTaBICHHS 3HAYCHHS
W y Burmsaal Bektopy o3Hak. IIpm Takomy miaxomi kKokHa web-ctopinka Oyna
MpE/ICTaBICHA CTATUCTUYHOIO O03HaKo0 W. Y BHIagKy aaroputMmy 22 BEKTOp O3HAK
CKJIa/a€eThCs 13 3amponoHoBaHuX y poOoti [lomaka-KoTynbcbkoro craTMCTUYHHX
O3HAaK - CTaHJIAPTHUX 3HA4YEHb BiAxwieHHs. [{e mano 3Mory mpeacTaBUTH CTOPIHKY

OJIHIE€I0 0COOJIMBICTIO, TOOTO CTAHIAPTHUM BIJIXWJICHHSIM MO3UIINA aTpUOYTIB.
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JIns OLIHKKM 3HOBY BHUKOPUCTOBYBaJMCS Tmonependi anroputmMu HPAT Ta
reneparopu kinacudikaropie NN i SVM — 4 xomb6inarii. Pe3ynbratu npencraBieHi B
tabmui 3.4:

Tabnuns 3.4 — IopiBusuus pesyabTary aii JI3II 3 iHmMMu TexHikamu

BUSBJICHHS
Iligxix mo Bussinenns |Accuracy| AUC |Accuracy| AUC
HPAT
JI31I 91.06% 0.94 92.43% 0.97
NN

ITonaka-Kotynscekoro | 70.12% 0.87 61.27% 0.55
78.93% 0.95 73.32% 0.80

Jlyi-IlleHr
JI31I 91.21% 0.9 95.27% 0.94

SVM

ITonaka-Kotynbscbkoro | 73.70% 0.73 60.10% 0.59
Jlyi-menr 79.43% 0.81 74.84% 0.75

3 Tabnumi 3.4 MmoxkHa mobaunty, mo miaxia JI3I 3naten edhekTuBHO BUSBISATU
MIPUXOBAHE MOBITOMJICHHS HE 3aJI€KHO BiJl BUKOPHUCTAHOTO aIrOpUTMYy cTeraHorpadii
(y Bumazaky 3actocyBanHs migxoay HPAT). Takox 3anmponoHOBaHUN METO]I MOKa3aB
HaWikpamnry TouHicTh (Accuracy) y Bcix Bumaakax. A qius merpukun AUC -

Halikpaiui pe3yabTaT y 3 13 4 BUNAKIB.
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3.4 Crarucrtuune suspjienua HPAT

SAx O6yno 3a3HaueHo y po6ori [lomaka-KoTynbchkoro, ctanaapTHe BiIXUICHHS
no3uIli aTpuOyTiB MOXE BUKOPHCTOBYBATHCS SIK 1HIUKaTOp 3actocyBaHHs HPAT y
web-cropinmi. Ha 0CHOBI IbOTO 3HAYEHHS MOKJIMBO CTBOPUTH ACSIKUI IOPIr, 3TiTHO
JI0 SIKOTO BiIOYBA€EThCS 11eHTH (KA cTeraHocTOpiHOK. Omucanuii y 23 mopir W OyB
BUKOPHUCTOBYBABCS JIJII OIUCY CIIBBiIHOIIEHHS map atpuOytiB HTML 13 pizHuM
YIOPSAKYBaHHSIM TeriB 10 3aranbHoi KiutbkocTi map HTML arpubytiB. ¥V npomy
niaxo/1 3HayeHHs: W Moke BUCTYIIATH Y POJIl KOHCTAHTH a00 3MIHHO1, IPOTE HE Oyiu
3aMpONOHOBAHI KOHKPETHI TOPOTOB1 3HAUeHHS 1Jist W.

VY mnpencraBieHOMY aJIrOpuTMl JiJii BU3HAYEHHS CTAaHIAPTHOTO BiAXWIICHHS
BpPaxoBYyeThCs (QopMarT BOYyAOBAaHOTO MOBIAOMIIEHHA. Y JOaHoMy ainroputmi — H
MO3HAYAETHCS  BXiJHA Web-CTOpiHKA, SIKa € MOKJIMBUM CTETaHOKOHTEHHEpPOM. S
no3HadeHo Haoip TeriB T B H, siki MaroTh qBa ado Oinbire atpudyTis, S ={T1, T2,. }.
Tj={al, a2, ..., an} mo3Hauvae j-ii Ter y S pa3om 3 iioro atpudytamu. attPositions(a;)
- MacuB No3uIii y S muist atpubyTa (@), ai, attPositions(ai) =[pl, p2, ... pm]. Koxen
aTpuOyT Ma€e m BXO/KEHb,3BiicH JoBkuHa (attPositions(ai))=m.

VattPositions(a;) - mucnepcis mo3uiiii atpudyTa ai B Macusi VattPositions(),
dbopmyrna s oOpaxyHKy sIKoi omucana y poboti , sk 1 VS - cymapHa aucnepcis
MO3ULIH aTpuOyTIB 151 BCIX TETIB Y S.

SD - crapgaptHe BiaxuwieHHS VS, K€ BUKOPUCTOBYETHCS U1 BU3HAYCHHS
KUTBKOCTI 3MiH mo3ullii arpuOyTiB Web-cropinku. OOUYHCTIOETHCS 32 JOTIOMOTOIO

BWJIYYEHHS KBaIPaTHOrO KOpeHIo 13 VS.
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[Iportec oOuMcieHHS CTAaHAAPTHOTO BIAXUJICHHS PO3MIILEHHS aTpUOYTIB
MPOJAEMOHCTPOBAHO HA PUCYHKY 3.2:

i range(®,len{computer raw data]'urls’'])):
url = computer raw data[ 'urls"][i]
opener = urllib.request.urlopen{url).read()
soup = BeautifulSoup(opener, “1lxml")
tags [tag for tag soup.find all()]
s =[]
FV =[]
tag tags:
len(tag.attrs)
5.append(tag)

tag 5:
attrPositions =[]
attr tag.attrs:
attrPositions.append(attr.index)
m - len(attrPositions)
VattrPos
p attrPositions:
av = sum(p)/m
VattrPos = sum{(p-av)"2)/m
V5 = V5+VattrPos
5t D-math.sgrt(Vs)

Pucynok 3.2 — AJropuT™M BU3HAUYEHHSI CTAHAAPTHOTO BIJIXUJICHHS

AnroputMm anHanizye web-ctopiHky H, B pe3ynbTaTi 4oro BU3HAYAETHCS
3HAUYEHHS CTAHJAPTHOTO BIAXWJICHHS TO3UIIM arpulyTiB y HaOopi TeriB S.
AJTOPUTM MPOXOJUTH CTOPIHKY 1 3HAXOAUTH S MEPIINil pUAATHUN HAOIp TETIB 3
nBoMma abo Oinbine arpuOyramu. Dyukiii collectPositions(aj) 30upae B Macus
VattPositions(a;) mo3wuriii atpuOyTiB. OOYHCICHHS 3arajbHOI JUCIIEPCil MO3UIIINA
aTpuOyTiB VS OOUYMCIIOETHCS 13 BHUKOPHUCTAHHSAM TIOCIIOBHOCTI TO3UIIN
atpuOyTiB y VattPositions(aj) mis koxHoro atpuOyty. B pesyiaprari oTprMaHO

BIJIITOBITHE 3HAUCHHS CTAHIAPTHOTO BIIXUJICHHS.
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V Ttabmuii 3.5 HaBeIeHO 3HAYEHHS CTAHAAPTHOTO BIAXWJICHHS, SIKl OyJin

oOpaxoBaH1 OMMHUCAaHUM aJITOPUTMOM.

Tabnuus 3.5 — CrangapTHE BIAXWICHHS CTOPIHOK

Web-cropinka

CraHgapTHE BiIXWICHHS JI0

BOY/TyBaHHS MOBIIOMJICHHS

joyreactor.cc 4.07
www.microsoft.com/ua 3.87
www.ebay.com 6.91
stackoverflow.com 3.20
Www.amazon.com 6.22

Byno oOpaHo 5 CTOpIHOK, [0 SKHUX OyJI0 BHUKOPHUCTAHO aJTOPUTM

3HAXOJPKEHHS CTaHIAPTHOIO BIAXWIEHHS. CTOPIHKUA HE MaJld B COO1 MPUXOBAHOTO

MOBIJIOMJICHHSI, TPOTE 32 HABEJICHUMU Y TaOJIHIlI pe3yJbTaTaMU MOKHO TTO0auYnTH

PI3HULIIO MK 3HAUYEHHSMH CTaHJIapPTHOTO BIAXWIJICHHS. 3 TaOJIUIll MOXHA Oa4UTH,

o o04ucieHi MibK BHOpanuMmu Web-cropinkamu 3HadeHHs SD

1ICTOTHO

BiApi3HAIOTHCA. Lle AeMOHCTpye po0iaeMy BU3HAUYEHHS BIAMOBIAHOTO HOPOTY JJIs

BugBjeHHS APS.

3.5 CreranoaHaJi3 i3 BUKOPUCTAHHSAM CTAHJAAPTHOI0 BiIXUJIEHHS

SIK110 MPOTSTOM EBHOTO YaCTy MiIpaXxOByBaTH CTAHIAPTHE BIAXUIICHHS MIEBHOI

CTOPIHKH, TO CTa€ MOJIMBUM BUSBJICHHS (akty BukopuctanuHs HPAT. VY Burnsani

NPUKIJIATy MOXHA PO3MISHYTH CUTYAIll0, 3a sIKOT Ha TIEBHUI OHOBJIIOBAJIBHUM pecypc

B NIEBHUI Tepio] yacy Moxke OyTh BOyAOBaHO MPUXOBAaHE MOBIIOMIEHHS. B Takomy


http://www.stackoverflow.com/
http://www.amazon.com/

o1

pa3i 3HayHa 3MiHa CTAHAAPTHOTO BIAXWUJICHHS MOXKE CBITYMTU MPO BUKOPUCTAHHA
creranorpadii. Ilpore nans 1pOro HEOOXiTHO BCTAHOBUTU TMEBHUU TMOPOT O,
ONMPAIOYUCh HAa 3HAYEHHS SKOTO MOXKHA 3pOOMTH BUCHOBOK MO IMPHPOIY web-
CTOPIHKH.

OnHuM 13 BapiaHTIB OTPUMAaHHS TMOpra G € HOT0 eKCIepeMEeHTalIbHe
BCTAHOBJICHS 3a JOMOMOTOI0 TECTOBOTO HaOOpy CTOPIHOK 13  PI3HUMH
CTeraHorpapiyHUMU TOBIIOMJIICHHAMU. TOOTO A0 MOYATKy CIHOCTEPEKEHHS 3a
pecypcoM JIOUITBHO MPOBECTH TPEeHYBaJbHUM mporec. OOUHUCICHHS G Ma€ BUTIIS
dbopmynu Ha pucyHKy 3.3:

o= (a*xSDy,) + ((1 —a) X SDicrz)

Pucynok 3.3 — ®opmyna 004UHUCICHHS &

o € KoeIiIi€EHTOM Yy TIUBOCTI Akuil npuiiMae 3HadeHHs B 0 10 1, SDy,
€ CepemHiM 3HAYSHHSM CTaHJAPTHOTO BIAXWJEHHS OO0  JIOJaBaHHS
noBigomyieHHs, SDjic;x € cepelHiM 3HaYeHHSIM CTaHJApPTHOTO BiIXUJICHHS
O1CJIA JOodaBaHHS ITOBIJIOMJIECHHS.

J1s MOHITOPIHTY CTaHJAPTHOTO BIAXMUJICHHS HEOOXI1IH1:

* H- web-cropitka 3 0OHOBIIOEMHM 3MICTOM.

* a- Koe(iieHT Yy TauBocTI, 0 <o <I.

e T- 3arajbHUN Yac HABYaHHS.

* T - [HTEpBa)I MK 3HIMKaMHU CTOPIHKH.

* L- noxrHa BOYJIOBAaHOTO TTIOB1JIOMJICHHSI.

MOHITOPHUHT JIWHAMIYHOI CTOPIHKU JIJIsI 3pYYHOCTI MOKHA pPO30UTH Ha
KPOKH:

1.30ip mOCHiAOBHOCTI TpeHyBaHb. Hakonuuyerbcst cepisi BiAOUTKIB
cropiaku H 3 iHTEpBaniom T npotsiroM nepiony dacy T. YTBopena muoxkuna C =

{s1,s2,...,sn}.

2. OOuyuCleHHS MOpOory ¢ 3 BUKOPUCTAHHSIM 3HAYEHHSI CTAaHJIapTHOTO

BIIXWJICHHS.
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» s xoxHOro BimOuTKky S € C OOYMCIIOETHCS CTaHIAPTHE 3HAYCHHS
BiIOUTKY S. ITicist 1bOro y cTOpiHKY BOYJOBY€ETHCS TTOB1TOMIICHHS.

»  Taxox mo BOymyBaHHS paxyeTbcs cepemHe 3HaueHHs SD, sxe Takox
TAKOX paxyeTbcs 1 micas HakimagaHHs. CepeqHe 3Ha4YeHHS B 000X BHIaJKax
BU3HAYAETHCA SIK BITHOMIEHHS cymu SD jo/micist 10 n.

N MO3HAYAETHCS KUIBKICTh 3HIMKIB.

3. BusBnenns. O6uunciroersesa 3HaueHHs SD koxkHoi HacTtymHOi kKomii H 1
MOPIBHIOETHCSA 13 G CTOPIHKU. k1o SD > G, To CTOpiHKa € CTETaHOKOHTEHHEPOM
13 BOyJIOBaHUM TIOBIIOMJICHHSIM. B 1HIIIOMY BUIaAKy web-CTOpiHKa € TTIOPOKHIM

KOHTEHHEPOM.

3.6 OuiHka MeTOAy CTAHJIAPTHUX BiIXHJIE€Hb

Jns miarBepmkeHHs: edekTuBHOCTI BusBiaeHHs HPAT Meromom cranmapTHHX
BIIXWJIEHb HEOOX1IHO:

° [linTBepAUTH TBEPHKEHHS MPO T, 110 30UIbIICHHS 3HaYeHHs SD s
Web-cTopiHKH HifiCHO MO)Ha BBakKaTH iHgukatopom HPAT He3zamexHO Bif
IrOpUTMY BOY1yBaHHS.

o [TopiBHATH 3HAYEHHS MPUPOIHIX 3MiH mokasHuKa SD 3i 3HaueHHsM SD
nicist BOY/IOBYBaBaHHSI MIOB1IOMJICHb.

o [lepeBiputu BIUIMB BOYIyBaHHA pi3HUX (GOPM TMOBIIOMJICHh Ha
3anpoIroHOBaHUM MexaH13M BusiBjieHHs HPAT.

o [TinTBepauT epextruBHICT, SD mo3uii arpudyTa [uisi BAKOPUCTAHHS Y
npolecax CTeraHoaHallizy CTOPIHOK.

Jns minrBepmxkenHs edextuBHocti metony SD y BusBnenni HPAT Oyno
oOpano Habip i3 BimOUTKIB Tphox cropinok: Github, Habr, Bikinenis. ¥ koxHOMYy
BUMAJIKY JJisl IPUXOBYBAHHS MOBIJOMJICHHSI OYJI0 BUKOPUCTAHO CTEraHOTrpadiuHMi

METO/1 TepecTaHOBKU aTpuOyTiB — XyaHr-3oHr 1 LleH.
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Jns BOyayBanHs Oynau oOpaHi TOBIIOMJIEHHS pi3HOT AOBXKMHU L, sKi
BukopuctoByBanu Bix 20% m0 100% makcuManbHOT eMHOCTI CTOpiHKH. [Ipu KOKHOMY
KpOIll JIOBXKWHA TOBITOMJIECHHS 301ibInyBantack Ha 10%. MakcumanabHa €MHICTD IS
cropinok Github, Habr ta Bikinenis cranoBumna 70, 74 1 117 GalT BiamoBiHO.

Pesynbratu 300paxeni Ha Pucynky 3.4:

{aithak 50 3o T2 micnE EGYADEYEAHHET
3 _ PE— ip——t—
-'.’..ﬂ'
U 2I-+I—I—I—I—I+I—I
i S CTIE 3
- S0m0 2
0% 1 4l el e 1obk
JoEERH2 MOELTOMIEHHE EITHOCHD
MARCHMANEHOL EMHOCTL
Habr com 5D mo 12 DOz ESYOOEVEAHES
) au
—— SDmicmz
—m- SD=0
0% 2% 4% 60% B0%  100%
JoEERH2 MOELTOMIEHHE EITHOCHD
MARCHMATEHOL EMHOCTL
Wikipedia org 50} 0o T2 OiCIE ESYIOEYEIEES
—_— SDmicmE )
—m- S0=0
0% 0% A 60% E0%  100%
JoEERH2 MOELTO0MIEHHE EITHOCHD
MARCHMATEHOL EMHOCTL

Pucynok 3.4 — BijiHOIIEHHS CTaHAAPTHOTO BIIXUJICHHS /10 JTOBXUHU

MOBIJOMJICHHS

Biccio x mpeacrtaBieHa JOBXHHA TMOBIJOMIJICHHS BIJIHOCHO MaKCHUMAaJIbHO1
€MHOCTI CTOpiHKHU. Bick y — 3Hadennss SD 10 1 micis AoJaBaHHS MOBIJOMIICHHS. 3

PUCYHKY MOXHa OMITUTH, 1110 SD 30151bI11y€THCS 110 BiHOIIEHHO 10 SD 111 006paHoi
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CTOpIHKM 0e3 Oyb-SKOTO MPUXOBAHOTO MOBIIOMJIEHHS uepe3 301IbIIEHHS PO3MIpy

BOYI0BaHOTO MOBIIOMJIEHHA. MOkHA 3pOOUTH BHCHOBOK, 110 BUKOpUCTaHHsS SD sk

1HIUKaTopa creraHorpadii € epeKTUBHOIO METOIUKOIO.

Ha pucynky 3.5 nokazaHo pe3ynbTaTy 13 ypaxyBaHHAM JIOBXKUHH MOB1IOMJICHHS

1 BUKOPUCTAHOTO alnroputmy BOyayBaHHs. ['padiku 3 1iBOI CTOPOHH BITHOCSTHCS J0

BOY/IOBAHUX 32 alTOPUTMOM XYyaHT-30HT MOB1IOMJIEHB, Tpadik npaBopyy - [llen.

Github 3D 70 Ta micns E6VI0EVEAHESR
8
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0% 50% 100%
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= ]
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= 5Dmo

i
E]
4
o2
2
1
1]

0% 50% 100%
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rm.f
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5 = BRI e En
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Joemmea noelgomnerss siguocEe LME

Pucynox 3.5 — I'padik cTanmapTHOTO BIXHIICHHS MPU 3aCTOCYBaHHI

anroputmiB Xyanr-3oxr Ta [llen

Ha pucynky 3.5 miarBepmxeHo e(EeKTHBHICTh BUKOPUCTAHHS CTAHIAPTHOTO

BIIXWJICHHSI JUIS BUSIBIICHS CTETaHOCTOPIHOK HE3AJIEKHO BiJl 3aCTOCOBAHOTO JO0 HUX

aIropuTMYy BOY1yBaHs.
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[Tonepenni rpadiku AEMOHCTPYIOTh 3HaueHHs SD 0e3 ypaxyBaHHSI BIUIMBY
dbopmaty TOBITOMIICHHS Ha pe3ynbTar. J[ns ypaxyBaHHS I1i€l ocoOmMHMBOCTI OyB
BUKOPUCTAHUN TOW caMuii Halip CTOPIHOK, MpoTe BOyIOBYBaiucs pi3HI popmaru
MOBIIOMJICHb — BUIAJAKOBHM TEKCT, KOMOIHAIl JIITEp HIWKHBOTO 1 BEPXHBOTO
perictpiB, uudpu. Jns uporo Oyno BukopuctaHo 200 pi3HHX MOBIIOMIIEHB, CEpe
akux  Oynmo 20 moBimomiieHb JoBkuHH Bix 10% gm0 100% €MHOCTI CTOPIHKH.
PesynpraTtn mpenctaieni B Tabmuii 3.6 Y tabmuimi psgox «CepemHe» MOKazye
cepenHe 3HaueHHs SD ans cropiHku Tmicis BOyayBaHHs. Psmokx «BigxuiaeHHSD
BiloOpakae 3HAYCHHS CTaHAAPTHOrO BIAXWICHHSA it SD micis BOyIyBaHHS

30UIBIIEHUX TTOB1JOMJICHb.

Tabmuusg 3.6 — YcepenneHi 3HaueHHs. SD 3 BUKOPUCTaHHSM P13HOPOPMATHUX

BOYZIOBAaHUX MOBIJIOMJICHb

I[OB}KI/IHa B6y,Z[OBaHOFO HOBiI[OMJ'IGHH?I

10% | 20% | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%

Cepenne | 6.03 | 615 | 6.40 | 644 | 6.5 | 6.80 | 6.83 | 691 | 683 | 7.25

Binxunenus | 0.05 | 0.04 | 013 | 0.11 | 0.20 | 0.13 | 0.12 | 0.15 | 0.18 | 0.14

3 pe3ynbTariB TaONMII MOXHA 3pOOUTH BUCHOBOK TPO BIJCYTHICTH BIUTUBY
dbopmaTy IprUXOBaHOTO MOBIIOMJIEHHS Ha MOKJIMBICTh BUSIBJICHHSI.

[Ile onmHi€0 HIJUTIO OLIHKK OyJIO TOPIBHSHHS MPUPOIHBOTO 3HadeHHS SD
CTOPIHKM Ta 3HAa4Y€HHsS TpHW Jo0JaBaHHI moBinmoMieHHS. [IpupomHe 3HaYeHHS
3MIHIOETHCS Yepe3 YacTe OHOBJICHHSI TAKUX CTOPIHOK SK MPOTHO3H MOTOAU YU CalTH
HOoBUH. Habip nanux s mopiBHSHHS Oyno 1oOyIOBaHO 3 BUKOPHCTAHHAM

napaMeTpiB: T — 2 aHi, T— KoxH1 1.5 rogunu. JloBkuHa BOYJ0BAHOIO MMOB1IOMJICHHS
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cranoBuUTh 30% 3aranpHOi €MKOCTI cTOpiHKU. Po3paxyHok SD npoBoauBcCs A0 1 micis

IPUXOBYBAHHS MOBIJOMJICHHS.

Pe3ynbTaTu mpeacTaBiieHi Ha pUCYHKY 3.6:

Wikipedia - BigbuTen suagenna SD go Ta Sinoptik va - BigOuTEH 3HavenHs SD 10 Ta
nicns BOVIyBaHEA nicna e0VaVEaHHA
10 10
) ] B o e —
5D 5D
e SDTCTA e — SDmicra 4
— SDTO 2 — SO0 2
0 0 . .
0 20 40 0 20 40
BinbuTrn BinomTER
Habr.com — BinouTH sHagenns 5D 1o 1a BEC - BigpuTrH sHadensd SD 7o Ta mead
micns BOVVBaHHA EOYIyBAHHA
10
10
]
]
5D ; b A
—— SDmiens 4 A A ——5Dmiens By
e SO RN iy SR N SDio 2
0 i , ,
0 20 40 0 20 40
BinouTER BinouTem

Pucynox 3.6 — 3nauenns SD mo i micist BOyAyBaHHS TTOBIJOMIJICHHS
Biccro x mpencTaBieHo HOMep KOKHOTO BIIOMTKY CTOPIHKH, BICCIO ) - 3HAUEHHS
SD nnst BIANMOBIAHOI CTOPIHKU. 3 PUCYHKY MOKHA MOOAYUTH 3HAYHY PI3HUIIO MIXK
3HaueHHAMH SD y cTOpiHOK 3/0€3 BUKOopucTaHHs creraHorpadii. [loBigomiens. 3MiHH
0 BiAOYBAIOTHCS MPHUPOJHO, ICTOTHO BIiAPI3HSIOTHCA. 3BIACH MOXXHA 3pOOHTH
BUCHOBOK TIPO €(EKTUBHICTh BHUKOPUCTAHHS CTAaHIAAPTHOTO BIIXWJICHHS IS

PO3pI3HEHHS CTETAaHOCTOPIHOK B1J] 3BUYANHUX.



S7

BucnoBku 10 po3ainy 3

OnucaHl TiAXOAW MOKa3ajdd CBOK €(EKTUBHICTh Y BUSABJICHHS 3aCTOCYBAHHS
HPAT. Knacudikatop Ha OCHOBI aNTOPUTMY JIIYMWJIbHUKA 3MIHU KiJIBKOCTI MO3UHIIIN
aTpuOyTIB y OUIBIIOCTI BWMAAKIB BAAJIO BHSBISE CTETaHOCTOPIHKU. Bin
MPEACTAaBICHUX paHillle METOMIB JIaHWK Kiacu(pikaTop BIAPIZHAETHCS OUIBIITUM
BIJICOTKOM KOPPEKTHO BUSBJICHHX CTOPIHOK. 3aIpOMOHOBAHUN AJITOPUTM J103BOJISIE
dbopMyBaTH TOYHHI aTa-ceT JJi1 HaBYaHHS HEUPOHHOI Mepexki abo SVM.

Takox BHaJIOCs JOBECTH KOPUCTb BU3HAYCHHS CTaHAAPTHOTO BIIXWJICHHS IS

inentudikamiii HPAT.
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BUCHOBKH

CporojiHi creranorpadisi po3BUBA€THCS IBUIKUMH TeMITaMU. Bennka KibKiCTh
NOTEHUIWHUX KOHTEHHepiB 1H(popMallli J03BOJSE PO3POOIATH HOBI AJITOPUTMHU Ta
METOJWKH, TOBS3aHI 13 BHUKOpPHUCTaHHSM oOpaHoro (opmatry. IIpote pasom i3
creraHorpadiero BiiOyBaeThCsl CTpIMKa €BOJIIOLISI CTeraHOaHaI3Y.

Web-cTopiHKM TIpOJEMOHCTPYBAIHM CBi TIOTCHINIad Ta HAJIHHIACTD SK
cTeraHokoHnTerHepu. s Hux Oyno po3pobiieHo OaraTo ajiropuTMiB MPUXOBAHHS
MOBIJIOMJICHb, SIKI BUKOPUCTOBYBaJIM KOMOIHAIl0 0coOMUBOCTEN (hopmaTy 1 ASSTKHUX
JIHTBICTUYHUX MeTOJ1B. HaiiBigomili 13 criocoOiB MpUXOBaHHS MOBIIOMJIEHb OYJIO0
PO3TISHYTO Y 11K poOOTI. Pa3oMm 13 1M po3rIsIIAIMCs CTeraHOAHATITHYH] aIrOPUTMHU
Ta MIIXOAH, SIK1 37aTHI €(EKTUBHO BUSBIIATH 3aCTOCYBaHHs cTeraHorpadii.

binbll netanpbHO pO3IIIAHYyTa cTeraHorpadiuHa METO/IHKa, Ka BUKOPHCTOBYE
3MIHY TO3UIlIA aTpuOyTIB I MPUXOBaHHS MOBIIOMIICHHS. OCKUIBKM BOHA Mae
HaWOUTBIINKA TMOTEHIia’, OyJo 3amponOHOBAaaHO JBa METOAU JJIsl ii BUSIBJIICHHS.
OO0unBa METONM TMOKa3add CBOIO €(EKTHBHICTh Y PpO3pI3HEHI 3BHUYAWHHUX Ta
CTEraHoCTOpiHOK. OauH 13 MeTonIB 0a3yBaBCsi Ha 3alpONOHOBOHOMY alTOPUTMI
NIApaxXyHKy 3MiH MO3MI[IHA aTpuOyTIiB Ta HOro BUKOPUCTaHHI JUisl MOOYIOBH
kinacudikaropa. [HIIMNA METOJ BUKOPUCTOBABaB CTATHCTHYHI JaHI MPO 3MIHH, IIO

JIOTIOMOTJIO BCTAHOBUTH MEBHUM MOPIT 3MiH.
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JTOJATKHA

JIOJIATOK A

classificator.py

import pandas as pd

import matplotlib.pyplot as plt

from matplotlib.pylab import rc, plot

import seaborn as sns

from sklearn.preprocessing import LabelEncoder, OneHotEncoder

from sklearn.model selection import cross_val score

from sklearn.linear_model import LogisticRegression

from sklearn.ensemble import RandomForestClassifier, GradientBoostingClassifier
from sklearn.metrics import precision_recall curve, classification_report

from sklearn.model selection import train_test split

pd.read csv ‘..f..fdataftelecum_churn.CSU'ﬂ

{'Yes’ : 1, "No' : @}

df[ 'International plan’'] = df['International plan'].map(d)
df[ "Voice mail plan’'] = df[ "Voice mail plan’].map(d)
df[ "Churn’] = df[ "Churn’].astype( int64")

le = LabelEncoder()
df[ 'State'] = le.fit_transform(df['State’'])

OneHotEncoder(sparse=False)

encoded state = ohe.fit transform(df[ State’].values.reshape(-1, 1})
tmp = pd.DataFrame{encoded state,
columns=[ 'state

+ str(i) for i in range(encoded_state.shape[1])])
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= {"Yes' : 1, "No" : @}
df .drop( ' Churn’, axis=1)
df[ "Churn” ]

X_train, X test, y train, y test = train_test split(X, y, stratify=y, test size=0.33, random_state=42)

1r = LogisticRegression(random_state=42)
1r.fit(X_train, y_train)

def plot_confusion matrix(cm, classes,

normalize=False,
title="Confusion matrix’,
cmap=p1t.cm.Blues)4

plt.imshow(cm, interpolation='nearest’, cmap=cmap)

plt.title(title)

plt.colorbar()

tick _marks = np.arange(len(classes))

plt.xticks(tick _marks, classes, rotation=45)

plt.yticks(tick_marks, classes)

if normalize:
cm = cm.astype( 'float') / em.sum(axis=1)[:, np.newaxis]
print(“Normalized confusion matrix™)
else:
print('Confusion matrix, without normalization®)
print(cm)
thresh = cm.max() / 2.
for i, j in itertools.product(range{cm.shape[@]), range(cm.shape[1])):
plt.text(j, i, cm[i, j],
horizontalalignment="center”,
color="white" if cm[i, j] » thresh else "black™)

plt.tight layout()
plt.ylabel( 'True label')
plt.xlabel( 'Predicted label®)

font

plt.rc( font", **font)

cnf_matrix = confusion matrix(y test, lr.predict(X test))

plt.figure(figsize=(10, 8))

plot confusion matrix{cnf matrix, classes=['Non-churned®, *Churned’],
title="Confusion matrix")

plt.savefig("conf matrix.png")

plt.show()




